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APPENDIX I

IPB FOR INFORMATION OPERATIONS

The 21st century is not waiting for the Army, it is already upon us;  and we must meet its challenges three ways.  First, we must understand the information age battlefield.  Second, we must modernize to take full advantage of information age technology.  Finally, we must continue to develop the programs that “enable” the 

power projection strategy.

· General Gordon R. Sullivan

Chief of Staff, United States Army, 2 March 1994
HISTORICAL USES OF INFORMATION

It cannot be denied that a massive change is under way in our society, a change driven by the advent of advanced information technology. New information concepts, collection capabilities, means of analysis, global communication, and display capabilities have changed the way we think, act, and organize, whether in industry, education, or in the military. The same argument could have been made back in the year 1450, when inventor Johann Gutenberg invented the printing press and changed the course of history.  The human race would now have the ability to mass produce, and distribute information.  The availability of information to the masses evolved over the centuries to become a strong political and economic weapon.  The Magna Carta, the Declaration of Independence, the Bill of Rights, the Emanicipation Proclamation – all set the tone for this nation’s beliefs and justice way before computers and facsimile machines were ever known.  

The realities of the information age promise to alter forever the way the military does business. The Army sees its future in the advanced collection, processing, analysis, communication, and display of massive amounts of information. The information age promises to reduce Clauswitz's daunted "fog of war." The employment of precision weapons, precisely targeted ammunition, teamed with maneuver decisions incorporating clear battlespace visualization, while simultaneously defeating the adversary's visualization of the battlefield, will ensure that our force remains the dominant military force.  What is needed is the ability to maintain information superiority and the will to design, field, train, and use the new capabilities of technology and management of information of the 21st century to protect the force and ensure success on the battlefield and in the numerous military peacekeeping operations. 

Information Superiority (IS).  Is the capability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same.  It is a window of opportunity created by focused effort that allows the actions or beliefs of the enemy commander to be influenced in support of decisive operations.  It can be gained by the integration and synchronization of information management and information operations. (Draft FM 100-6)

WHY IPB FOR INFORMATION OPERATIONS?
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Meeting the challenges of the 21st Century requires up-to-date changes of the threat pertaining to the Information Revolution and how they relate to the military and national defense of our infrastructure.  Identifying the threat and understanding all the capabilities now available within the information environment are immense.  Intelligence analysis in support of IO reflects an asymmetric threat that is smart, adaptive and requires constant education and training to keep up with the technological advances into the digital information age.  In one of the world’s most complex operational environments IO has emerged in some peoples minds limited only to computer network attacks, defense and exploitation totally forgetting about the other active elements of IO that are listed below separated into offensive and defensive applications (Table I-1).

Table I-1.  Elements of Information Operations.

However, some critics reflect that Information Operations is “nothing new” just the current novelty of the technological revolution.  That IO will not eliminate the bloody warfare as we’ve become accustomed to and fought for centuries.  This appendix will incorporate both the established “old” IO techniques and “new” IO capabilities (i.e. cyberwar, threats) in hope to shed light on the IO doctrinal issues regarding IPB.  This appendix will use the current framework of IPB to describe the process within IO.  Other areas may require products and examples left to initiative and outside the classification of this manual.   

The IPB process is conducted to provide the G2/S2 a way to communicate to the commander a way to visually orient him to the battlefield.  For Information Operations there is no one place shopping cart for all the aspects of IO to go attain the possibilities afforded to the threat.  What type of “topographic map” aide can the G2/S2 use to show the commander the threat, area of operation, area of interest, cyberspace boundaries, mobility corridors, avenues of approach, obstacles/vulnerabilities to accommodate Information Operations?

Success on the twenty-first century battlefield will rely more on our ability to use and protect information. Information Superiority is the ability to collect, control, exploit, and defend information while denying an adversary the ability to do the same. The key to achieving and maintaining Information Superiority is a robust intelligence, surveillance and reconnaissance (ISR) capability that is transmitted to the warfighter and a thorough understanding of Information Operations (IO) - those actions taken to affect an adversary's information and information systems while defending one's own. Information Warfare (IW), defensive and offensive, is an integral component of IO. At the heart of Information Superiority is an air and space C2ISR architecture. Our contribution to this joint "system of systems" includes a variety of air- and space-based platforms, as well as the tools that support information processing.

The top IW priority is to defend our own increasingly information-intensive capabilities and deployed assets. The Automated Security System  and Network Control Centers provide intrusion detection capability to and allows bases to manage and protect computer networks from a central location. There are also agencies working on concepts for operational and tactical offensive IW and the integration with other federal agencies to support strategic information operations.  The absolute need for Information Superiority is a common thread through all military operations.  In no other area is the pace and extent of technological change as great as in the realm of information. Information Operations and Information Warfare, in particular, will grow in importance during the next century.  Continuing upgrades and improvements to the tools and the development of new concepts and capabilities will ensure the U.S. military commanders and national decision-makers the IS for today and tomorrow.

IPB IN SUPPORT OF INFORMATION OPERATIONS 
Information Operations (IO).  Are the actions taken to affect adversaries’ and influence other audiences’ decision-making processes, information, and INFOSYS, and defend friendly decision-making processes, information, and INFOSYS. (Draft FM 100-6)

The G2/S2 and commanders need to integrate the elements of IO capabilities and vulnerabilities into the intelligence threat brief, ultimately leading to COAs that will synchronize IO aspects into the battlefield operation.  Using information as a function to capitalize on the aspects of developing a synchronized plan within the operation and as a means to analyze the threat from a knowledge base of windows of opportunities. While protecting are own systems and assets within the operations from attack or exploitation.  Throughout the spectrum of an operation from pre-deployment to end-state the IO impact on military operations is an asset a commander must plan for and can influence throughout the entire MDMP.  

OFFENSIVE INFORMATION OPERATIONS

Offensive Information Operations.  The use of assigned and supporting capabilities and activities, mutually supported by intelligence, to affect adversary decision makers or to achieve or promote specific objectives.  The desired effect of offensive IO are to destroy, degrade, disrupt, deny, deceive, and exploit the adversary’s C2 functions, both in terms of flow of information and level of situational understanding.  (Draft FM 100-6)

Offensive Information Operations involve the integrated use of assigned and supporting capabilities and activities, mutually supported by intelligence, to affect adversary decision-makers and achieve or promote specific objectives.  Offensive information operations seek to deny, degrade, destroy, disrupt, deceive and exploit adversary C2 systems.  They apply across the operational continuum considering:

· Offensive IO plans are based on and integrated with the unit’s mission and commander’s intent and concept of operations.

· Offensive IO help to seize and retain the initiative by degrading the threat’s information system and forcing the threat to be reactive, which will slow the threat’s tempo disrupting the threat’s decision cycles and ability to generate combat power.

There are six effects that focus on the threat’s information flow and decision making process:

1. Denying the threat information by influencing the information or causing them not to collect at all.

2. Disrupting the threat’s observation abilities.

3. Degrading information collection or destroying collection means.

4. Deceiving the threat commander by manipulation, perception and causing disorientation of their decision cycle.

5. Neutralizing or destroying the threat’s information capabilities by physical destruction of nodes and links.  Destruction is most effective when timed to occur just before the threat needs to execute a certain C2 function, or when focused on a target that is resource intensive and hard to reconstitute.

6. Exploiting the threat’s C2 system, based on their loss of C2 caused by the above effects.
DEFENSIVE INFORMATION OPERATIONS

Defensive Information Operations.  The integration and coordination of policies and procedures, operations, personnel, and technology to protect friendly information and information systems.  Defensive IO seek to maintain effective C2 of friendly forces by negating or turning to a friendly advantage the enemy’s efforts to destroy, degrade, disrupt, deny, deceive, or exploit friendly C2 systems.   (Draft FM 100-6)

Related activities of defensive IO include education, training and awareness, intelligence support, public affairs, command information and offensive IO.

· Defensive IO conceal physical and elective locations of INFOSYS.

· Defensive IO deny the adversary information about the friendly capabilities and intentions by controlling the indicators.  

Three factors make defensive IO considerations critical;  the quantity and quality of information to be protected, the electronic vulnerability of the INFOSYS and the sophisticated means an adversary has to penetrate the INFOSYS.  There are three effects of defensive IO:

1. Protection and defense of information.

2. Physical security of command posts.

3. Negating a foreign advantage from deception operations.

The IO planning process is a continuous cycle starting with a developing knowledge base of potential threats, analyzing the collected information and then incorporation into the MDMP for execution.  Integration of this information is provided to help support the commander’s intent and specific objectives.  Planning, preparing, executing and assessing offensive and defensive IO requires leaders to use both in mutually reinforcing functions and an IOCOORD would be employed to war game and plan the operation into the OPLAN (Table I-2).  The integration would appear complicated between what’s offensive and defensive operations do within one application may also apply to both means.  This simultaneous planning requires enormous amount of education, training and equipment to provide the effective results to maintain peace and be successful on the battlefield in the future.  Resulting in improved situational awareness, reduced response time and a considerably more transparent battlespace.

INFORMATION OPERATIONS RESPONSIBILITY 
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Table I-2.  IO line and block for responsibilities (draft FM 100-6) 

THE IO ANALYTICAL FRAMEWORK

As with any complex military operation, there is a myriad of sub-elements contributing to the holistic approach to analyzing and synchronizing an operation.  The proposed steps are sequential although not all will pertain to each situation.  These steps are based on a complex scenario with multiple facets and numerous threats available.  

[image: image3.wmf]Where this IO framework fits into the IPB process?  When using the framework the analyst must realize that these twelve steps are in and of themselves complex issues to work through during Step 2 of the IPB process – “describe the battlefield environment”.  The framework offers an analysis tool to narrow down the scope of the multiple issues to consider when analyzing IO for the initial IPB before the MDMP is initiated (Figure I-1).




   Figure I-1. IO analytical framework.

The IPB Steps 1, 3, and 4 of the IPB process must still be completed as prescribed in this manual.  The framework should be looked upon solely as an “up front” analytical tool applied to the very specific elements of the operational environment.

THE IO ANALYTICAL WORKSHEET 

As a tool to focus all the very elements which pertain to information and it’s analytical requirements the IO worksheet (Table I-3) allows the analyst to quickly capture (in text format) some of the initial environmental considerations up for further detailed analysis.

The design of this worksheet may be modified for each operation accordingly.  

Consideration

Step
Analysis
Analytical Notes

1
People Issues, Demographics, Politics
Areas, towns, or organizations that will be most vulnerable to friendly threat IO.  
Describe systems, organizations, and architectures to the lowest level possible.  Updated and disseminated as changes or additional information as obtained.  Break down all populated areas into finite detail.

2
Military, Tactical MDMP Criteria
What are the military organizations and how they derive decisions to start, stop, or shift operations.
Done for all entities within the military AO.  Want to be able to identify how we can influence, stop or alter their operational plans and decision-making.

3
Information Systems and Capabilities
Phones, radio, telegraph, civil warning systems, newspapers and television.
Proliferation and use of phone, radio, telegraph, civil warning, newspaper, television to inform, mobilize, pass propaganda by type of capability and preference of usage.

4
Communication Architecture
Phone system(s), newspapers, target and population and area.  Audio stations, broadcast radios – targets and areas and populations.
Describe how phones, radios, newspapers can be used to disseminate information, propaganda and mobilize the population by threat and friendly.

5
Media Spectrum and Influence
Local, regional, national and international pressure and responsiveness.
Describe how local, regional, national and international media cover, slant, the appearance of, or tip off issues of events.  Accuracy of threat, press releases to determine specific areas that are usually accurate or propaganda.

6
Tactical Weaponry
WMD at strategic, theater and tactical level.
Locate units and control protocols for WMD, strategic, theater and tactical echelons that effect the unit’s operations.

7
Networks and Infrastructure
Same as step 3 but with total emphasis on the details of the architecture.
Describing how the architecture nodes, relays and interoperable redundancy is built into the scheme.

8
Transportation Networks
Bus, train, plane, ship, boats, network of internal and external routes are networked.
Describe how road networks are used for civilian, military and commercial purposes.  Same for train, plane and boats.

9
Computer Hardware / Software Issues
Proliferation, capabilities, accessibility of computers, software and replacement hardware.
Describe in detail civilian, military, government and political proliferation and capabilities of computers, software and replacement hardware.

10
Economic, Social, Political Issues
Economic network/relationship

Social network/relationship

Political network/relationship
Details of how civilians are employed, government funded/financially supplied and supported.  Lending institutions for political groups and relationships to civilians, military, criminal, police or external.  Performed by national/regional/local. 

11


Military Organization
Line and block information.  Equipment status and capabilities.  Standard IPB products and information.
Detailed OB information to include draft/volunteer and trained level expectations.

12
Security versus Vulnerabilities 
Human error, firewalls, passwords, equipment vulnerability, time versus OPORD dissemination.
Sectors 3 and 4 poor observation and fields of fire.



Table I-3.  IO Analytical Worksheet.

EXPLANATION OF STEPS 

STEP 1:  PEOPLE ISSUES, DEMOGRAPHICS, POLITICS

People issues in general may represent the characteristics of the key leaders and the influence their personal have on the environment.  The range of possibilities within this category include: perceptions, attitudes of the populous, religious beliefs or personal pressure points of a certain individual.  

When considering one individual leader the key issues can be overwhelming when analyzing what their personal motives and intent is for an operation, the individual’s personal makeup as far as educational level, cultural and ethnic background, social and organization affiliations, personal biases and political ties.  Their own economic agenda, criminal or black market influence, drug or organized crime involvement or a political spokes person for a particular cartel.

Demographic issues include a wide range of categories as far as educational level, working status, racial percentages, religious and ethnic make-up, birth and death rate, and cultural beliefs particular to a specific region.

Politics include the type of social government, elections, divisions of electoral representatives to a region.  Within a deployed political environment the involvement of non-governmental and private organizations may have their own agenda and mode of operation to consider.  Possible funding issues and monitoring of actions may be necessary to protect the force of outside interests in the military decision-making process and overarching collection of information for their own purposes.

STEP 2:  MILITARY TACTICAL MDMP CRITERIA

Effects of gaining information on key issues of our MDMP.  Knowledge is powerful, classified access, OPORDs, deployment plans, LOCs, passwords, decision points, centers of gravity, numbers, facts and assumptions, ISR plans, (i.e. hackers, terrorist motives, extremists) all want to gain access into the decisions and the minds of our leaders.

OPSEC is a critical component within the deployed tactical units and pre-deployment actions of the staff to guarantee the operational issues are not leaked to the press, to the adversary nor even the civilian support network of the military.  Too often soldiers forget the importance of their routine ways within the military and when these vary too drastically they send immediate messages to the outside community.

STEP 3:   INFORMATION SYSTEMS AND CAPABILITIES

The space force structure represents a major component of the C4ISR force structure and will become increasingly important in deterring conflict and conducting future military operations.  Improvements in sensors, computer hardware and software, and communication technologies are significantly increasing the ability to gather, process, fuse, exploit, and disseminate information in real-time and near real-time. New weapon systems will be able to achieve significantly greater range, accuracy, and lethality through the application of these C4ISR technologies. The development and introduction of weapon systems and equipment employing current and future C4ISR capabilities will prompt changes in military roles and missions, and will transform military doctrine, force structure, and organizational arrangements.

Other systems such as satellites, TENCAP systems, Air assets, cyberspace capabilities,  and commercial purchasing capabilities.

STEP 4:  COMMUNICATION ARCHITECTURE
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Commercial/tactical AM/FM radios, wire, fiber optics, Internet, cordless, courier, email, facsimile, cellular phones, CB radios, VTC, drop off points, codes, management of bandwidth usage and alternatives (i.e. drums). 

The Department’s weapon, communications, radio navigation, surveillance, and satellite control systems use the electromagnetic spectrum for national security and military objectives. Due to the Department’s increasingly important and complex responsibilities regarding spectrum planning and the need for spectrum allocation on a global scale, greater emphasis has been placed on spectrum management within the Department. In 1998, DoD established the Spectrum Management Directorate and the Office of Spectrum Analysis and Management to manage the spectrum, ensure compliance with the frequency acquisition process, seek doctrinal and technical improvements, improve the definition of warfighter requirements, and increase cooperation with all interested parties.
STEP 5:  MEDIA SPECTRUM AND INFLUENCE

Clandestine radio is an extremely effective form of propaganda that often times supports military operations.  Along with other tactics, including the dropping of leaflets and the use of loudspeakers, radio can “win the hearts and minds” of the target audience and has, in the past, won compliance from hostile leaders.  Although clandestine radio broadcasts are generally associated with intelligence agencies and guerilla groups, the US Army has long used it for psychological operations.

Psychological Operations. Planned operations to convey selected information and indicators to foreign audiences to influence their emotions, motives, objective reasoning, and ultimately the behavior of foreign governments, organizations, groups, and individuals.  The purpose of PYSOP is to induce or reinforce foreign attitudes and behavior favorable to the originator’s objectives.  

Worldwide WEB, CNN, PBS, television, radio, newspapers, journals, magazines, talk shows, bulletins, leaflets, internet access, emails, underground means of communication.

STEP 6:  TACTICAL WEAPONRY

Theater missile defense, WMD, armor, air force, naval and marine, special forces and groups with specialized training, mines, CND/CNA/CNE capabilities, EW, PSYOP, engineer assets, medical supporting efforts are all critical pieces to the big operational picture.  Information compromised in any of the functional areas will disrupt the synchronized plans of the operation. 

STEP 7:  NETWORKS AND INFRASTRUCTURE

Military, commercial and corporate power grids, WAN, LAN, servers, mainframes, nodes, routers, switches, global connections, networks and fiber optics and any types of emitters.  

The digitized battlefield common systems and instrumentation network across the spectrum of operations is a totally vulnerable asset.

GAS/WATER/SEWAGE/power grids and infrastructure.  
STEP 8:  TRANSPORTATION NETWORKS

All lines of communication regarding transportation include: rail, sea, road, air, foot paths, boat and small vessel, river, highways vs. inter-city roads vs. country paths through the country side of a region.

STEP 9:  COMPUTER HARDWARE / SOFTWARE ISSUES

Computer network attack (CNA).  Operations to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves.

Computer network defense (CND).  Measures taken to protect and defend information, computers, and networks from disruption, denial, degradation, or destruction.

Computer network exploitation (CNE).  Intelligence collection operations that obtain information resident in files of threat automated information systems (AIS) and gain information about potential vulnerabilities, or access critical information resident within foreign AIS that could be used to the benefit of friendly operations.

STEP 10:  ECONOMIC, SOCIAL , POLITICAL ISSUES

In an international economy and social infrastructure that grows more dependent on its communications networks, more attention must be placed on the security and integrity of the components and interfaces of those critical structures.  All interconnected service providers, venders and users can be potential vulnerable targets.

Stock market, international trade versus black market influence, electronic trade,   commerce and banking, ATMs, embargos, elections, uprisings for political reasons.

Social structure within a family, organization, economic organization or criminal network of organized crime may include divisions of work, responsibility and status.   

Political issues varying from the type of governmental organization, to police force standards throughout a region, to the interaction between mafia, drug lords and organized criminals.

STEP 11:  MILITARY ORGANIZATION

Chain of command, leaders personality, tactical equipment and capabilities, ranges of weaponry, space involvement of military, commercial equipment, types of doctrinal issues and degree of training of the soldiers. 

Perhaps the military spending for technological advancements and upgrades could be targeted as potential key persons and equipment could be tampered prior to mobilization.

STEP 12:  SECURITY VERSUS VULNERABILITY

Computer vulnerabilities and security issues range from the protection methods in place to keep hackers out such as firewalls, passwords, security checks, and building security measures of protection.

Our technology and computers have become very vulnerable to all the possible viruses, worms, logic bombs, ..etc  that can alter or destroy computer software. .  Sources include unauthorized access, malicious software, database corruption, electronic intelligence, electronic attack, conventional weapons, unauthorized users, insiders, terrorists, activist non-state groups, and military intelligence services.

Hardware protection and security certification may not safeguard a system from human error or the intrusion of unauthorized personnel into a department or SCIF.

Information Assurance computer network exploitation (CNE).  Intelligence collection operations that obtain information resident in files of threat automated information systems (AIS) and gain information about potential vulnerabilities, or access critical information resident within foreign AIS that could be used to the benefit of friendly operations.

The dependence on Internet access and usage has been increasingly involved in military and government areas of daily workplace issues and planning and the dissemination of information.  The number of computer viruses and attacks against the computers within the military has grown exponentially.  The vulnerability to these systems security will continue to have increased safeguards and constant broaches of information.  This is due to the nature of the technological advancements and the security measures trying to keep up with the software and systems.

DEFINE THE BATTLEFIELD ENVIRONMENT

STEP 1:  DEFINE THE BATTLEFIELD ENVIRONMENT

The battlefield environment related to Information Operations encompasses not only the cyberspace concept.  It may only be pressure points the adversary may target against a single political opponent.  So the battlefield environment can be very specifically targeted and discrete or very multi-faceted and transparent to whom may be affecting the operation.  In IO the key to Step 1 is to delineate this aspect of IPB and ensure the G2/S2 has not overlooked a perspective of IO from both the restrictive and permissive approaches. 

DEFINING THE AO:

Area of operations for Information Operations includes all activities and operations of the unit’s limit of responsibility.  Most of all, the area of operation may also impact areas the unit is not conducting operations in (i.e. deception IO).  For the cyber component, the AO may supplement areas affecting servers, communication nodes, information infrastructure…etc.

DEFINING THE AOI 

The AOI will encompass the supported commander’s AO and any country or entity that has the ability to use or control information assets within that region.  In relation to the cyberspace concept for IO the AOI will be an infinite of area due to the availability to effect this commander's mission accomplishment.   
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Information Infrastructure: Defining the Information Infrastructure consists of a number of infrastructures all interconnected.

Global Information Infrastructure (GII) includes the worldwide interconnection of communications networks, computers, databases, and consumers electronics that make vast amounts of information available to users.  The GII encompasses a wide range of equipment, including cameras, scanners, keyboards, facsimile machines, computers, switches, compact disks, video and audio tape, cable, wire, satellites, fiber-optic transmission lines, networks of all types, television, monitors, printers and much more.  Friendly and adversary personnel who make decisions and handle the transmitted information constitute a critical component of the GII.

National Information Infrastructure (NII) The nation-wide interconnection of communications networks, computers, databases, and consumer electronics that make vast amounts of information available to users.  The national information infrastructure encompasses a wide range of equipment, including cameras, scanners, keyboards, facsimile machines, computers, switches, compact disks, video and audio tape, cable, wire, satellites, fiber-optic transmission lines, networks of all types, televisions, monitors, printers, and much more.  The friendly and adversary personnel who make decisions and handle the transmitted information constitute a critical component of the NII.


Defensive Information Infrastructure (DII) The defense-wide interconnection of communications networks, computers, databases, and consumer electronics that make vast amounts of information available to users.  The defense information infrastructure encompasses a wide range of equipment, including cameras, scanners, keyboards, facsimile machines, computers, switches, compact disks, video and audio tape, cable, wire, satellites, fiber-optic transmission lines, networks of all types, televisions, monitors, printers, and much more.  The friendly and adversary personnel who make decisions and handle the transmitted information constitute a critical component of the DII.

Strategic Level.  Offensive IO seek to engage an adversary or potential adversary leadership to deter a crisis and end hostilities once they occur.  May use computer network attack (SNA) against an adversary.

Operational Level.  Offensive IO at this level focuses on denying an adversary or potential adversary the ability to conduct operations in the friendly AO.  Using deception as a primary IO measure.
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Tactical Level.  Offensive IO within the tactical arena focuses on applying all six effects against an adversary and the INFOSYS of the threat.  Lethal and non-lethal techniques are both viable options using the mutual relationship within the elements of IO to get the effects desired.

Electronic Warfare (EW) is any military action involving the use of electromagnetic and directed energy to control the electromagnetic spectrum (EMS) or to attack the adversary.  (see FM 34-40)  Three subdivisions within EW are:


Electronic Protection (EP) – includes actions taken to protect personnel, facilates and equipment from any effects of friendly or threat employment of electronic warfare that degrade, neutralize or destroy friendly combat capability.

      
Electronic Warfare Support (ES) – includes data that can be used to produce signal intelligence (SIGINT), communications-intelligence (COMINT) and electronic intelligence (ELINT).

  
Electronic Attack (EA) – includes actions taken to prevent or reduce an adversary’s effective use of the electromagnetic spectrum, such as jamming, electromagnetic deception, and the employment of weapons that use either electromagnetic or directed energy as their primary destructive mechanism (lasers, radio frequency weapons, practical beam or antiradiation weapons). 

Physical destruction is the application of combat power to destroy or neutralize threat forces and installations.  It includes direct and indirect fires from ground, sea and air forces.

Military deception are those actions executed to deliberately mislead adversary military decision making as to friendly military capabilities, intentions and operations, thereby causing the adversary to take specific action (or inactions) that will contribute to the accomplishment of friendly mission.

Legal Challenges of Information Operations

The proliferation of global electronic communications systems and the increased interoperability of computer equipment and operating systems have greatly improved the utility of all kinds of information systems.  At the same time, these developments have made information systems that are connected to any kind of network, whether it be the Internet or some other radio or hard-wired communications system, vulnerable to computer network attacks.  Moreover, global communications are almost seamlessly interconnected and virtually instantaneous, as a result of which distance and geographical boundaries have become essentially irrelevant to the conduct of computer network attacks.  The result is that many information systems are subject to computer network attack anywhere and anytime.  The attacker may be a foreign state, an agent of a foreign state, an agent of a non-governmental entity or group, or an individual acting for purely private purposes.  The equipment necessary to launch a computer network attack is readily available and inexpensive, and access to many computer systems can be obtained through the Internet or another network to which access is easily obtained.  

One major implication is that it may be very difficult to attribute a particular computer network attack to a foreign state, and to characterize its intent and motive.  For the purposes of analysis we will initially assume away issues of attribution and characterization, returning to them near the end of the analysis.  Another major implication is that an attacker may not be physically present at the place where the effects of the attack are felt.  The means of attack may not be tangibly present either, except in the form of anonymous and invisible radio waves or electrons.  This will complicate the application of traditional rules of international law that developed in response to territorial invasions and attacks by troops, aircraft, vehicles, vessels, and kinetic weapons that the victim could see and touch, and whose sponsor was usually readily apparent.  All these considerations makes the legal implications difficult to assess and a means of justice for all difficult to guarantee. 

Legal issues of neutrality:  If a neutral nation permits its information systems to be used by the military forces of one of the belligerents, the other belligerent generally has a right to demand that it stop.  If the neutral party refuses, or if for some reason it is unable to prevent such use by an belligerent, the other belligerent may have a limited right of self-defense to prevent such use by its enemy.   

The primary international agreement concerning neutrality,  the 1907 Hague Convention Respecting the Rights and Duties of Neutral Powers and Persons in Case of War on Land, to which the United States is a party, provides in Articles 8 and 9 that “A neutral Power is not called upon to forbid or restrict the use on behalf of the belligerents of telegraph or telephone cables or of wireless telegraph apparatus belonging to it or to Companies or private individuals,” so long as such facilities are provided impartially to both belligerents

There is nothing in this agreement, however, that would suggest that it applies to systems that generate information, rather than merely relay communications.  These would include the satellite imagery, weather, and navigation systems mentioned above, as well as other kinds of intelligence-producing systems such as signals intelligence and hydrophonic systems.  For example, if a belligerent nation demanded that the U.S. government deny GPS navigation services to its enemy, and if the U.S. were unable or unwilling to comply, the belligerent may have the right to take necessary and proportional acts in self-defense, such as jamming the GPS signal in the combat area.  

International consortia present special problems.  Information systems built around space-based components require such huge investments and access to such advanced technology that even developed nations prefer to share the costs with other nations.  Where an international communications system is developed by a military alliance such as NATO, few neutrality issues are likely to arise.  Other international consortia, however, provide satellite communications and weather data that are used for both civilian and military purposes, and they have a breath of membership that virtually guarantees that not all members of the consortium will be allies in future conflicts.  Some current examples are INTELSAT, INMARSAT, ARABSAT, EUTELSAT, and EUMETSAT.  

DESCRIBE THE BATTLEFIELD’S EFFECTS

STEP 2:  DESCRIBE THE BATTLEFIELD’S EFFECTS

Information operations are just as impacted to weather conditions as the tactical conventional aspects of this step of IPB as well as the negative impacts to military systems that operate in or through space.  Impacted military systems include HF communications, SATCOM, radar, GPS, and intelligence collection systems. 

The impact of IO issues are diverse in nature and this step 2 process should refer back to the particular aspects of the elements usage.  For example, the psychological effect of the battlefield in Somalia will be illustrated.















 

Lessons Learned from Somalia – The Media

The lessons learned from Somalia about military relations with the media suggest the importance of two issues:

First, there must be an efficient means of dealing with visitors, including not only the media but congressional leaders and other public figures.  The impact of the suffering in Somalia as well as the role of American forces in an entirely new operational setting were bound to attract such attention – and did so consistently.  Most public affairs operations in the military are well equipped to handle such duties, but planning for their employment in peace operations should not be left to chance.  In fact, a good rule may be to have the public affairs team on the first plane in country. 

The second point is the importance of information.  If the mission has been well analyzed, the correct milestones chosen, and the means of collecting the appropriate indicators determined, the leadership will have an effective degree of situation awareness.  The commander’s ability to communicate that situational awareness to the media is a real test of leadership. How well the public information officer deines that situation in every public comment, TV appearance, or newspaper interview will similarly help to determine how the mission is perceived at the tactical, operational, and strategic levels.  The uncomfortable glare of the media spotlight is a necessary part of the consensus-building process which, is an intrinsic part of combined operations in any multinational setting.

· U.S. forces in UNOSOM II had so public affairs organization.  One of the major lessons learned is that any U.S. force which is part of a U.N. operation must have a first class public affairs section in the future.  After 3 October a 30 person Joint Information Bureau was sent to Somalia.  Coverage improved enormously. 

The responsibility of sharing situational awareness with the media is a basic and most important function in an age where information especially affects those military activities carried out with the concurrence of the international community.  The media spotlight serves the additional purpose of public accountability and highlights special responsibilities whenever lives are at risk. 
EVALUATE THE THREAT

STEP 3:  EVALUATE THE THREAT

When evaluating the threat in regards to information warfare the first complicating factor is that many traditional concepts of deterrence do not apply to IW.  US leaders need to think about the amount of proof they will require before they approve retaliation for an IW strike.  The technical tools available to trace the source of an attack with a high level of accuracy, may isolate a geographic location, a particular system, or ever a specific computer terminal, however the identify of the person operating the terminal is an unknown.   The incident may have been an accident, a set up an a particular organization that owns the system, a terrorist group, a nation-state, or simply an individual acting alone.  The answers to these questions are key pieces of information for the government in its determination of whether to respond militarily, diplomatically, or with law enforcement.

The second complicating factor is that technical difficulties also create political and economic issues.  When the evidence is available to determine the source of the threat, US leaders should prepare themselves to muster the public and congressional support for retaliation against the adversary who initiated attacks on US military forces, infrastructures and civilians supporting the soldiers deployed overseas.
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The number of potential adversaries that can develop the means to wage an asymmetrical IW against the US is large.   Identifying the adversaries size, background, motive, economic support, beliefs and organizational structure is one huge task for the G2/S2.

The third complicating factor is that the commercial sector has replaced government as the dominant player in the development, manufacture, purchasing, and operation of information systems.  As a result, the G2/S2 has lost much of its predictive analysis ability to deal with the threat’s capabilities.  Off the shelf communications, imagery purchases and global Internet access are just a few examples of the changes and options available to many countries and terrorist organizations.    

The threats to the information infrastructure are genuine, worldwide in origin, technically multifaceted and growing.  Originated from individuals and groups motivated by military, political, social, cultural, ethnic, religious, personal and/or industrial gain.  The globalization of networked communications creates vulnerabilities due to increased access to our infrastructure from locations throughout the world.  Threats against computer systems and networks vary by the level of hostility (peacetime, conflict, or war), by technical capabilities and by motivation.  Boundaries between these groups are indistinct, and it is often difficult to discern the origins of any particular incident or responsible threat to target. (Figure I-3).

· Adversarial Threat’s Concept of Operation - Describe threat’s motives and intent. 
· Threat Assumptions and Anticipated Actions –to access our vulnerabilities and protect against any space control activities the adversary may attempt.
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Threat System Capabilities / Employment – Describe what the threat is capable of doing and plot out the adversaries options and probable activities with his space, air, surface or subsurface assets to interfere with the US space systems. 

      

 Figure I-3.  Diversity of threats using IO capabilities.
DETERMINE THREAT COA 
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STEP 4:  DETERMINE THREAT COA

When developing the threat COA for IO the G2/S2 must breakdown each step of the IO analytical framework and dissect each area in detail.  Building the COAs, developing HVTs into the synchronized plan of the entire operation can be done only if this amount of time and effort is placed into the IPB process for IO.  

The pillars of IO at battalions and brigades are indistinguishable from normal operations that already occur.  The lines between force protection, SAEDA, OPSEC, physical security, ISSO duties, security, civil-military relations, counter propaganda, command directed information, physical destruction and EW as already executed vice IO (to reach information superiority) is imperceptible.  Units attached to these echelons, such as CA, PSYOP, PAO accomplish many of the issues already outlined as IO tasks.  The key to defining an IO mission must be in how it assists in achieving IS.  IS  dictates that IO must contribute to the influencing of the enemy commander, as well as the definitions for offensive and defensive IO.  Not all CA, PSYOP, PAO, EW, security, OPSEC operations have influencing the enemy commander as the intent of the operation. Per these definitions within our doctrine, what is the difference between a very specific PSYOP mission to keep the local populace from bringing UXOs (unexploded ordinance) up to patrols and IO.  The difference is in the application of the definition of IS.  The PSYOP example given does not contribute to influencing the enemy commander.

IS is dervived from the national level and applied by the strategic and theater echelons.  They are responsible for ensuring that the national areas for attack, themes, and desired assets or combinations of assets are carried out.  Either you have it over the entire theater or target country or you do not.  Its would kind of be like claiming, we have air superiority for the local area, but not the entire theater.  Intelligence support is a requirement for each operating system no matter if the unit is conducting offensive, defensive, or stability operations or support operations.  Intelligence support is further tailored to support each operating systems specific requirements to achieve the mission or operation directed by the commander and planned by the staff.  Therefore, intelligence clearly supports maneuver, CA, PSYOP, PAO, OPSEC, EW, CNO, physical security, counterintelligence, physical destruction, and deception.  

INFORMATION OPERATIONS IPB PRODUCT EXAMPLES 

TBD for the final draft include:

· Information Campaign Planning Process

· Daily Information Operations Update

· IO Implementation Worksheet
· IO Planning Worksheet

· Synchronization Matrix (Figure I-4).

· Vulnerability vs High Payoff Target List
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MILITARY USES COMPETING USES BANDWIDTH

225 - 400 MHZ              Tactical Comm             ex:  Public Safety

420 - 450 MHz               Early Warning Radar    ex:  Biomedical Telemetry

1215 - 1390 MHz           Drug Interdiction          ex:  GPS

1755 - 1850 MHz           Pt-to-Pt Microwave       ex:  Personal Comms

Figure I-4.  IO Synchronization Matrix.
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The Threat:  Adaptive, Cunning, Learning Opponent


 Unlike Our Most Recent Experiences
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