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APPENDIX A

AUTOMATION SUPPORT TO IPB
The tools of the trade are only as effective and lethal as the human analyst trained for the operation at hand.

                                          (FM 34-3, Intelligence Analysis 

INTRODUCTION

There are many types of automation hardware and software systems that support the IPB process.  Using these automated systems and products properly enhances the IPB process.  Also, the resulting products will enable the S2/G2 to produce and present a more timely and accurate portrayal of the enemy or adversary facing the friendly force.  This appendix will not try to introduce all hardware and software systems that have IPB functionality.  The IPB process as described in this manual can be properly performed without any assistance from automated hardware or software systems described in this appendix

HISTORY

There have been several automated systems that have been developed for intelligence activities.  All these systems shared one thing:  they supported the IPB process.  As technology advanced over the last two decades, these systems have maintained parity with these advances (Figure A-1), giving the S2/G2 access to the highest level of technological assistance in performing IPB tasks.  Currently, the All-Source Analysis System (ASAS) is the mainstay system supporting S2/G2’s at all levels of command.  All automated systems that have either been developed specifically for intelligence or bought commercially off the shelf have not replaced the human analyst in analyzing the threat or adversary.  These systems are only “tools” that support the analyst in properly portraying the capabilities and intentions of the threat or adversary.  Even when the terrain specific systems give the analyst a clearer picture of mobility potential, the analyst must still identify through analysis the threat's or adversary's actual use of the terrain in support of their goals and objectives.  

There are several automated systems that support the steps of the IPB process.  [NOTE:  Because these systems are not fielded universally, this appendix will describe the more well known and available systems that support each of the IPB steps.]

ALL-SOURCE ANALYSIS SYSTEM 

ASAS is the cornerstone of the Army's intelligence operating system supporting automatic intelligence analysis production dissemination and asset management.  ASAS fuses threat information from all intelligence disciplines and provides correlated intelligence to maneuver commanders and staffs down to battalion level.  Commanders use ASAS products to better comprehend enemy capabilities and intentions. 

At national and tactical levels ASAS receives and correlates data from national theater and tactical intelligence sensors or sources and correlates the information to produce a common picture of the ground situation. ASAS assists intelligence managers to rapidly disseminate intelligence information; nominate targets; and manage Intelligence and electronic warfare (IEW) assets.  ASAS is the Army's premier intelligence analysis system.  Components of the ASAS are discussed below.

ALL-SOURCE WORKSTATION

The all-source workstation (ASAS-AS) is sometimes referred to as the Alpha workstation, after its primary processor.  Its main function is to provide semi-automated intelligence analysis, production, and dissemination to the all-source enclave within the analysis and control elements (ACEs). The all-source enclave within the ACE consists of six Alpha Reduced Instruction Set Computing (RISC) computers hooked together via a local area network (LAN).  The ASAS-AS has three high levels of function:

· System services support.
· Communications support.
· Intelligence applications.

Functions, which require the judgment or knowledge of an analyst or supervisor, are interactive.  The functions that lend themselves to automatic processing (like message parsing) are transparent to the user.

The ASAS-AS interface via standard communications links with the single-source  workstation within the ACE and the remote workstation (ASAS-RWS) used for collateral operations.  (See Figure A-1.)

 The ASAS-AS receives sensitive compartmented information (SCI) level multidiscipline information and processes it into intelligence products.  The ASAS-AS also assists analysts IPB, maintenance of the enemy situation, and targeting.  The ASAS-AS may be task- organized to provide additional workstations and analysts to support targeting, collection management, database management, or situation development.  The ASAS-AS is capable of extracting information from national level databases to support contingency planning or tactical operations.  Each workstation comes in a ruggedized container.  The following are ASAS-AS features:
Communications: 

· Standard ADRG Defense Mapping Agency (DMA) products.
· Enhanced Intelligence Preparation of the Battlefield IPB tools.
· Coordinate conversion.
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Figure A-1.  All-source connectivity.

Database:

· Automatic and interactive correlation of intelligence information producing an all- source correlated database. 

· Event alarms based on database updates and other criteria to trigger auto-retrieval and auto-fill for messages and applications. 

· Timer-based database queries.

Situation Display:

· Display of friendly and threat databases.

· Overlay creation, display printing and unit, installation, equipment plotting.

· Provided interactive tools to support threat integration, collection management, BDA, and force protection. 
Situation and Event Planning:

· Automatic notification of threat and high interest events.

· Creation and modifications of AOIs, NO-GO/SLOW-GO areas, AAs, and mobility corridors. 

· Event planning, which includes NAIs, objectives, and TPLs.

· Doctrinal templating.

Target Planning:

· HPT and HVT alarms.

· Creation and maintenance of target databases.

Message and Dissemination:

· Automatic inbound message parsing and routing. 

· Automatic message generation and release. 

· Interactive report and message generation, edit, and review.
User Utilities:

· Commander's guidance. 
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· Keyword search. 

· Word processor. 

· Spreadsheet. 

Security:

· User and manager password.
· Anomalous security messages issued to the information systems security officer (ISSO).
· Security and audit trails.
· DIA accredited system.
SINGLE-SOURCE WORKSTATION
[image: image4.wmf]The single-source workstation (ASAS-SS) is sometimes known as the CHS-2 (V)2 workstation, after its primary processor.  It is a graphics based multidiscipline IEW analytical workstation used in the single-source enclave in the ACE to assist in the processing of intelligence messages passed by the communications control set (CCS).  ASAS-SS is a component of the ASAS Block I and ASAS-Extended (ASAS-E).  It is known as the AN/TYQ-74 for the ASAS-E equipped units.  It provides(
· Asset management and mission control. 

· User utilities (database, administrative, communications or message and files handling). 

· Geographic and map displays.

As a component of the Army Tactical Command and Control System (ATCCS), the ASAS-SS receives SCI level SIGINT information and processes it into multi-discipline intelligence products.  The ASAS-SS receives two types of reports (tactical reports [TACREPs] and tactical electronics intelligence [TACELINT]) directly from joint (Army, Air Force, Navy, and Marines) battlefield and theater communications intelligence (COMINT) and ELINT sensors.  

After processing information, the SS workstation delivers near-real-time (NRT) SIGINT updates to the All-Source Correlated Database (ASCDB) in the ASAS-AS.  See Figure A-2.  The SS also provides detailed technical support information back to tactical SIGINT sensors.  The ASAS-SS is also capable of extracting information from national level databases to support contingency planning or tactical operations.  Each workstation comes in ruggedized containers.  The JDISS tool set has been integrated into ASAS-SS, although it will not be co-resident until Single Source 2.0 is fielded in June 1998.  This tool set includes (Email, chatter, word processing, file transfer protocol [FTP], and imagery).  The ASAS-SS may also be tasked organized to provide platforms for(
· IMINT.

· CI/HUMINT under Block II.
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Figure A-2.  ASAS information flow.
Following are the ASAS-SS features:
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· Message Processing.  Automatically receives and processes incoming messages from national to tactical collectors and extracts significant intelligence information pertaining to the current situation, as defined by the ASAS-SS operator.  The

ASAS-SS then automatically reacts and prepares selected tactical intelligence messages for transmission.

· Event Alarms and Manual Database Correlation.  Automatically notifies operators when information pertaining to high interest events or threats enters the system.  It allows for manual correlation of intelligence information with other sources to generate reliable reports on HVTs.  Fully processed information is transmitted to the ASCDB.

· Common View.  Receives and automatically updates the common view information received from ASAS-AS.
· Asset Management.  Interactively supports asset management using sensor versus emitter comparisons and radio LOS terrain data. 
· Maps and Graphics.  Uses Digital Terrain Elevation Data (DTED) and Digital Features Analysis Data (DFAD) map backgrounds generated by DMA.  Supports multiple map windows with unlimited zoom capability and continuous universal transverse mercator (UTM) and latitude and longitude location readouts.  Also provides tools to support terrain analysis and overlay and doctrinal template creation and manipulation.

·  Communications.  The ASAS CCS serves as the interface to mobile subscriber equipment (MSE) and tactical area communications.  The CCS, which is certified by the DOD Joint Interoperability Test Center, supports multiple message standards (DOI, JANAP) and transmission protocols (AUTODIN, DDCMO, X.25).

REMOTE WORKSTATION  (ASAS-RWS)
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The ASAS-RWS provides an ASAS capability to brigades and battalions and replaces the collateral workstation (CWS) originally fielded under Block I.  The ASAS-RWS is the tool by which battalions and brigades receive and send information and intelligence.  Doctrinally, each unit employs two workstations in the main Tactical Operations Center (TOC).  It is the IEW component of the ATCCS and is the interface between ATCCS and the ACE. Principal functions of the ASAS-RWS are IPB, current enemy and friendly situation templates, imagery, maps and graphics, and analyst tools.  Normally, the     ASAS-RWS can receive and send information up to SECRET collateral level.  It can be accredited to run SCI; but it must then be housed in a Sensitive Compartmentalized Information Facility (SCIF).  Following are the ASAS-RWS features:

Communications:

· Encrypted interfaces with ASAS-AS, ATCCS battlefield functional area (BFA), theater system.

· MSE, enhanced tactical users terminal (ETUT), single-source processing-SIGINT (SSP-S), Relocatable Army Processors for Intelligence Data, Europe (RAPIDE), tactical simulation (TACSIM), and maneuver control system (MCS) interfaces.

· Automatic message parsing, message fill, and routing. 

Maps and Graphics: 

· Standard DMA products.

· Enhanced IPB tools. 

· Coordinate conversion.

Situation Display:
· Display of friendly and enemy databases.

· Overlay creation, display, printing, unit plotting, and transmission to other systems.

Imagery:

· Receives, displays, and annotates National Imagery Task Force (NITF) imagery

Situation and Event Planning: 

· Creates and modifies AOIs, NO-GO/SLOW-GO areas, AAs, mobility corridors, and key terrain. 

· Event planning includes NAIs, TPLs, and event matrix reports. 

Target Planning:

· Creates, maintains target databases, and reports for NAI and TAI, HPT, HVT, and attack guidance.

· Event planning includes NAIs, TPLs, and event matrix reports.
Security: 

· Audit trails.

Databases: 
· Automated database fills from ASAS-AS external database coordination (EDC) messages (and periodic updates), ATCCS, and US Message Text Format (USMTF) messages.

User Utilities: 

· Coordinate conversions. 

· File manipulation. 

· Printing of windows, reports, overlays. 

· Overlay plotting to map scales. 

· Report and message creation, edit, review, and dissemination.

MI ANALYSIS AND CONTROL TEAM 
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The ACT Enclave is a shelter-mounted high mobility multipurpose wheeled vehicle (HMMWV) with digital communications and power generation equipment that houses the ASAS-RWS and accompanying components. With the exception of the shelter, with its embedded LAN and router architecture and power generation equipment, the ACT Enclave's hardware components are already standard to the A series, MI Company TO&E.  ACT Enclave provides the integrating nexus for ISR within the maneuver brigade.  The integration of intelligence feeds provided by new ISR downlink systems (Common Ground Station [CGS], Tactical Control System [TCS], and ASAS-RWS) will provide brigade commanders and their S2’s the ability to efficiently link, correlate, and manage information in NRT.  The Enclave further integrates the Trojan SPIRIT II high capacity satellite communications system, and other digital communication and Force XXI Battle Command Brigade and Below (FBCB2) capabilities as required.

Within the Brigade TOC, shelter seamlessly integrates the extant, stand-alone TO&E communications and processing capabilities through a combination of networking and supporting international communications, ASAS-RWS,  and software. It is capable of integrating the tactical UAV GCS (scheduled to enter the same force structure in FY99-03), the Trojan SPIRIT II high capacity satellite communications system, and other digital communication and FBCB2 capabilities as required.  This capability can be tethered to the larger brigade ABCS LAN architecture, where available.
THREAT

The ACT shelter may be subjected to hostile aircraft weaponry, artillery, surface-to-surface rockets and missiles, special and maneuver forces and NBC weapons. The ACT shelter has a command, control, communications, computers, and intelligence (C4I) interface that may be subjected to a wide range of EW and information warfare (IW) threats.
TRUSTED WORKSTATION (ASAS-TWS)
The ASAS-TWS is a new tool designed for the analyst or planner who requires access to or desires to share information from multiple sources at different security levels.  Similar in concept to the Operations Intelligence Workstation (OIW) developed and fielded by the Defense Information Systems Agency Multilevel Security (DISA MLS) Program Office, the ASAS-TWS goes much farther in providing a number of information access and sharing capabilities.  Designed more for collaboration and information sharing rather than as a release workstation (although this functionality is an integral component of the system), the ASAS TWS provides a number of new facilities to support these capabilities.
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ASAS-TWS Overview 

The ACE at Division and Corps levels within the Army reside within a SCIF in garrison or in a deployed tactical SCIF. Electronic communications with collateral areas outside the SCIF are limited to automatic digital network (AUTODIN) message traffic, an accredited manual mechanism for a database transfer to the ASAS-RWS,  and tactical secure phone systems. These are SCI and US classified systems only.

The ACE creates many IPB products, databases, overlays, and other graphical products for the commander and his staff.  Many times these products never leave the SCIF.  The answer is the ASAS-TWS,  also known as the Ops/Intel TM Workstation. The TWS enables intelligence analysts in the SCIF to communicate electronically with multiple remote users at the same time using E-mail, FTP, collaborative planning tools, and browser technology. Analysts are able to communicate with remote workstations at the SCI, SECRET, and multiple Secret Releasable Allied levels, all at the same time with a single workstation, the TWS.  This capability also aids the analyst in sanitizing and downgrading products with software developed specifically to do this.

ASAS-TWS Capabilities
· Product sanitation and downgrading (downgrading products from the ASAS-AS to Secret and forwarding them to tactical US and allied users). 

· Communication at SCI/Secret/Secret Releasable levels (up to 13 LAN connections) browsing at all security levels (via Netscape).

· Collaborative planning and communication via whiteboard and chat room.

· Communication via Email.

· Moving products from workstation to workstation via FTP.

· Providing a desktop environment via the JDISS suite of software. 

· Image manipulation via Image Magic (same software as ASAS-AS for JPEG image manipulation). 

· Manipulation of NITF imagery via ELT 4000 (upgrade).

The intelligence analyst uses these tools to coordinate with national, theater, joint, and allied Warfighters and their servers to support the commander by obtaining and exchanging intelligence information in a timely manner.  In addition, the analyst can sanitize, downgrade, annotate products from ASAS-AS and ASAS-SS, access Intelink servers, Intelink-S servers and allied servers, and maintain and populate the ASAS Tactical Intelligence Product Server (TIPS), which is currently in development.

Value Added by ASAS-TWS 

ASAS-TWS helps solve the allied interoperability problem. The intelligence analyst in the ACE can now connect to all networks from SCI to Secret Releasable levels needed to support the mission. The current issued TWS is site-accredited for four LAN connections: SCI, US Secret, Secret Releasable NATO, and Secret RelRok. Each site decides what LANs it will require connections to according to their contingency areas.

The ASAS-TWS also eliminates the "green door syndrome."  Tactical users can contact and communicate with intelligence analysts easier through the collaborative tools and Email. 

ASAS-TWS has collaborative tools for collaborative planning.  Shared situational awareness can occur between the analyst in the SCIF and the operations officer at the TAC, or an allied officer at his desk by using the whiteboard application; this is just one of the many examples of how ASAS-TWS increases communications and collaborative capabilities.

[NOTE:  The ASAS-TWS also can be configured at Secret high for use outside the SCIF. The Secret High TWS can connect to allied LANs and Niprnet. With this configuration the Secret High TWS can still communicate easily at the secret level to the TWS in the SCIF the many chat and collaborative tools available.]
ASAS-TWS Features

· Connection support to multiple security domains simultaneously (for example, Top Secret SCI, US Secret Only, US Secret NATO, U. S. Secret Bilat). 

· Multi-LAN connectivity up to the physical capacity of the hardware (13 on Sun Sparc). 

· B1+/CMW operating system. 

· A DISA approved product completed DIA certification testing.  System accreditation range of Top Secret SCI down to Secret Releasable or US Secret to Sensitive But Unclassified (SBU). 

· JDISS interoperable. 

· Multimedia collaborative planning workstation that is based upon state-of-the-art accredited technology. 

· Simple-to-use interface focusing on ease-of-use (for example, simple point-and-click drag-and-drop operations). 

· Advanced configurability and flexibility.
· GUI tools for end-user installation and configuration. 

· Multiple configurable classification levels (up to 13 networks with unlimited processing levels). 

· New applications can be added easily. 

· Simple-to-use GUI interface for centralized administration of multiple MLS workstations. 

· System configurations are flexible to accommodate application security policy and network connectivity variations.

ASAS-TWS Software Features

The system has been designed to support users who require access to multiple classified networks simultaneously. The software is based on the Microsoft Office software suite. The system supports most office automation needs with word-processing, spreadsheet, graphics, and Email.  Utilities are provided for accessing DOS formatted floppy disks, monitoring system performance, maintaining an on-line calendar, and numerous others. The system excels in its ability to share information and collaborate with other users on networks with different security levels. Facilities are provided for audio and voice teleconferencing, video teleconferencing, shared whiteboard, one-on-one chatter, conference chat sessions, and GUI-based file transfer. Full imagery support is provided for a large number of image formats including NITF 2.0, GIF, JPEG, TIFF, GIF87, MPEG, and more.  In addition, it supports access to 5-D and IPA imagery archives. 

JOINT COLLECTION MANAGEMENT TOOLS
Joint Collection Management Tools (JCMT) is the DOD Intelligence Information System (DODIIS) migration system for all-source collection management.  National, theater, and tactical organizations of all services will use it.

JCMT is the standard software product that will be used by all collection requirement managers within DOD.  It provides tools for recording, organizing and tracking intelligence collection requirements for all intelligence disciplines.  A key feature of JCMT is the automated support it provides to a collection manager to ascertain the status of requirements that have been forwarded to other organizations for action.

JCMT also provides automated support for a collection manager to review selected discipline reporting to determine whether existing data might satisfy the collection requirements. If acceptable data are not available, JCMT's various databases and platform or sensor models can be queried for data about asset capabilities and availabilities. This allows a collection manager to determine if existing collection missions can satisfy requirements or whether new collection is required.  JCMT also supports the collection manager to develop collection plans and generate tasking and request messages. 

When intelligence information is returned from collection assets, or preprocessors, JCMT can automatically correlate selected key words in these responses (for example, BE number, place, unit name) with the requirements that generated them.  In this way, the collection manager can evaluate the satisfaction of requirements and the effectiveness of collection activities.


CONCEPT OF OPERATIONS 

Collection managers at all echelons at which all-source collection requirement management takes place use JCMT.  Historically, collection requirements management at the national and theater level has been more single-discipline oriented than it has been at the tactical level.  The consistent use of JCMT at all echelons will foster an all-source perspective that should better optimize asset utilization and customer satisfaction.

Collection managers at each echelon can use JCMT to track that organization's all-source collection requirements. These requirements need not be the same as those at higher or lower echelons although they probably would be similar. This decentralized concept is different from the centralized database concept used, for instance, by RMS or the MASINT Requirements Database System (MRDBS).  If a site's requirements cannot be satisfied with organic collection assets, JCMT will assist the collection manager to generate collection requests to be sent to other organizations for action. One of collection manager’s important duties is to synchronize requirements and supporting collection activities with friendly operations.

One of the key functions of JCMT is facilitating the flow of status or feedback information on outstanding requirements and on products which will satisfy those requirements.  In order for this concept to fully function, though, all organizations whose actions affect the status of requirements must cooperate by making status changes available on a timely basis.  The workflow concept to be added to JCMT, especially once it is enhanced to allow monitoring of tasks among multiple organizations, will support the feedback function.  This NRT feedback capability will facilitate dynamic retasking, a process that redirects collection towards HPTs that are identified after missions have begun.  JCMT provides tools to assist the collection manager to allocate collection requirements to collection assets and to plan collection strategies.  These tools include feasibility models, status matrices, look-ahead tools, schedule timelines, and track and coverage displays. Once the collection manager has determined which asset types are most appropriate, JCMT will assist him to generate taskings or requests appropriate for the requirement.

The Integrated Meteorological System (IMETS) is the meteorological component of the IEW sub-element of the ABCS.  IMETS provides commanders at all echelons with an automated weather system to receive, process, and disseminate weather observations, forecasts, and weather and environmental effects decision aids to all intelligence operating systems.  (See Figure A-3.)

IMETS is an HMMWV-mounted tactical system which provides automation and communications support to staff weather teams assigned to echelons from brigade through EAC and to Army Special Operations Forces.  IMETS receives weather information from polar-orbiting civilian and defense meteorological satellites, Air Force Global Weather Center, artillery meteorological teams, remote sensors, and civilian forecast centers. IMETS processes and collates forecasts, observations, and climatological data to produce timely and accurate weather products tailored to the specific warfighter's needs.  

The most significant weather and environmental support to warfighters is the automated tactical decision aids produced by the IMETS. These graphics go beyond briefing the weather by displaying the impact of the weather on current, projected, or even hypothesized conditions on both friendly and enemy capabilities. Instead of reacting to the weather, the warfighters can take advantage of the weather.
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Figure A-3.  Integrated Meterological System.

[image: image11.png]



IMETS is the centerpiece of owning the weather (OTW). The Battlescale Forecast Model (BFM) is the focal point for tactical weather forecasts. The BFM provides forecasts of numerous weather parameters at 10 km resolution (higher resolution planned). Information from the BFM is made available to the Integrated Weather Effects Decision Aid (IWEDA) software tool to generate weather effects on tactical systems. The force multiplier of the weather can then be used by decisionmakers for tactics and maneuver.

IMETS is critical to the warfighter’s MDMP, because it provides data directly to many other force multipliers. The other intelligence operating systems in ABCS depend on IMETS to provide the following:

· High resolution satellite images for IPB and terrain analysis. 

· NRT data for safe aviation operations. 

· LD and DZ data for Air Assault/Airborne operations. 

· Current satellite observations to enhance accuracy of deep FS systems. 

· Current and forecasted weather for CSS planning. 

· Winds and humidity for NBC planning. 

· Communications linkage from DOD and commercial weather satellites and commercial forecast centers to contingency forces. 

IMETS is a critical part of the IEW support to the Warfighters. The system provides first-in weather support to contingency forces, tailored weather information for deep fires and precision munitions, and weather effects decision aids for the planning and execution of 
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maneuver and support. The IMETS actively participates in the Force XXI initiatives ensuring that IMETS is an integral part of the Army’s digitization effort and that it will continue to meet the warfighter’s needs into the 21st century.  (See Figure A-4.)

Figure A-4.  IMETS.
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