Writer’s Draft v1.0 – 4 February 2000

FM 34-10-5/ST
Writer’s Draft v1.0 – 4 February 2000

FM 34-10-6/ST

CHAPTER 11

COUNTERINTELLIGENCE OPERATIONS

(NOTE: This chapter presupposes that the CI teams in the light divisions will follow the pattern of the heavy division and be consolidated in the GS company of the MI battalion.  If not, then organizational scheme will change but the mission and operational parameters will remain the same)

The information technology revolution and the emphasis on intelligence support to Information Operations (IO) have required an increasingly diverse counterintelligence (CI) response to the enemy's asymmetrical ISR capability. The enemy ISR capability ranges from traditional HUMINT operations to highly sophisticated computer penetration operations.  In addition, the division's increased area of responsibility, rapid pace of operations, and lack of the traditional "rear areas" present additional challenges to CI operations.  CI operations provide multi-discipline CI analytical support to JCF planning, security, and targeting.  CI agents assess friendly vulnerabilities to enemy intelligence collection; investigate intelligence security violations; and conduct limited source operations to support force protection and to detect and counter enemy ISR operations and capabilities.  CI is a contributor to intelligence support to the force protection and information operations aspects of operational planning. The brigade has no organic CI assets but may be augmented by divisional CI assets. The division conducts limited CI operations with its organic assets, but requires augmentation from corps or above to provide technical and investigative support. 

SECTION I - MISSION

11-1. The mission of the division CI is to support security and counter-ISR operations by identifying, assessing, and recommending counter-measures to threat ISR efforts. 

SECTION II - EXECUTION

11-2. The division’s CI Agents are found in the HUMINT Platoon subordinate to the General Support (GS) MI Company of MI Battalion. CI teams are normally deployed in GS to the division to provide area coverage and CI support to force protection in the Division AO. The teams, or elements of the team, are also used in direct support of subordinate brigades, task forces, or battalions. Priority of mission is METT-TC dependent.  When conducting counter-HUMINT operations, the CI agents are normally task organized with the platoon’s HUMINT collectors

.  


Figure 11-1.  HUMINT Platoon, GS MI Company, MI Battalion, Division XXI (Heavy).

HUMINT PLATOON

11-3.  The HUMINT Platoon consists of a headquarters element, a HUMINT Control team, three HUMINT Teams and one CI Team (See Chapter 7 for the missions and functions of the HUMINT Teams).  The platoon headquarters and control team collocate with the GS MI Company command post.  The CI team operates from the HUMINT Platoon command post or, when in DS, from the command post of the DS MI Company or supported unit.  

HUMINT Platoon Headquarters. 

11-4.  The platoon headquarters consists of a platoon leader and a platoon sergeant.  They ensure the subordinate teams are deployed, employed, and supported in accordance with the battalion operations order and the GS MI Company commander’s guidance. When the majority of the platoon’s collection assets are used in direct support of a brigade or subordinate units of a brigade, the platoon headquarters and HUMINT control team collocate with the DS MI Company command post.  The platoon headquarters is responsible for the HUMINT collectors and CI agents within the platoon.  In accordance with standard troop leading procedures, the platoon leader is responsible for coordinating the movement and link-up of platoon elements that the MI Battalion might attach to the DS MI company or deploy into a maneuver brigade’s forward area.
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HUMINT Control Team.  

11-5. The HUMINT Control Team forms the base of HUMINT platoon headquarters.  It assists the platoon headquarters in controlling subordinate teams and has primary responsibility for mission management of platoon’s CI Team and supporting CI units from corps or echelons above corps. The control team is responsible for the correlation and initial analysis of team reporting and the time sensitive reporting of combat information of teams in GS of the division. 

The control team coordinates with the G2X for HUMINT technical support and reporting. 

CI Team. 

11-6.  The CI Agents normally deploy in a four-soldier team that can be further divided into two-soldier elements but team composition and size varies based on mission requirements. When deployed on counter-HUMINT operations, the CI agents are task organized with HUMINT collectors. The CI team has no organic capability to conduct counter-SIGINT or Counter-IMINT operations (See CI analysis). The CI team performs three basic operations: CI investigations, CI assessments and Counter-HUMINT operations.

CI OPERATIONS

11-7.  CI operations are defensive in nature and provide input to force protection and information operations planning by identifying friendly force vulnerabilities to the enemy multi-discipline ISR threat and recommending countermeasures to that threat.  CI operations consist of CI investigations and support to CI analysis which are normally accomplished by the team in GS of the division; and counter-HUMINT operations during which the members of the CI team are in DS support of the brigade as part of a Tactical HUMINT team.
CI INVESTIGATIONS. 

11-8.  CI agents conduct two types of investigations.  Counter Espionage (CE) investigations, also known as Subversion and Espionage Directed Against the US Army and Deliberate Security violations (SAEDA) investigations and personnel security investigations (conducted OCONUS only).  

SAEDA Investigations.  

11-9. SAEDA Investigations are initiated by in response to reports of suspicious activities including reports of treason, espionage, spying, subversion, sedition, foreign Intelligence service directed sabotage, and CI aspects of terrorism and assassination directed against US forces. (For a full list of investigation jurisdiction see page 2-1, Chapter. 2, FM 34-60)  SAEDA investigations are not intelligence reports per se and are reported outside of normal intelligence channels through the division Sub-Control Office (SCO) collocated with the division G2, to the Army Central Control Office (ACCO) in Ft Meade, Md. 

Personnel security investigations. 

11-10. CI agents stationed OCONUS conduct personnel security investigations on behalf of the Defense Security Service (DSS) to assist the US Army Central Clearance Facility (CCF) determine the loyalty to the US and suitability for access to classified information of US personnel recommended for security clearances.  Investigating agents forward the results of their investigation to DIS.  They perform similar investigations for the granting of limited access authorization (LAA) to foreign nationals and indigenous personnel.  If the brigade or its subordinate units want to hire local civilians, the brigade S2 requests CI support from the division G2.  

SUPPORT TO CI ANALYSIS.  

11-11. The CI team assesses the vulnerability of friendly locations and operations to threat intelligence collection.  The assessments include CI support to vulnerability and operational security assessments.  If the brigade requires a vulnerability or OPSEC survey to be conducted, the S2 requests CI support from the division G2 to conduct the CI specific portions of the assessment.
CI support to vulnerability assessments. 

11-12. The CI team assesses the vulnerabilities of facilities, bases, and other permanent or semi-permanent unit locations to threat multi-discipline intelligence collection capabilities.  The assessment is part of the multi-functional effort that includes the military police, engineers, and other BOS to assess the overall vulnerability of these locations.  Input is provided immediately to the affected friendly unit.

Counterintelligence Operational Security assessments. 

11-13. The CI team assesses on-going operations to ascertain their vulnerability to threat multi-discipline intelligence collection capabilities.  This information is provided to the CI analytical element at the ACE to incorporate into operational planning. Input is also provided immediately to the affected friendly unit. 

COUNTER-HUMINT OPERATIONS.

11-14.  Counter-HUMINT operations are narrow in focus and are specifically designed to identify threat HUMINT collectors, neutralize their effectiveness through security and targeting recommendations or exploit them through recommended deception operations. There are two types of CI operations-special operations and general operations.   

Special operations. 

11-15. Special operations involve direct or indirect engagement with Foreign Intelligence Service (FIS) through human sources and technical efforts.  The brigade does not initiate or conduct special operations without the express permission, assistance and guidance from higher echelons.  

General operations.  

11-16. General operations are defensive in nature and support force protection programs and formal security programs of commanders at all echelons.  The brigade has no organic CI assets but may have CI capability in direct support as part of a tactical HUMINT team.  Division assets are not capable of providing Technical Support Activities (Technical support counter-measures (TSCM), TEMPIST, polygraph, counter-surreptitious entry and Communications Security (COMSEC) monitoring) or Automated Systems Security.  These services are requested from the Intelligence and Security Command (INSCOM). CI Agents are not required to speak a foreign language and must usually be augmented by linguists (MOS 97L or contracted civilian linguists with the appropriate security clearance) in order to perform host nation liaison, screening, or source operations.   Counter-HUMINT operations are not normally conducted in isolation but are integrated into the brigade HUMINT collection effort (See Chapter 7, HUMINT operations)

CI Screening.  

11-17. CI Screening operations identify enemy intelligence agents, saboteurs, and subversives; enemy intelligence collection operations and capabilities; and Category II and III threat to operations areas.  In conventional operations, CI agents screen refugees, EPWs, and civilian internees at collection points and checkpoints.  The CI agents or HUMINT collectors interrogate or debrief individuals identified as being of CI interest. These CI activities are not conducted in isolation and are coordinated with Military Police, Civil Affairs, the Defense HUMINT Service (DHS), interrogation of EPW and related HUMINT collection activities, or other ongoing operations.     

Force Protection Source Operations (FSO).  

11-18. FSO develop human source networks disposed throughout the area of operations to provide timely and pertinent force protection information (See AR 381-172 (S) and FM 34-5 (S)). FSO are defensive in nature and are normally accomplished by HUMINT collectors.  When individuals are identified as being of counterintelligence interest, they are passed to CI agents for exploitation. CI specific FSO are coordinated through the Sub-Control Office (SCO). FSO require substantial time to develop and are best accomplished in the sustainment area or in static situations. FSO should not be confused with the HUMINT collection mission of obtaining information from local nationals in response to brigade or higher collection requirements throuhg tactical questioning.


Liaison. 

11-19.  CI personnel coordinate with adjacent units and staffs, key US Army agencies such as the Military Police and Civil Affairs and maintain liaison contact with local national counterparts to obtain operational, threat and source lead information.

SECTION III – COMMAND, CONTROL AND COMMUNICATIONS

11-20. Effective CI operations require the clear designation of the leaders, facilities, and communications channels that support dissemination of CI products and enable command and control of the HUMINT Platoon.   

COMMAND

11-21.  The MI battalion commander through the GS/DS MI Company directs the deployment, operations, and redeployment of the HUMINT Platoon elements in GS of the division or DS of the brigade. The division G2 or brigade S2 provides mission management, while the HUMINT Control team provides technical control to both GS and DS CI assets. Due to legal restrictions and the sensitive nature of source information, operational reporting to include all source data is forwarded from the HUMINT or CI team through the control team to the Division G2X.

11-22. The HUMINT Platoon’s command post consists of the platoon headquarters and the HUMINT Control team.  The command post is normally collocated with the GS MI Company command post.  However when the majority of HUMINT platoon’s teams are in direct support of a brigade, the platoon headquarters and control team will also be in DS of that brigade and will normally be collocated with the DS company command post. The location of the command post must support the HUMINT Control team’s continuous mission management of CI teams.   The location must also support the dissemination of tasking, reports, and technical data between the ACT, the HUMINT Control team, and deployed CI assets.

11-23. In the event that the majority of HUMINT Platoon assets are in DS of one of the brigades, the Platoon Headquarters and Control team will collocate with the DS MI Company in support of that brigade. The MI battalion commander will direct the deployment, operations, and redeployment of the DS assets through the DS MI Company.  The mission management and technical control relationship remains unchanged.

CONTROL

11-24. The HUMINT platoon is part of a complex ISR system.  Proper coordination of CI missions and source deconfliction is critical to successful CI operations.  Key elements of the HUMINT/Counter-HUMINT architecture include:

· J2X is collocated with the J2.  The J2X provides HUMINT and Counter-HUMINT expertise to the J2, provides source deconfliction, and is the liaison with national, theater and non-DOD HUMINT organizations in response to JCF collection requirements.  The J2X has two subordinate elements; the HUMINT Operations Cell (HOC) and the Task Force Counterintelligence Coordination Authority.(TFCICA)

· The HOC advises the deployed commander on all HUMINT activities conducted within the Area of operations, manages HUMINT PIR, and maintains the HUMINT database

· The TFCICA is responsible for coordinating all CI activities in the area of operations and managing multi-discipline counterintelligence PIR.

· G2X is collocated with the ARFOR and/or division G2. The G2X provides HUMINT and counter-HUMINT expertise to the G2.  The G2X supports the HUMINT specific collection management effort through the review and validation of HUMINT requirements, makes recommendations for assignment of tasks to specific collectors, and conducts liaison with non-organic HUMINT collection assets for source deconfliction and special activities outside the division’s purview.  The G2X has two subordinate elements the HOC, for HUMINT collection expertise and the CI Coordinating Authority (CICA) for CI expertise.

· The ACE Collection Management Team is responsible for providing the HUMINT Control team with the technical and source deconfliction data necessary to conduct CI operations. The ACE Multi-Discipline CI Analysis Team is responsible for providing the HUMINT Control team with current CI database information, order of battle information, situation graphics, and target identification. 

· The Sub-Control Office, normally collocated with the division G2, is responsible for the day-to-day management of SCO controlled CI activities to include CI investigations.

· CI agents operation IAW the provisions of AR 381-10, AR 380-20. CI related operational instructions must be clearly articulated in paragraph 3.c of Annex B (intelligence) to all Operations Orders.

COMMUNICATIONS 

11-25. The HUMINT Platoon operates several communications and processing systems.  These systems provide the framework needed to coordinate the tasking, reporting, command and control, and service support of the HUMINT and CI units spread across the width and depth of the division’s area of operations.  Communications redundancy ensures the loss of any one system or command post does not severely disrupt CI support to division operations

11-26.   The HUMINT Platoon command post operates at the collateral security level to ensure the timely dissemination of combat information and targeting data to organizations operating outside MI channels.  The collateral-level operating environment also limits the damage to the division’s intelligence operations should threat forces capture the command post or its personnel.  Operations above this level require the Platoon to have the approval of the division special security officer and comply with security regulations governing the establishment of a field special compartmented information facility.  CI investigative reports will be forwarded through the SCO rather than normal intelligence reporting channels.

11-27. The Brigade CI assets use three basic communications nets, the operations and intelligence (O/I) net, the HUMINT platoon command/technical net, and the administrative/logistical A/L net. 

· The O/I net links the collectors to the consumers of the collected intelligence information. It is used to pass information of immediate value to the affected unit and to the S2 and analytical elements at the supported unit.  

· The HUMINT technical net links the control team to all CI Agents and HUMINT collectors in support of brigade operations.  It is used to pass technical guidance, brigade CI taskings and requirements, sensitive source data and intelligence information in support of brigade operations.

· The A/L net links the MI companies level HUMINT collection teams to the HUMINT platoon and MI Company headquarters.  

11-28.   The primary CI reporting chain begins with the collector reporting on the Individual Tactical Reporting Tool (ITRT) and extends through the Counter-Intelligence/HUMINT Automated Tool Set (CHATS) and Operations Work Station (OPS WS) to the Single Source Remote Work Station which then feeds into the ASAS picture.  Combat radio is used as a secondary communications means. 
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11-27.  The initial version of the ITRT will have a docking only communications link with the CHATS.  Later versions will include remote communications capability.  The team reporting device or CHATS can be configured to communicate with the OPS WS using Combat Net Radio (CNR), Mobile Subscriber Equipment (MSE), Commercial telephone, Trojan Spirit, and Tactical Satellites.   The unit to which the HUMINT collection/Interrogation team is attached as the responsibility to support the team's communications requirements.  Combat radio net is the secondary communications means.  

11-28.  Distribution of intelligence products: CI teams in direct support of a brigade or in general support of a division, report intelligence to the G2/S2 of the unit they are supporting and pass copies of intelligence reports and all operational reports to the HUMINT control team.  When a team is attached below brigade echelon, it will pass its intelligence reports to the Battalion S2 or lower echelon Commander and transmit operational reports and copies of the intelligence reports via CHATS to the HUMINT control team.  S2s must be aware of releasabilty considerations when dealing with coalition or host nation forces
The Sub-Control Office is under the direction of the Army Central Control Office (ACCO). The ACCO and SCOs are established and operated by Headquarters, INSCOM at the direction of the DCSINT, Headquarters, DA.  The SCO is responsible for the day-to-day management of SCO controlled CI activities (See page 2-3, Chapter. 2, FM 34-60 for a detailed list of SCO responsibilities). 
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Figure 11-2.  HUMINT Platoon Command Post.
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