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Chapter 10

SIGNALS INTELLIGENCE OPERATIONS

The information technology revolution continues to change the tactical signals environment from unencrypted to encrypted, analog to digital, single channel to frequency hopping, voice and data to multimedia, and microwave and cable-based systems to fiber optic and wireless networks.  These changes, coupled with a range of military operations and often immature technical databases on potential advisories, challenge signals intelligence (SIGINT) operations at all echelons to remain relevant on the modern battlefield.  To achieve its potential as a relevant force multiplier, MI organizations must integrate SIGINT into military planning through intelligence preparation of the battlefield products; disseminate timely, visual intelligence products that increase situational awareness and decision making; and locate targets at longer ranges to support engagement with lethal and non-lethal effects. 

SECTION I – MISSION

10-1.  The division’s SIGINT units support situation development and targeting by locating, identifying, tracking, and attacking threat emitters located in the division’s close and deep battle areas.  

SECTION II – EXECUTION

10-2.  Effective, integrated SIGINT operations rely on a division of labor where by corps and below tactical SIGINT organizations collect primarily the “externals” of threat signals environment to provide combat information while echelons above corps provide the preponderance of “internally” derived intelligence and technical analytic support.  Tactical SIGINT assets at division and below are often not capable of performing internal communication intelligence analysis because of limited resources, lack of time, and complexity of the signals environment.  However, acquiring the information gleaned from internals exploitation in near real time (NRT) remains critical at that level, especially in small-scale contingency operations. Echelon above corps units provide this internals analysis support either from a support base outside the division’s area of operations or by attaching forward support teams with specialized equipment and training for onsite operations.

10-3.  The principal ground-based tactical SIGINT unit in the division is the SIGINT Platoon subordinate to the General Support MI company.  The platoon is equipped with six intercept, directing finding, and electronic attack systems.  In heavy divisions, the platoon normally operates under the centralized control of the MI battalion in general support of the division.  In light, airborne, and air assault divisions, the MI battalion tasks organizes the SIGINT platoon to operate in direct support of the maneuver brigade with the priority of effort or to each maneuver brigade based on METT-TC. 

10-4.  In general support, the SIGINT platoon forms an extended, integrated direction finding baseline that supports both intercept and locating of threat emitters across the width and depth of the division front.  A baseline consists of three or more SIGINT Teams deployed into a roughly linear formation here the width formation is approximately equal to the depth of coverage.  In addition, the closer the SIGINT Teams are to the forward line of troops (FLOT), the better the direction finding accuracy and the deeper their systems can intercept and locate threat targets.  Figure 10-1 illustrates the effects of distance and a line of bearing error of 10 degrees on target location accuracy.  Electronic attack mission also require the SIGINT Teams to deploy well forward into the maneuver brigade areas of operation to have the transmitter to receiver proximity necessary to successfully attack threat communications systems.


10-5. Based on METT-TC, the SIGINT Platoon often attaches one or more SIGINT Teams to the Direct Support MI Company to operate in direct support of a maneuver brigade. The direct support relationship increases the situational awareness and electronic attack effectiveness during entry, cross-FLOT, and close battle offensive operations.  In direct support, the SIGINT asset deploys and employs the tactics and techniques described for general support operations but on a brigade vice division scale.

SIGNALS INTELLIGENCE PLATOON

10-6. The SIGINT Platoon consists of a platoon headquarters, a SIGINT Control Team, and six SIGINT Teams.   
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Figure 10-2.  SIGINT Platoon, GS MI Company, MI Battalion, Division XXI (Light).

SIGINT PLATOON HEADQUARTERS.  

10-7. The platoon headquarters consists of a platoon leader and a platoon sergeant.  They work with the general support MI Company commander to ensure the subordinate teams are deployed, employed, and supported in accordance with the division, or when in direct support, the brigade’s, operations order.  The platoon headquarters is normally collocated with the MI Company command post to facilitate command and control.  In accordance with standard troop leading procedures, the platoon leader is responsible for coordinating the movement and link-up of platoon elements that the company might deploy into a maneuver brigade’s forward area. 

SIGINT CONTROL TEAM. 

10-8.  The SIGINT Control Team forms the base of SIGINT platoon headquarters.  It assists the platoon headquarters in controlling subordinate teams and has primary responsibility for mission management of the platoon’s SIGINT teams.  The Control Team is also responsible for the time-sensitive reporting of combat information derived from the limited analysis of collected data. 

Figure 10-3.  SIGINT Platoon Command Post.

SIGINT TEAMS.  

10-9.  The SIGINT Teams move as individual teams or as multiple-team sections within the area of operations.  The movement by sections improves command, control, and security of the Teams.  The teams move individually during the final stages of site occupation or when under imminent threat of hostile action. 
10-10.  The Teams can operate their SIGINT system as either a vehicular or dismounted man-portable system.  Operations from the vehicle improves the Team communications, intercept, and mobility but restricts its ability to move into restricted terrain and unsecured areas.  The dismounted capability allows the platoon to conduct SIGINT operations in restricted terrain and with a lower physical signature.  Dismounted operations due, however, limits the Team’s direction finding and use of automated message processing.  Due to the small electronic footprint of these teams, they can deploy to within a few kilometers of the FLOT.  The small size of these teams make them ideal for airborne or air assault placement.  Their ability to operate in austere conditions is offset by their limited mobility. They are particularly useful in MOUT operations.  They can be used as individual teams or as three team sections within the area of operations. 

See FM 34-45 for specific TTP for ground based SIGINT systems.

OPERATIONS

OFFENSIVE OPERATIONS.  

10-11. In offensive operations SIGINT assets are positioned along the brigade’s front to monitor threat activity, answers special information requirements, and to target specific high payoff targets.  If three vehicles are available, they deploy in one of the three basic baselines (see figures below).  Unless missions dictate otherwise the systems will set up along a broad front to provide battlefield intelligence to the commander, while covering a large portion of the division and/or brigade’s front. One or two systems, while unable to exactly plot enemy positions can still provide significant information of enemy activity and can provide electronic attack support. 

DEFENSIVE OPERATIONS.  

10-12. In defensive operations, SIGINT assets will be used to monitor or search for specific targets along specified routes.  This tailoring of intelligence although covering less of an area will provide advance warning of threat movements and actions.  In defensive Electronic Attack operations the fire is linked to specific named areas of interest (NAIs) and decision points.  To accomplish these missions, electronic attack assets are positioned to monitor a specific target rather than an area.

STABILITY OPERATIONS AND SUPPORT OPERATIONS. 

10-13. The electronic complexity of the SASO environment in which legitimate electronic communications may be intermixed both in location and in frequency with threat communication coupled with the use of non-military communications systems poses particular challenges for SIGINT operations.  In these operations SIGINT assets are used to monitor specific target areas of interest (TAIs).  Due to the requirement for 360 degree force protection, assets will usually be unable to form a baseline and will maneuver to monitor and locate HPTs. Rules of engagement must be carefully reviewed with SIGINT in mind.  With the increasing technology and capability of SIGINT particularly in the area of electronic attack, SIGINT operations must be carefully monitored to ensure that SIGINT operations do not create ethical and humanitarian issues. For example, we need to ensure that the electronic attack of a suspected insurgent site does not deprive the local populace of critical casualty care, humanitarian support, and other life support using essential electronic communications.

MILITARY OPERATIONS ON URBANIZED TERRAIN.  

10-14. SIGINT in support of MOUT is difficult due to the very nature of urban areas.  Buildings block, diffuse, and diffract electronic signals.  The urban terrain offers the threat an infrastructure that has multiple sources of communication, from hardwired communications to satellite and cell phone communications.  In order to use SIGINT in this environment the commander must have the support of numerous organizations and must plan in exacting detail targets, target systems, and the methodology to engage each target.  The deployment of SIGINT assets to engage these targets must retain LOS.  In order to achieve this either dismounted systems are deployed atop high points such buildings, radio antennas, or water tanks or airborne platforms are used.  

10-15.  The SIGINT Teams when operating as a section of three prophet systems deploy into one of three direction finding formations based on the mission, location of the threat, and terrain.  The terrain and the location of threat in relationship to the direction finding baseline are the basis for formation selection. 

· Convex Baseline is a multi-station formation is used when the threat forces are operating along a broad, deep front.   This formation supports intercept coverage over a larger front but not precision location.  See Figure 10-4

· Concave Baseline is a multi-station formation used when the threat is operating in a compact, narrow but deep area like a salient.  The direct finding accuracy of this formation is excellent at short ranges and satisfactory at longer ranges. 

· Lazy-W Baseline is a multi-station formation that uses four or more systems and combines the characteristics of the Convex and Concave Baselines.  This formation is the most effective formation for situations where the location of threat or its main effort is unknown.

The direction finding baseline is located appropriately 5 to 10 kilometers from the FLOT.  For dismounted systems this range is 3-5 kilometers.  Positions along the maneuver brigades’ rear boundary increase the width of the direction finding baseline but limit collection to the close battle area.  More forward positions increase the depth of coverage beyond the close battle area and enable electronic attack missions but stretch the command and control links between the division command post, the GS MI Company command post, and the SIGINT Teams.  Figures 10-5 illustrates the employment of the SIGINT Collection Teams in the offensive.

See FM 34-1-1 and FM 34-45 for additional information on tactics, techniques, and procedures for ground-based SIGINT systems in the division.

.

SECTION III – COMMAND, CONTROL AND COMMUNICATIONS
10-14.  Effective SIGINT operations require the clear designation of the leaders, facilities, and communications channels that support dissemination of SIGINT products and enable command and control of SIGINT Platoon.   

COMMAND 

10-16.  The SIGINT Platoon’s command post consists of the platoon headquarters and the SIGINT Control Team.  The command post is normally collocated with the General Support MI Company command post or, if in support of a brigade, the command post of the Direct Support MI Company.   The location of the command post must support the SIGINT Control Team’s continuous mission management of forward-deployed SIGINT Teams.  The location must also support the dissemination of tasking, reports, and technical data between the ACE or ACT, the SIGINT Control Team, and deployed collection assets.  The use of retransmission sites to relay traffic is not unusual in these situations.

10-17.   The SIGINT Platoon command post operates at the collateral security level to ensure the timely dissemination of combat information and targeting data to organizations operating outside MI channels.  The collateral-level operating environment also limits the damage to the division’s intelligence operations should threat forces capture the command post or its personnel.  Operations above this level require the Platoon to have the approval of the division special security officer and comply with security regulations governing the establishment of a field special compartmented information facility. 

CONTROL

10-18. The SIGINT Platoon is just one element of a complex ISR system.  Proper coordination of SIGINT missions, the terrain, and, assets, are three of the most critical component to ensuring successful SIGINT operations.

10-19. The SIGINT Control Team executes technical control of the SIGINT assets supporting the brigade’s operation.  The Team serves as the bridge between the SIGINT collectors and the collection manager and SIGINT analysts in the ACE.  It also serves as the communications hub for the collection assets that are operating the brigade area of operations as well as beyond radio line-of-sight to the division ACE.   It provides responsive and positive control of the systems throughout the battlefield by reinforcing mission and asset management of the GS/DS MI Company.  The SIGINT Control Team’s proximity to collectors ensures the timely evaluation and reporting of combat information to commanders. 

MISSION MANAGEMENT.  

10-20. When in general support, the ACE Collection Management Team is responsible for providing the SIGINT Control Team with the SIGINT tasks, high pay-off target lists, and the attack guidance necessary to conduct collection and electronic attack missions.  In direct support, the SIGINT Control Team responds the tasking from the Direct Support MI Company or, if directed, the ACT. The ACE SIGINT Analysis Team is responsible for providing the SIGINT Control Team with current SIGINT order of battle information, situation graphics, technical databases, and target identifications.   

TERRAIN MANAGEMENT. 

10-21. The SIGINT Platoon Leader is responsible for coordinating, through the MI Company commander, with the brigade S3 for SIGINT sites within the brigade’s AO and for coordination with the subordinate brigade units in whose area the SIGINT collection teams may be operating. Coordination for sites within the forward area should include arrangements for the physical security of the site and medical evacuation procedures.

COMMUNICATIONS 

10-22. The SIGINT Platoon operates several communications and processing systems.  These systems provide the framework needed to coordinate the tasking, reporting, command and control, and service support of SIGINT units spread across the width and depth of the division’s area of operations.  Communications redundancy ensures the loss of any one system or command post does not severely disrupt SIGINT support to operations. 

10-23. SIGINT assets use three basic communications nets, the operations and intelligence (O/I) net, the SIGINT platoon command/technical net, and the administrative/logistical A/L net.

· The O/I net links the collectors to the consumers of the collected intelligence information. It is used to pass information of immediate value to the affected unit and to the S2 and analytical elements at the supported unit.

· The SIGINT tasking and reporting net links the SIGINT Control team to all SIGINT collectors in support of unit operations.  It is used to pass technical guidance, brigade and higher SIGINT taskings and requirements, sensitive technical data and intelligence information in support of operations.

· The A/L net links the SIGINT collection teams to the SIGINT platoon and MI Company headquarters. 
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Figure 10-1.  Effects of Distance and Line of Bearing Accuracy on Location Accuracy - Concave Formation.
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Figure 10-4.  Effects of Distance and Line of Bearing Accuracy on Location Accuracy - Convex Formation.
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Figure 10-5. SIGINT Collection Teams Supporting an Envelopment.
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