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PREFACE

This publication presents the results of an intensive 11-month program for three military research
fellows. The Under Secretary of Defense (Acquisition) (USD (A)) chartered the Defense Systems
Management College (DSMC) Military Research Fellowship Program in 1987. The program
brings together selected officers from the Army, Navy, and Air Force for two primary purposes:
first to provide advanced professional and military education for the participating officers; and
second, to conduct research that will benefit the Department of Defense (DoD) acquisition
community.

The fellowship program is conducted in three phases. In the first phase, the three officers meet at
DSMC for four weeks to begin to determine their research goals, define a research plan, consult
with the DSMC faculty, and initiate background research. During the second phase, the fellows
attend the Program for Management Development at Harvard Business School. This comprehensive
ten-week executive education program brings together a diverse group of functional-level executive
and new general managers from over 30 countries to learn state-of-the-art management techniques
and technologies necessary to become successful managers in today’s global marketplace. In the
third phase, the fellows return to DSMC to conduct their joint research, culminating in the
publication of their research report.

This report focuses on transatlantic cooperative programs. Cooperation with Europe was chosen
because of the important political, military, economic, and historical transatlantic ties, but most
important, because America’s relationship with Europe is rapidly evolving. There is substantial
concern about a “Fortress America — Fortress Europe” syndrome. Political leaders and the public
both here and in Europe are attempting to come to terms with the meaning of the NATO alliance
in the post-Cold War era. European assertiveness and unity are clashing with dated perceptions
about Europe held by Americans. Our intended audience is both the U.S. defense acquisition
workforce and policy makers. For the former, we hoped to produce a useful guide that will make
them more effective as members of a cooperative team. For the latter, we attempted to provide an
updated comprehensive view of the salient features of transatlantic armaments cooperation and
some ways in which the context is changing.

In researching our topic, we visited a number of government and commercial organizations in the
U.K., Belgium, Germany, France, and the U.S. We interviewed numerous individuals for their
insights on this fast changing and sometimes emotional area. These interviews were conducted
under the non-attribution policy, unless permission was specifically sought and obtained.



We would also like to acknowledge with gratitude the help of our colleagues at DSMC as well as
friends outside DSMC. While there are far more people to thank than room permits, we would
like to single out a few for special mention. Richard Kwatnoski, Don Hood, Alberta Ladymon,
Tony Kausal, Frank Kenlon, Charles “Chuck” Wilson, Greg Caruth, Pat Bartlett and Judith Greig
have been particularly helpful in supporting our efforts. Special thanks to our friends overseas,
Gertrud Humily, Trevor Taylor, Colonel Albert Garcia, Lieutenant Colonel Mike Krimmer, and
Lieutenant Colonel Gary Allen, for their assistance in arranging in-country interviews. Thank
you to the faculty, staff, and classmates at the Program for Management Development at Harvard
Business School, whose rich experiences and knowledge sharpened our research perspective.
Finally, thanks to all those we interviewed for taking the time to share their experiences and
insights with us.
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EXECUTIVE SUMMARY

Objective: To provide a comprehensive overview of transatlantic armaments cooperation relevant
to both policy makers and members of the acquisition workforce. Policy makers will find an
assessment of current cooperation, its historical background, future prospects, and suggested
courses of action. Members of the acquisition workforce will find a helpful guide to the unique
aspects of international cooperation in general and transatlantic cooperation in particular.

Background: Transatlantic armaments cooperation, defined as partnerships with two or more
members spanning the Atlantic for the purpose of developing and producing defense articles, has
about a 40-year history. The gains expected from this cooperation include cost savings through
pooling of resources for development and economies of scale for production, and interoperability
among the allies. It is a relationship born out of Cold War realities, a context that has changed
dramatically in a short period of time. Throughout, the amount of cooperation achieved has been
modest and fraught with difficulty.

Discussion:Despite the urgency of the Cold Whre Atlantic Alliance fielded different models

of the same basic equipment types, often not mutually interoperable. Cooperation aimed at over-
coming duplication of effort and proliferation of types is hindered by protection of national
industrial bases, labor concerns, security considerations and a lack of harmonization of military
requirements. Though the threat has receded, armaments have become more complex and therefore
more expensive, underlining the need for cooperation. Moreover, the trend is unmistakably toward
coalition operations, boosting the importance of interoperability. At the same time, Western military
budgets are smaller, European unification is well underway, and there is a palpable desire to resist
a perceived U.S. hegemony in culture, economics, and political-military affairs. The need for
cooperation still exists, but the process promises to be as tough as ever.

Conclusions and recommendations:

» Cooperative programs are indeed more difficult, but can be conducted with proper attention
paid to the appropriate areas.

» Motives for cooperation differ between Europe and the U.S.

» Time is working against the prospects for transatlantic cooperation.
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The U.S. has a reputation as a difficult partner in cooperation.

The objectives of cooperation are only served by success. Abortive or acrimonious programs
defeat those objectives.

The transatlantic defense technology gap invites cooperation.
The U.S. should persist in its support of transatlantic cooperation.

The U.S. must cultivate an organizational culture supportive of international armaments
cooperation, and...

— emphasize exploration of cooperative opportunities.

— select programs based on long-term prospects.

— work toward funding stability to the extent possible.

— make the export control process more responsive to cooperation.
— avoid giving false impressions to partners.

— educate the acquisition workforce in international cooperation.

— pursue all avenues toward the easing of harmonization.

— select leaders and participants in cooperation with care.

— provide effective incentives for those participants.

Xii



INTRODUCTION

“An unidentified problem has an infinite number of solutions.”
— Robert H. Humphrey

The ability to perceive change, appreciate its implications, and then to chart an appropriate course
are the marks of visionary government. Anti-trust legislation in the era of Teddy Roosevelt, the
Marshall Plan, and Nixon’s rapprochement with China are several examples of such vision at the
national level. U.S. relations with Europe at the close of tH&2dtury are in a dynamic phase,
calling attention to the component parts of that relationship. Transatlantic cooperative arms devel-
opment is not a new idea, but its rationale and the context in which it is engaged have changed,
prompting the need to reassess its place in U.S. acquisition policy.

The contextual changes for transatlantic cooperation are the rapid economic development of
postwar Europe, the continent’s quickening pace of consolidation, the loss of a common threat,
the cultural and political tensions across the Atlantic, unprecedented technical innovation, and
increased emphasis on fighting in a coalition environment.

Despite the compelling reasons for transatlantic armaments cooperation in both the Cold War and
post-Cold War eras, very little has been realized. The reasons for that lack of success are varied
and some are also changing over time. Protection of technology, industrial interests, and political
alignments are considerations that are always evolving. Some obstacles to cooperation are more
mundane, however. The U.S. DoD lacks an organizational culture that is supportive of cooperative
programs. There is also a corresponding lack of knowledge among the implementing management
and workforce and so they tend to avoid these programs.

What is needed is a broad view that provides all involved with an appreciation of the salient
differences that set transatlantic cooperative programs apart, their history, why such cooperation
is important, and how and why it is changing. Members of the acquisition workforce also need
the practical details that relate to the management of a cooperative program. The correct approach,
therefore, is one that addresses both mechanics and the larger context.

Part | (Chapters 1 and 2) covers U.S. policies and procedures for cooperative programs. These
chapters discuss differences between U.S.-only programs and cooperative programs. Three
categories of differences are covered: harmonization of requirements, MOU development, and
security procedures. A discussion of what program managers (PMs) need to know is provided in
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these chapters. We found no other single source that provides a useful summary level reference
for this information for the PMs and others in the acquisition workforce who need it.

Part Il discusses transatlantic and intra-European programs and their context. The European
environment has changed fundamentally in the last decade and all indications are that the Continent
will continue to consolidate economically and politically over the next ten years. Many of these
changes are significant to transatlantic armaments cooperation. Chapter 3 provides a broad view
of the European environment, important to success in transatlantic cooperation. Chapter 4 provides
a review of selected past and ongoing transatlantic programs. These programs provide many
valuable lessons for those who will be involved in future cooperation, lessons that are summarized
at the end of the chapter. Chapter 5 provides a study of selected aspects of intra-European programs
and explains the significant conditions that promote and facilitate their success.

Findings and conclusions follow in Part Ill, many of them relevant to PMs and policy makers
alike. The U.S. can unilaterally improve the transatlantic cooperative relationship to make it more
fruitful. Several of these findings and conclusions in Chapters 6 and 7 have been exposed in pre-
vious studies of international cooperative programs, but some have not.

This study focuses on international cooperative development programs where there is shared
management of the project with follow-on co-production or at least plans for co-production. The
terms “cooperation” and “collaboration” are sometimes used interchangeably when describing
these types of programs.

XV
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PART |

COOPERATIVE
PROGRAM POLICIES
AND PROCEDURES






1

HARMONIZATION OF
REQUIREMENTS AND
DEVELOPMENT OF
PROGRAM MEMORANDA
OF UNDERSTANDING

“There are only three obstacles to Allied Cooperation—
the Americans, the British, and the French.”

— General L. Norstad, Former SACEUR

Introduction system, the potential partners must find a way
to interweave all of their individual require-
The basis for international armaments coopiments and priorities in a manner that is satis-
eration is to address mutual military needs. Bufactory to all. This is the foundation of any in-
since each nation has its own process for gerternational armaments cooperative program.
erating military requirements and its own prior- Harmonization is usually difficult largely be-
ities for fulfilling them, agreeing to common cause of the extreme importance that military
requirements that conform to the same timeequipment has to each nation’s military and to
table is hard. Itis very unlikely that the military the nation itself.
requirements and priorities of one nation will
precisely align with those of another. Yet, in Equally important to success in an interna-
many cases, the equipment will perform essentional cooperative program is harmonization of
tially the same function. In order, therefore, tothe management aspects of the program and
develop equipment cooperatively with otherof the expectations of all the cooperative par-
nations, the differences in these military re-tners.This is normally accomplished through
quirements and priorities must be harmonizedthe development of a comprehensive inter-
In harmonizing military requirements for a national agreement called a program MOU. In
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international programs, work share—which personnel must be aware of these requirements.

eqguates to jobs and industrial benefits for thél'hey affect most PMs, not just those involved

nations involved—is always a major concern,in international cooperative programs, because

as are management controls, decision makingn most U.S. acquisition programs, PMs are

processes, and many other program aspectequired to consider cooperative opportunities

These matters are agreed on through the pras part of the program’s acquisition strategy.

gram MOU. The final MOU and the negotia- This requirement is implemented through in-

tions to reach it must thoroughly address all ofstructions in the DoD 5000 series of acquisition

the partners’ concerns and reflect agreemerggrogram regulations. A summary of the appli-

and harmonization in terms of both programcable U.S. laws, regulations, and policies that

requirements and expectations. provide the basis for and affect DoD cooper-
ative programs is provided at the end of this

PMs should be aware of the difficulties inherentchapter starting on page 1-10.

in harmonizing military requirements and

developing MOUs for cooperative programs.Fora/Activities for Harmonizing Military

Such awareness is beneficial to gaining arRequirements

appreciation of the motivations and priorities

of cooperative partners. The considerations fofhe U.S. currently maintains several organ-

and the difficulties associated with harmon-izations and participates in a number of fora

ization and MOU development are derivedand activities that support harmonization of

largely from the corporate memory of thosemilitary requirements. Although these fora and

who have trodden the same path in the pasictivities have yielded far fewer cooperative

several decades. Historic knowledge will helpprograms in the past than ideally possible, they

avoid past mistakes and achieve futurecontinue to provide a means to work toward

successes. cooperation in the future. The most significant
are identified below.

This chapter describes the legal and policy basis

for cooperation, discusses the various fora and® Conference of National Armament

activities as well as the difficulties and consider- ~ Directors (CNAD)

ations related to harmonizing requirements and

the development of MOUs. The CNAD serves as the primary NATO
forum for discussions on armameop-

Laws/Policies Affecting International eration possibilities. Its objective is to

Armaments Cooperation achieve maximize armaments cooperation

among the NATO members. The U.S.
For many years, Congress and the DoD have National Armaments Director (NAD) is
emphasized the need for armaments cooper- theUnder Secretary of Defense (Acquisi-
ation to improve interoperability and standard-  tion, Technology, and Logistics) (USD
ization with the North Atlantic Treaty Organi- (AT&L)). The CNAD is structured with
zation (NATO) and other allied partners, and  major groups from each of the Services,
to save on weapon systems development, pro- termed Army, Navy, and Air Force Arm-
duction, and logistics support costs. Congress aments Groups, as well as a NATO In-
has enacted laws and DoD has formulated poli- dustrial Advisory Group. Each of these
cies toward this end. PMs and other acquisition ~ major groups has subgroups to facilitate
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discussions at a level of detail necessary ¢
to discern where cooperation is possible.
The members of these groups and sub-
groups, while mostly drawn from the Mili-
tary Departments (MILDEPS) or Services
from each nation, are ultimately repre-
sentatives of the NADs from each NATO
nation.

International Cooperative
Opportunities Group (ICOG)

The ICOG is an ad hoc forum among the
NADs of the five power nations (U.S.,
U.K., France, Germany, and Italy) on arm-
aments cooperation. ICOG’s charter is to ¢
explore future system-level cooperative
opportunities before national military re-
guirements have been formulated. The
intent is to start very early so that common
military requirements will be developed to
serve as the basis for cooperative programs.
Starting early helps prevent parochial sup-
port from developing for a particular na-
tion’s solution or contractor’s design, either
of which then decreases the potential for
cooperation. These discussions are intend-
ed to augment the existing Senior National
Representative (SNR) fora (see below),
facilitate the long range programming of
funds by nations, and harmonize military
requirements for potential system-level
cooperative programs.

Senior Level Bilateral Military Talks

The Services conduct senior level (flag or
general officer level) staff talks with
selected NATO and non-NATO allied
nations. These talks are primarily focused
on doctrine and training issues, but also
serve as a venue for considering areas for
armaments cooperation.

Senior National Representative (SNR)
Fora

Each Service has a flag or general officer
SNR who meets on a bilateral (or in some
cases, multilateral) basis to discuss arma-
ments cooperation matters associated with
their Service’s research, development, and
acquisition efforts. While past efforts have
been more science and technology coop-
eration-oriented, SNR activities, in con-
junction with the ICOG, are now placing
additional emphasis on the system-level
armaments cooperation area.

Mid-Level Discussions

Periodic discussions at middle manage-
ment level (O—6 level or O—6 equivalent
level) among operational users’ repre-
sentatives and materiel developers have
been employed by some elements within
DoD to consider cooperative opportunities.
Several branches of the Army hold periodic
bilateral discussions of this type. These
discussions are focused on potential arma-
ments cooperation in specific areas such
as Armor, Field Artillery, and Air Defense.
Notable recent successes between the U.S.
and the U.K. include the harmonization of
the military requirements for the Army’s
Future Scout Cavalry System (FSCS)/Tact-
ical Reconnaissance Armoured Combat
Equipment Requirement (TRACER) and
the Lightweight 155 Towed Artillery
(LW155) Digitization programs.

Ongoing Cooperative Program
Management Meetings

Discussions that are held as part of the
periodic management meetings for on-
going cooperative programs have provided



the genesis for the harmonization of mili- the ultimate goal of initiating cooperative
tary requirements for follow-on improve- development programs is not achieved.
ments or upgrades to these programs.
Nearly always, these management meetDifficulties and Considerations in
ings formally involve mid-level (O-6 level Harmonizing Military Requirements
or O-6 equivalent level) operational users’
representatives as part of the internationaDperational users’ representatives, PMs, and
program management structure. Partici-other acquisition personnel involved in har-
pation of the users’ representatives frommonizing military requirements and coopera-
all the program’s participants is the key totive development activities should be aware of
the success of harmonization efforts. Sevsome of the important factors to consider and
eral follow-on cooperative programs havecommon difficulties that are encountered in
resulted directly from these types of discu-harmonizing military requirements. Inherent in
ssions.Examples are the Guided MLRS the difficulties is the importance of military
(GMLRS),Enhanced Sea Sparrow Missile equipment in protecting each nation’s interests.
(ESSM), F-16 Mid-Life Update (MLU), Acquiring the best possible equipment in
and Rolling Airframe Missile (RAM) sufficient quantities as soon as possible from
Block | programs that are discussed innational industrial assets is the ideal for any
Chapter 4. military organization. Budget constraints,
insufficient national capabilities, political
Cooperative R&D Organizations and objectives, or military interoperability con-
Activities siderations, however, lead nations to seek
cooperation and harmonization of military
Each of the Services has organizations thatequirements.
are dedicated to international cooperative
research and development (R&D) activi- Harmonization encompasses a collective
ties. The Office of the Secretary of Defenseassessment of the threat and agreement on the
(OSD) International Cooperation Hand- timeframe in which new equipment is needed
book, which is available in the Defense Ac-and can be obtained based on national resources
quisition Deskbook, provides a summaryavailable. Harmonization then involves agree-
of these R&D organizations and activities. ing on the functions the new equipment must
Cooperative R&D efforts can be beneficial perform (i.e., how far it must shoot, how fast it
in harmonizing military requirements since must go, etc.), the characteristics it must
those requirements are usually based on thgossess (i.e., weight and size dimensions, etc.),
technology that is available or thought toand the environmental conditions that it must
be possible. The more sharing of tech-operate in (i.e., cold, heat, sand, rain, etc.) to
nology with potential partners, the more counter the threat. The partners must then coop-
likely that common equipment require- eratively determine the technical means to
ments will be developed. Cooperative achieve the military performance requirements.
R&D can also serve as an essential buildingsome of the common difficulties and consid-
block for promoting interoperability and erations in achieving harmonization of military
developing standards such as NATO Stanfequirements are:
dardization Agreements (STANAGs) when



* Understanding a Potential Partner’s .

Military Requirements

Most nations follow a set procedure to
formulate and approve formal military
requirements. The formats in which these
requirements are set forth are not common
between nations, and hence can lead to a
degree of misunderstanding of their com-
monality. Analysis processes are based on
national modeling and simulations (M&S)
that include many variables. Some of the
most significant of these variables are the
potential threat scenarios, the operational
doctrine of the particular branch of the
military or the nation, and the technological
assumptions about performance charac-
teristics. Each nation’s M&S can generate
different solutions to a common scenario.
Thus, when undertaking to harmonize mili-
tary requirements, enough details must be
flushed out to ensure there is sufficient
commonality before initiating a coopera-
tive effort. The differences in how the
requirements were derived must be recog-
nized and thoroughly accounted for to fully
achieve harmonizatioh.

Timing

A fundamental principle of harmonizing
requirements is that all the participants
should have a common timeframe for when
the equipment is needed. The amount of
time available in a development program
is one of the most significant drivers for
the technological solutions pursued. So
partners that need equipment at the same
time are more likely to agree to the tech-
nical approaches and to be more willing to
reach mutually agreeable technological
compromises, if necessary, later in the
program.

Gold Plating

The tendency in harmonization is for the
potential partners not to budge from any
of their original requirements, which leads
to partners adding on to their original
requirements the requirements of the other
partners. This is termed “gold plating.” The
more rigorous the national requirements
generation process, the less likely that that
potential partner(s) is going to be willing
to compromise. In general, gold plating
drives up both development and production
costs and adds technological complexity.

National Variants

When harmonization cannot be reached by
compromise, and gold plating is deemed
unsuitable, an alternative is to develop
national variants. A common base system
is produced upon which each nation then
makes individual or (with a subset of the
program’s participants) collective modifi-
cations to meet their national needs. Na-
tional variants dilute some of the potential
cost advantages, resulting in increased
development cost and production unit
costs.

Key Performance Parameters (KPPs)
and Cost As an Independent Variable
(CAIV) Obijectives

An important part of the harmonization of
military requirements in a cooperative
program is to decide which requirements
cannot be compromised and those where
compromises will be considered. During
harmonization, the partners should agree
on the KPPs and CAIV objectives. Identi-
fication of KPPs and CAIV objectives
during harmonization provides the baseline
for making difficult decisions, if necessary,



later in the program. Currently, KPPs andDevelopment of MOUs
CAIV obijectives are normally identified in
U.S. acquisition programs. However, theWhen harmonized military requirements are
principles of KPPs and CAIV objectives achieved through the fora and activities
may not be familiar to foreign partners. In discussed above or by some other means, the
order to form acceptable compromisePM must then harmonize programmatic re-
solutions during the development procesgjuirements, normally through the development
with its attendant technological uncertainty,of an MOU. A program MOU is an inter-
the U.S. and its partners should lay thenational agreement (IA) and U.S. participants
groundwork by reaching agreement oninvolved in developing an MOU must follow
KPPs and CAIV objectives. DoD's rigorous approval process. PMs should
seek expert assistance and advice from their
NOTE: The U.S. Requirements Generationrespective Service’s international program
System, as specified by the Chairman of therganization in developing MOUs.
Joint Chiefs of Staff Instruction (CJCSI)
3170.01A, dated 10 August 1999, requires thaT he roles of the most significant Office of the
the potential for inter-Service or allied coop- Secretary of Defense (OSD) level organizations
eration be discussed in paragraph 4, Potenti@nd non-DoD organizations in the MOU

Materiel Alternatives of the Mission Need approval process are listed below.

Statements (MNSs). However, this is the only
reference to allied cooperation in CJCSI
3170.01A and consequently, efforts to har-
monize requirements with our allies are not
emphasized in the generation of U.S require-
ments. On the other hand, CJCSI 3170.01A,
places heavy emphasis on the harmonizatione
of U.S. requirements among the DoD com-
ponents for the purpose of generating joint
programs. CJCSI 3170.01A requires stand-
ardized formats across the DoD components
for the MNSs, Capstone Requirements Docu-
ments (CRDs), and Operational Requirements
Documents (ORDs) which are the formal
documents used in the requirements genera-
tion process. It states that “this standardiza-
tion instills discipline in the process and
provides both the validation and approval
authorities, and the acquisition management
system, with efficient and consistent informa-
tion to use in reviews, certifications, and
decision deliberations.”

OSD General Counsel- Reviews the
MOU for U.S. legal and OSD policy con-
siderations, including the legal require-
ments for equitability.

OSD Comptroller — Reviews the MOU
for compliance with DoD financial man-
agement policies, availability of U.S.
funding requirements, equitability both in
terms of financial and nonfinancial con-
tributions (i.e. background information
including technical data, manpower,
facilities, equipment, hardware, software,
etc.) of the participants, and compliance
with U.S. fiscal law?.

Deputy Under Secretary of Defense

(DUSD) Policy— Reviews the Summary
Statement of Intent (SSOI) and MOU for
all policy, information security, and
technology transfer considerations.



Director, Defense Procurement-— » Department of Commerce- Reviews the
Reviews the MOU for contracting SSOI and MOU for impacts on the U.S.
considerations including work share and  industrial base.

industrial teaming arrangements with par-

ticular attention to how these arrange- » Department of State— Reviews the MOU
ments will affect competition in contracting for foreign policy, technology security, and

activities of the program. regional stability impacts.

« Director, International Cooperation — A plan of action and milestones for a typical
Processes the SSOI and MOU throughMOU scenario for a cooperative development
DoD-interagency staffing. program are shown below in Figure 2-1.

Calendar Actions and Milestones
Days
0 Statement of Intent (SOI)
0-30 Formation of exploratory team
30 Arrangements for initial exploratory or technical discussions meeting
45 First exploratory or technical discussions (more sessions may be held if
necessary)
50-60 Preparation of Request for Authority to Develop (RAD) and SSOI
50-60 Formation of negotiation team
60-81 Submission and staffing of RAD
65 Meet with OSD to resolve RAD comments if necessary
85 Receipt of authority to develop and prepare to negotiate
60-85 Preparation of the MOU
115-200 Negotiation Sessions (number of sessions needed depends on the
complexity of the program and the number of partners involved)
140 Briefing to OSD
200-260 Request for Final Authority (RFA) i.e., to conclude and staffing of RFA;
Congressional notification (if required by the Section 27 of the Arms Export
Control Act)
270 Signature of MOU

Figure 1-1. Actions and Milestones
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For cooperative development programs, the
MOU process formally begins when the Ser-
vice component prepares and submits a Request
for Authority to Develop (RAD) to the OSD
Director of International Cooperation. How-
ever, before this step is reached, exploratory or
technical discussions will have been held with
the potential partner(s). Exploratory discus-
sions determine the viability of a cooperative
program and can take place prior to DoD’s ap-
proval. During this phase, reasonable program
alternatives can be explored but no commit-
ments can be made. However, draft MOUs, no
matter if prepared by the U.S. or the potential
partner(s), may not be presented or discussed

which would constitute an agreement,
as well as discussions concerning any
U.S. or foreign government or inter-
national organization draft document
whether or not titled “agreement.” The
term “negotiation” does not include
preliminary or exploratory discussions
or routine meetings where no draft
documents are discussed, so long as
such discussions or meetings are con-
ducted with the understanding that the
views communicated do not and shall
not bind or commit any side, legally
or otherwisé

until OSD (or in some cases, MILDEP) ap-
proval to begin negotiations has been grahted
This is a commonly made mistake during
exploratory discussions.

MOU negotiations cannot begin until the
RAD is approved by OSD. MOU negotiations
are defined by DoD 5530.3, International
Agreements, as:

Communication by any means of a
position or an offer, on behalf of the
United States, the Department of
Defense, or on behalf of any officer or
organizational element thereof, to an
agent or representative of a foreign
government, including an agency,
instrumentality, or political subdi-
vision thereof, or of an international
organization, in such detail that the
acceptance in substance of such pos-
ition or offer would result in an inter-
national agreement. The term “nego-
tiation” includes any such communi-
cation even though conditioned on
later approval by the responsible
authority. The term “negotiation” also
includes provision of a draft agreement
or other document, the acceptance of

When the RAD is submitted to OSD it must
include an SSOI. The guidelines for preparing
an SSOI are contained in Appendix A. Items
of particular interest in the SSOI will be po-
tential industrial base impacts, funding avail-
ability, equitability and cost share arrangements
including nonfinancial contributions (i.e.,
background information including technical
data, manpower, facilities, equipment, hard-
ware, software, etc.), justification of any non-
equitable cost sharing (if applicable), and
technology transfer issues.

A summary Technology Assessment/Control
Plan (TA/CP) and Delegation of Disclosure
Letter (DDL) as discussed in Chapter 2, page
2-9, must be prepared prior to the SSOI to
provide the basis for the information security
and technology transfer proposals. In the SSOI,
an explanation and justification must be
provided for any section of the MOU where
the DoD IA Generator is not expected to be
followed in the MOU. Equitability must be
specifically justified in the SSOI unless one of
the standard calculations contained in Volume
12, Chapter 9 of the DoD Financial Manage-
ment Regulation provides an unambiguous
guantitative basis (e.g., equal cost share) for a
program equitability determinatiohThe
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Department of Commerce will review the during the OSD review and consideration for
potential U.S. industrial base impacts that areapproval. Use of other than the IA Generator
identified in the SSOI. language is likely to cause delays in staffing
the final negotiated MOU.
With RAD approval by OSD, the MOU
negotiations can begin. The MOU will cover MOU negotiations are delegated to the Services
all aspects of the program such as cost shareand OSD representatives will not normally
work shares, industrial teaming arrangementsparticipate in the actual negotiations. Through-
technology sharing, data and patent rights usesut the negotiations, therefore, the PM should
security arrangements, management andeek OSD staff advice on potentially contro-
organizational structure, etc. Depending on theversial areas in the MOU. The amount of ex-
individual Service, the PM may or may not perience on the negotiation team is an important
determine the make up of the MOU negotiatingfactor to consider. The more inexperienced the
team. However, even though the PM may nonhegotiation team, particularly regarding the
determine the team composition or serve as thiegal nuances of MOUSs, the more advice should
chief negotiator, he/she performs a key role irbe sought from either the Service international
the negotiation process and should berogram organization or OSD experts. This
thoroughly familiar with the MOU provisions advice can come from briefings, discussions,
since the MOU serves as the foundation foror reviews of draft MOU language. The PM
execution of the cooperative program. The U.Sshould ensure that affirmative OSD feedback
negotiating team must be knowledgeable of thés received before proceeding with the MOU
DoD positions on all standard MOU issues. Thenegotiations and resolve any differences with
negotiators from potential partner(s) may bethe OSD staff as they arise. PMs should not
very experienced negotiators relative to theirexpect to receive favorable resolution with the
U.S. counterparts; therefore the U.S. team mugDSD staff experts without considerable effort,
be thoroughly prepared to be effective. Theor even at all, in disagreements that exist on
other participants’ negotiators will probably the final MOU because of the U.S. national
also have considerably more flexibility since policy implications of MOU provisions. Each
they are not severely bound by laws, regulaMOU serves as precedent for future MOUs.
tions, and policies, as are the U.S. negotidtors.The OSD staff’s emphasis, therefore, is to
ensure that bad national policy precedents are
The DoD IA Generator is a tool that greatly not established. The effects on the current pro-
assists in developing MOUs. The IA Generatorgram under review are of much lesser concern
language must be tailored for the specifics othan are the effects on the overall U.S. policy.
the program. For standardized sections such dlnalizing MOU negotiations with the potential
security, customs, duties, and taxes, liabilitiegartners without informal OSD staff approval
and claims, etc., the IA Generator providescan set up a very embarrassing situation if OSD
guidance and suggested text. For projectdoes not concur with the final draft MOU
specific sections of the MOU, the IA Generatorduring the formal RFA step. If this occurs, the
provides general guidance. Deviations from thd®M can expect to encounter considerable
IA Generator must be justified and approveddelays in resolving the disagreements or may
by OSD either as part of RAD approval or laterhave to re-open negotiations in order to arrive
in the MOU process. Every sentence and worct an MOU that is acceptable to OSD.
in the final MOU will receive great scrutiny
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When negotiations are completed, the Servicalso requires the preparation of an arms
component sends the RFA to OSD. When OS[zooperative opportunities document for all
completes staffing and approves the MOU, itacquisition programs subject to review by the
is sent to the Department of State for forward-Defense Acquisition Board and any new project
ing to Congress with the required certificationfor which a MNS is prepared. This document
statement (if applicable). OSD will provide the must include:

Service proponent authority to conclude upon

completion of the congressional notification ¢ identification of similar development ef-
process (if applicable). The MOU is then for-  forts or production of similar equipment
mally put into effect by the signature of each by U.S. allies;

participant. Based on the typical MOU time-

line, the entire MOU development process is » an assessment as to whether or not an allied
expected to take at least 270 days but has often system could meet or be modified to meet
taken 18-24 months. For this reason, program U.S. requirements;

funding, contract award dates, and start of work

packages are usually planned based on the an assessment of the advantages and dis-
expected MOU signature date. Significant  advantages with regard to program timing;
delays in the MOU approval/signature process development and life cycle cost; tech-
can jeopardize time-sensitive national funding  nology sharing; and Rationalization, Stand-
from all the participants for a given fiscal year.  ardization, and Interoperability (RSI) of
Likewise, contracts that have been negotiated cooperating on the project with U.S. allies;
on the basis of a cooperative program cannot and

normally be put into effect until all the parties

have signed the MOU. So delays in the MOU « a recommendation on whether or not to
approval and signature process are likely to  explore a cooperative program with U.S.
delay program initiation and PMs should allies.

make contingency plans in the event that MOU

delays occur. DoD Regulation 5000.2-R, 15 March 1996
(Incorporating Change 1, 21 May 1999),
U.S. Laws, Regulations, and Policies Para 3.3.6.2 implements the above legal

requirements by requiring a discussion of
Below are the U.S. laws, regulations, andcooperative opportunities in the program’s
policies that provide the basis for and affectacquisition strategy.
DoD cooperative programs.

DoD Directive 5000.1, 11 May 1999 (Includes
Section 27 of the Arms Export Control Act Change 4), Para 4.2.2specifies a hierarchy
(22 USC 2767provides the authority for DoD of materiel alternatives as: (1) the procurement
to enter into cooperative acquisition pro-(including modification) of commercially
gramswith NATO countries and friendly non- available systems or equipment, the additional
NATO countries. production (including modification) of already-

developed U.S. military systems or equipment,
Title 10 USC 2350a (Nunn)provides the orAllied systems or equipment; (2) cooperative
authority for DoD to enter into cooperative development program with one or more Allied
R&D projects with major U.S. allies. This law nations; (3) new joint Service development
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program; and (4) a new Service-unigueStates without consultation with the Secretary
development program. of State.

12 March 1997 DoD Memorandumon Inter- DoD Directive 5530.3, 11 June 1987
national Armaments Cooperation Policy (Incorporating Change 1, 18 February 1991)
signed by Secretary Cohen directs that DoOnternational Agreements establishes DoD
apply maximum efforts toward cooperation toprocedures for establishing an IA.
include:
NOTE: Deputy Secretary of Defense and the
« engagement of allies in discussions at th@OUSD (AT&L), have issued various stream-
earliest possible stages on harmonizatioining memoranda to provide detailed pro-
of requirements; cedures that supplement DoD Directive 5530.3
procedures for IAs under OUSD (AT&L)
« designation of appropriate defense acquicognizance.
sition programs as international coopera-
tive programs; DoD Financial Management Regulation,
Volume 12, Chapter 9provides requirements
« emphasis on favorable technology transfefor determining equitability in international
decisions to allied cooperative partners; agreements, including funds provided, as well
as nonfinancial contributions (i.e., background
« adequate training for acquisition personnelinformation, manpower, facilities, equipment,
on policies and procedures pertaining tohardware, software, etc.).
cooperative acquisition programs; and

Summary
« funding priority for initiating cooperative
programs. The harmonization process to initiate inter-
national cooperative programs is not an easy
International Agreements undertaking. It is the alignment of defense

priorities of two or more nations, and is the
Case Act (Title 1 USC section 112lgrovides test of whether the basis for cooperation exists.
that in most cases “the Secretary of State shaPMs must be cognizant of the many issues,
transmit to the Congress the text of any interlaws, and policies related to armaments coop-
national agreement, other than a treaty, to whicleration and development of MOUSs in order to
the United States is a party as soon as practbe effective and proceed with confidence.
cable after such an agreement has entered into
force with respect to the United States but inChapter 2 will outline in further detail security
no event later than sixty days thereafter.” It alsaequirements, export controls, and technology
provides that an international agreement, suckransfer considerations for all international
as a cooperative program MOU, may not becooperative programs.
signed or concluded on behalf of the United
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2

SECURITY

“Nations do not have friends. Nations have interests.”
— Henry Kissinger

Introduction The security aspects of an IAP are very impor-
tant and can be quite involved. Failure to handle
This chapter is a summary of the security-them in the planning phase can lead to program
related requirements for an International Ac-delays or disruptions. Compliance is, however,
quisition Program (IAP). An IAP is defined as a PM responsibility. Therefore, PMs should
armaments cooperation that includes co-develmanage IAP security aspects as they do other
opment followed by co-production. The infor- important parts of their program. Specialists
mation presented is the “delta” or additionalwill usually handle the day-to-day details;
requirements that the PM of an IAP must deahevertheless, the PM must be aware of the
with as opposed to a U.S.-only program. How-basics to ensure that the appropriate emphasis
ever, as security requirements are frequentlys applied and that security does not become
updated, the reader should always refer to than impediment to program progress.
most current directives. The primary DoD se-
curity directives that apply to IAPs are DoD As discussed in Chapter 1, IAP PMs must also
Directive (DoDD) 5230.11, DoDD 5230.20, plan for and manage the role that the Depart-
and DoDD 5000.39. Technology transfers arament of State and Department of Commerce,
governed by the International Traffic in Arms OSD, and Service-level participants will have
Regulations (ITAR) and DoDD 2040.2. in program decisions and execution. Addi-
Industrial security policy is set forth in the tionally, foreign governments and contractor
National Industrial Security Operating Manual officials will have a large role in the security
(NISPOM). aspects of IAPs.

This chapter was co-authored by Charles C. Wilson, a former Director of International Security Programs in the Officeettitye Se

of Defense (Policy Support) (ODUSD[PS]). The information presented is condensed from the International Programs Security
Requirements Course offered by the ODUSD(PS), the Defense System Management College (DSMC) International Security and
Technology Transfer/Control Course, and the International Programs Security Handbook published by the DUSD(PS).
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The definitions of terms that are typically
associated with security aspects of IAPs are
found at the end of this chapter, starting on page
2-13.

Security Basics

— Government-to-Governmentlrans-

fer: Classifiedinformation exchange
must be conducted througffficial
channels or other channels that are
agreed upon in writing by the sending
and receiving governments

IAP security can be thought of as what (infor- « 3. The first3 represents thiaree security

mation and articles) can be released to whom
and under what conditions. There are several
basic concepts and common terminology that
all persons involved in an IAP should know
and remember. They are provided below in
bulletized1-2-2-3-3summary form. Each is
explained in greater detail later in this chapter.

« 1. False ImpressionsbDon't create expec-
tations with international partners that
aren’t/can’t be fulfilled.

o 2. The first2 represents thevo fundamen-
tal security considerations

conditionsneeded for disclosure/export.

— Transfer: Recipient agrees not to

transfer to a third country, govern-
ment, person, or other third country
entity without U.S. approval.

— Use:Recipient agrees to use only for

the purpose furnished unless ap-
proved otherwise by the U.S.

— Protection: Recipient agrees to pro-

vide substantially the same degree of
security as the U.S. would provide.

— Accessis providing access to infor- ¢ 3. The secon@represents thtaree basic

mation and defense articles in the best
interests of the U.S.?

— Protection: Can the information be
adequately protected by the recipient
within the definition of U.S. protec-
tive measures.

e 2. The secon@represents thi&vo activi-
tiesthat govern release of U@&assified
information.

— Disclosure Decisions/Vho will have
access to what U.8lassifiedinfor-
mation and is it authorized for release
by the appropriate official in com-
pliance with applicable disclosures
policies?

documentshat provide legal and policy
basis for international program security.

— Arms Export Control Act (AECA):

Governs the export of defense articles
and defense services (i.e., technical
data); forms the legal basis for se-
curity requirements in most DoD
international programs.

Executive Order (EO) 12958 Es-
tablishes the Executive Branch's U.S.
Classified National Security Infor-
mation Program.

National Security Decision Memo-
randum (NSDM) 119: Establishes
the National Disclosure Policy
(NDP), which is the basis for making



decisions on the foreign disclosure ¢ The Department of Commerceoverseas

of classified military information.

An additional security basictisamworkThere

are a lot of resources available to assist PMs in
properly handling the security aspects of an

IAP. Security aspects of an IAP should be

handled using an integrated product team (IPT)
approach, just as IPTs are used for other im-
portant aspects of the program. It's imperative

that PMs ensure that the program Security IPT
is staffed with the appropriate expertise and that

it receives the management emphasis required

to perform its vital role in the program. Alter-
natively, security and technology transfer spe-
cialists can be integrated in another program
IPT.

U.S. Organizations/Roles

The implementation of security and export
controls within IAPs involves many different

U.S. Government organizations both within and
outside of DoD. Their roles are outlined below.

» The Department of Stateadministers the
AECA. The Department of State controls
the export of defense articles and services
and related technical data through the
Office of Defense Trade Controls (ODTC).
The OTDC administers the International
Traffic in Arms Regulations (ITAR), which
implements the AECA. The Department of
State, therefore, is a key player in all DoD
IAPs.

e The Defense Threat Reduction Agency
(DTRA) coordinates DoD positions on
export license applications submitted under
the ITAR. DTRA also coordinates the DoD
position on the export of "dual use” items
(see below).

U.S. industrial interests and promotes U.S.
jobs. The Bureau of Export Administration
(BXA) within Department of Commerce
administers the Export Administration Act
(EAA) concerning export of “dual use” and
commercial items, through the Export Ad-
ministration Regulations (EAR). The De-
partment of Commerce evaluates all pro-
posed IAPs for impacts on U.S. industry
and makes export decisions on “dual use”
items.

The ODUSD(PS)s responsible for secur-
ity policy of DoD international programs.
This responsibility includes security policy
and arrangements for international pro-
grams, international security agreements,
the National Disclosure Policy, and NATO
security policy.

The Assistant Secretary of Defense
(Command, Control, Communications
and Intelligence) (ASD(C3I))is respon-
sible for domestic security programs,
including industrial security policy, and
staff supervision of the Defense Security
Service (DSS). The ASD (C3l) also pro-
vides technical security support for acqui-
sition program protection planning.

The Director, DSSis responsible for as-

suring industry’s compliance with the
NISPOM and thus for implementation and
oversight of the international security
policy within industry.

The Defense Contract Management
Agency (DCMA), by agreement with the
Office of the Under Secretary of Defense
(Policy), carries out important international
program security functions for DSS and the
military departments in locations where
DSS representatives are not available.



Export Control/Technology Transfer

In an IAP, the responsibility for obtaining U.S.
export licenses normally resides with the
contractors involved in the program. However,
the PM has to take an active role in ensuring
that the export control system is responsive to
the program’s MOU work share requirements
or goals and objectives. Excessive delays with
the U.S. export control system can be very frus-
trating to the foreign partner(s) and detrimental
to the overall program, as well as to future
programs. Key elements of export control/
technology transfer are explained below.

e The Arms Export Control Act (AECA)

governs the export of defense articles and
defense services (i.e., technical data) to for-
eign countries and international organi-
zations, and covers both commercial and
government programs. It authorizes a list
of controlled articles, the U.S. Munitions
List (USML), which is contained in the
ITAR published by the State Department.
This act forms the legal basis for the secur-
ity requirements of most DoD international
programs. The Act states that foreign sales
(i.e.,acces¥yshould be consistent with U.S.
foreign policy interests, should strengthen
the security of the U.S., and should contri-
bute to world peace. The Act also requires
the President to give Congress assurances
that the proposed recipient foreign govern-
ment has agreed to certain security condi-
tions regarding the protection of the arti-
cles or information. Listed below are the -
three security-related conditions that must
be satisfied to provide export controlled
defense articles and information to a for-
eign country or international organization.

1. Therecipient country or organiza-

tion agrees not to transfertitle or
possession of the articles or related
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technical data to anyone who is not
an officer, employee, or agent of the
country or organizatiomwithout
prior U.S. Government consent

2. Therecipient country or organiza-
tion agrees not to us¢he articles or
related technical data or permit their
usefor other than the purpose for
which they were furnishedwithout
prior U.S. Government consent.

3. Therecipient country or organiza-
tion agrees tomaintain security and
provide substantially the same
degree of protection as the U.S.
Government

The EAA governs items not on the USML
that have a “dual use,” or both civil and
military use. The EEA is implemented by
the Export Administration Regulations
(EAR) administered by the Bureau of Ex-
port Administration (BXA) in the Depart-
ment of Commerce. The EAR contains
significantly more detailed procedures than
the ITAR—procedures such as the Com-
merce Control List (CCL), which identifies
the controlled items, and the Country List,
which is used in conjunction with the CCL
and other guidance to determine export
authorization requirements. IAPs (and
other programs) must obtain export
approval for “dual use” items.

ITAR Exemptions. The ITAR contains
several exemptions that may apply to an
IAP, and which can greatly facilitate
execution of an IAP. A long-standing ITAR
exemption has been available for U.S.-
Canadian defense trade. This exemption is
currently being renegotiated. The Exe-
cutive Branch has approved the expansion
of the Canadian exemption to cover other



nations in order to facilitate defense ex-
ports. Although not targeted specifically to
IAPs, these types of exemptions could
make it significantly easier to execute an e
IAP.

Any IAP implemented by an IA may
receive an exemption from licensing
technical data (including classified) under
Part 125.4(b)(11) of the ITAR. This type
of ITAR exemption must be approved in
writing by the ODTC. If granted, the
exemption may be limited to certain forms
of technical data. This type of exemption
can significantly reduce the management
complexity (and cost and schedule) for an
IAP. Other ITAR exemptions may be appli-
cable and should be considered. Requests
for ITAR exemptions should be submitted
by the appropriate contractor(s) early in the
program so that execution plans can be
made based on whether the exemption is
granted or not. Modifying the acquisition

originator. It also requires the protection
of foreign government information.

National Security Decision Memoran-
dum (NSDM) 119 comprises the basic
national policy governing decisions on the
disclosure of classified military informa-
tion (CMI) to foreign governments and
international organizations. It governs
disclosures of CMI under both government
and commercial programs. NSDM 119
reiterates the basic requirements of the
AECA and EO 12958. It emphasizes that
classified military information is a national
asset and the U.S. Government will not
share it with a foreign government or inter-
national organization (i.e., permit access)
unless its release will result in a clearly
defined benefit to the United States and the
recipient government or organization will
provide substantially the same degree of
protection.

plans in IAP based on denial of an ITAR Handling of Information

exemption request can create significant

problems because of the expectations oProper handling of information must be em-

the partner nations.

phasized in IAPs. IAPs are likely to encounter

requirements to handle types of information
Executive Order (EO) 12958 stablishes normally not found in U.S.-only programs.
the Executive Branch’s Classified National Below are requirements and considerations for
Security Information Program. It provides the handling of such information in IAPs.

for levels of U.S. classified military infor-
mation: Confidential, Secret, and Top *
Secret. It directs that access may be granted
only when required to perform or assist in
a lawful and authorized governmental
function. Further, persons authorized to
disseminate classified information outside
the Executive Branch shall assure the
protectionof the information in a manner
equivalent to that provided within the
Executive Branch. The EO also states that
classified information cannot be transferred
to a third party without the consent of the

2-5

For Official Use Only (FOUO). Although

not unique to IAPs, FOUO handling pro-
cedures in an IAP must be an area of man-
agement emphasis because of the involve-
ment of foreign person&OUO informa-
tion must be secured in a manner that pre-
cludes unauthorized access (e.g., locked in
a desk drawer, file cabinet, or room to
which access is controlled). It must be
transmitted using secure voice, fax, or
email, or encrypted (unless the originator
waives this requirement). It may be mailed



using first class or parcel post. It should be
destroyed by shredding or tearing into
small pieces so that reconstruction is dif-
ficult. Unauthorized disclosure of certain
FOUO information can result in criminal
or administrative sanctions.

Controlled Unclassified Information
(CUI. CUI (see definition on page 2-13)
when used in international programs will
be marked to identify its “in confidence”
nature. An example of CUI is unclassified
technical data in an IAP. The data may not
be lawfully exported without an export e
authorization/license.

Foreign Government Information (FGI).
FGI (see definition on page 2-14) must be
classified under EO 12958 in order to re-

the program documentation specifies
otherwise. Information involved in NATO
programs that originated from other than a
NATO civil or military body remains the
property of the originator, but the medium
containing the information is to be pro-
tected under NATO policy. See Appendix
B for a summary of the NATO security re-
quirements and instructions for U.S. per-
sonnel. (Note that IAPs involving NATO
member nations are often mistaken for
NATO programs when they are not.)

Classified Information is handled in the
same manner as classified information in
U.S.-only programs. The next section des-
cribes the procedures for sharing classified
information.

ceive protection equivalent to that providedSharing Classified Information

by the originating government or organiza-

tion. In the U.S., foreign RESTRICTED The two fundamental security considerations
and CUI must be marked with the foreign that must be addressed prior to participation in
government marking (in English) and is a program involving the sharing of classified

normally marked “CONFIDENTIAL-

U.S. defense articles or information with

Modified Handling Authorized.” It is another country or international organization
generally handled following the same areaccess and protectionThe fundamental
procedures as FOUO. The basic three sequestions that must be asked when considering
curity conditions discussed earlier for U.S. providing classified defense articles or infor-
information (transfer, use, and security) mation to a foreign government or international

apply to U.S. handling of FGI.

organization are: is access in the best interest

of the U.S.?; and will adequate protection be

NATO Programs/NATO Information.
For NATO programs (see definition on

provided?

page 2-14), NATO security regulations ap-To satisfy the above two considerations, the
ply to the protection of NATO information government-to-government principle is applied
(see definition on page 2-14). U.S. acqui-to the actual disclosure or export decision and
sition personnel in an IAP that is an official to the transfer of classified articles and data.
NATO program must, therefore, know and First, disclosure decisions(based on the
follow the NATO security regulations as AECA, EO 12958, and NSDM 119) are deci-
well as U.S. security regulations. Onesions on whether thg.S. Government will
important aspect of NATO programs is thatrelease classified information @nother
program information from them is horm- Government or International Organization.

ally available to all NATO members unless If the answer iges, then the transfer must be

2-6



made through official “government-to-govern- Disclosure

ment” channels (e.g., military postal service or

government courier service) or other channel§ he National Disclosure Policy (NDP)
approved by the responsible governments (i.egoverns the disclosure of CMI to foreign
government-to-government transfer). This isgovernments and international organizations.
necessary so that government accountabilitfhe NDP is based on NSDM 119 and is
and control can be maintained until custody ismplemented by the NDP-1 document. The
officially transferred and the recipient govern- NDP-1 is updated annually by the NDP Com-
ment assumes responsibility for the custodymittee (NDPC)(see Appendix C for NDPC
and protection of the articles or information membership). Delegation of authority charts
pursuant to bilateral security agreements andre annexes to NDP-1 and provide the basis
the provisions of the applicable programfor making disclosure decisions on a country
agreement. by country basis (see Appendix D for an ex-
ample NDP-1 chart). Rrinciple Disclosure
Authority orDesignatedDisclosure Author-

ity within DoD commands, agencies, and major
Itis imperative that personnel involved in IAPs staff elements make disclosure decisions in ac-

False Impressions

do not create false impressioatthe U.S.

cordance with the NDP. Appendix E provides

Government’s willingness to release classifieda list of the DoD Principal Disclosure Author-
information. Therefore, in considering possibleities. In addition to the classified information
participation in an international program, thebeing within the levels specified in the charts
highest level of classified information required (i.e., delegated disclosure levels), a decision to
for participation must be determined before anydisclose CMI must satisfy each of the following
commitment is made. Before any informationconditions:

can be released, a favorable disclosure decision
by a designated disclosure authority is required..
regarding the highest level of information to
be involved. An exception to the National Dis-
closure Policy may be required if disclosure2.
authority has not been delegated, or disclosure
does not meet other foreign disclosure criteria
and conditions. This applies to contractors as.
well. PMs should monitor program contractors
in this regard. There have been many occasions
when false impressions have been created in
the past involving personnel at all levels. Theset.
situations are embarrassing to all involved (the
U.S. Government, DoD, parent organizations,
and the direct participants). Creating false
impressions hinder not only the current IAP5.
involved, but also will be remembered by our
international partners when considering future
international programs of any type with the
U.S. Government.

disclosure is consistent with U.S. foreign
policy;

disclosure is consistent with U.S. military
and security objectives;

the recipient will protect the information
in substantially the same manner as the
U.S. would;

disclosure will result in benefits to the U.S.
at least equivalent to the value of the
information disclosed; and

the information disclosed must be limited
to that which is necessary to fulfill the
purpose of the disclosure.



If a disclosure is deemed to be in the besProgram Documents
interest of the U.S. but is not consistent with
the delegated disclosure levels and the fivelhe following security-related documents are
criteria above or the NDP-1 policy statementsnormally required for an IAP. These documents
or if another Department or Agency that ownsmust be written early and tailored for the
or has an interest in the information does nospecific program in order to be useful for
support the disclosure, a request for an excegrogram execution.
tion to the NDRcan be submitted. NDP excep-
tions will normally be sponsored by the NDPC Program Protection Plan (PPP).The PPP
member from the Department or Agency thatrequirement is not unique to an IAP; however,
is to initiate a program involving the disclosurein an IAP the PPP will have added importance
of classified military information. Contractors because of the inherent foreign involvement.
have no direct input into a request for anThe purpose of the PPP is to protect defense
exception to the NDP. The information requireditems and technical information from hostile
for a request for exception to the NDP iscollection efforts and unauthorized disclosure.
covered in the OSD International ProgramsDoD Regulation 5000.1R requires all acquisi-
Security Handbook. Exception requests will betion programs to identify sensitive information
forwarded through channels to the NDPC andandtechnologies or Critical Program Informa-
a decision will be made within ten days so longtion (CPI) early in the acquisition cycle and
as unanimous agreement can be reached. Whémen to prevent inadvertent or unauthorized
unanimity cannot be reached, there are prodisclosure on a continuing basis. The program
cedures for obtaining a decision, including,Security Classification Guide identifies classi-
ultimately, an appeal to the Secretary or Deputyied information within the program. The PM
Secretary of Defense. is responsible for obtaining approval of the
Security Classification Guide and ultimately
All disclosure decisions (including denials) aredetermining the classification of all program
required to be recorded in the Foreign Dis-information. PPP policy and procedures are
closure and Technical Information Systemcontained in DoDD 5000.39.
(FORDTIS) database. The primary purpose of
FORDTIS is to assist disclosure authorities inTA/CP. The TA/CP is a critical part of the PPP
making future disclosure decisions. In urgentfor an IAP. The purpose of the TA/CP is to:
situations, the Secretary or Deputy Secretary
of Defense may be asked to render a disclosure. assess the feasibility of foreign parti-
decision as an exception to policy. PMs should  cipation in the program from a foreign dis-
also be aware that the disclosure of certain closure and technology security perspec-
categories of information are governed by tive;
separate laws, regulations, and policy (i.e., SCI,
COMSEC, Nuclear, etc.). Therefore, PMs mus®. assist in preparing negotiating guidance;
be cautious not to create false impressions
about the disclosure of this type of information3. identify security arrangements for the pro-
until disclosure authorization has been obtained gram;
from the responsible agency.
4. assist in drafting the delegation of dis-
closure letter (DDL);



5. support the acquisition decision processpelegation of Disclosure Authority Letter
and (DDL) explains classification levels, cate-
gories, scope, and limitations on information
6. assistin making decisions on foreign mili-that may be disclosed to a foreign recipient.
tary sales (FMS), commercial sales, and~or an IAP, it is based on the TA/CP. The DDL
co-production or licensed production of theis approved by the Milestone Decision Author-

system. ity (MDA) in close coordination with the Prin-
cipal or Designated Disclosure Authority, and
A TA/CP has four parts: must be kept current throughout the acquisition
phases and with changes in the program. DDLs
1. Program Concept; provide guidance for personnel who make

disclosure or licensing decisions on the pro-
2. Nature and Scope of the Effort and Objectivegram A DDL should be prepared as soon as
foreign participation is anticipateBailure to

3. Technology Assessment; and prepare a DDL early can result in program
delays and political embarrassment, and
4. Control Plan. possibly jeopardize future cooperation on the

program. DDL’s are normally “U.S.-Only” and
Parts 1 and 2 provide general program informay be classified.
mation to help provide a context for users of
the TA/CP. Multinational Industrial Security Working

Group (MISWG) Documents. The MISWG
Part 3, the Technology Assessment, identifiess composed of the NATO countries, less
and analyzes the critical military capability or Iceland. The MISWG documents contain
technology that requires protection. Emphasisommon security procedure guidelines that the
should be placed on the value of the technologgountries have collectively agreed to use, thus
and system in terms of military capability, sus-reducing the burden of developing program
ceptibility to compromise, foreign availability, specific security procedures. See Appendix F
and likely damage in the event of compromisefor a summary of the MISWG documents. The
For any type of foreign involvement, the assessMISWG documents should be used as the basis
ment must provide a risk-benefit analysis. Itfor developing the Program Security Instruction
must consider phasing the release of classifie(PSI) for any bilateral or multinational IAP with
and unclassified information. It must answerU.S. involvement (including I1APs with non-
“how” the U.S. achieves operational and tech-MISWG countries). In order to use the MISWG
nological benefits from foreign involvement in documents effectively, they must be tailored for
the program. the specific IAP.

Part 4, the Control Plan, must identify “how” PSI. A PSl is usually required by the program
to minimize the potential risks and damage taMOU for an IAPto document special security
the U.S. The control plan for an IAP should procedures for handling and controlling access
consider phasing release of information toto program information (e.g., CMI and CUI).
match program needs, release of informatiorA PSI rationalizes the security requirements of
to foreign nationals working U.S. facilities and the participating governments and establishes
U.S. persons working at foreign facilities. standard security procedures for the program.
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Its preparation must involve all program < It serves to facilitate administrative ar-
participating countries and any contractors. The  rangements associated with the visit.

PM must provide guidance on its content.

Guidance should take into consideration theAll foreign national visits (including foreign
possible use of each of the other MISWG docu€ontractors) that involve U.S. or foreign
ments (in general, not all will be used, so onlygovernment classified information must be
those for which a use is anticipated should beequested through government channels and
in the PSI); any special security requirementgnust follow the procedures set forth in DoDD
identified in the Program Protection Plan or TA/5230.20 and the DoD Foreign Clearance Guide
CP; and requirements identified by other parti{DoD 4500.54-G), and, for contractors, the
cipating countries or by participating con- NISPOM. Visit requests (to the U.S.) must
tractors. It is advisable to form a security work-normally be received 30 calendar days prior to
ing group, subordinate to the steering committhe visit. Requests for documentary information
tee or head of the joint program office, to form-must normally be submitted though the visitor's
ulate the requirements for the PSI. Securityembassy; if a visitor is to take custody of classi-
specialists from all participating countries fied information, the pertinent visit request
should comprise the working group, and advicemust specify that the visitor is authorized by
should be sought from participating the requesting government to act as a courier,

contractors. and the visitor must possess courier authori-

zation documents. Each Service has unique
Visits and Assignment (although similar) procedures for processing
of Foreign Nationals visit requests. There are three types of inter-

national visits.
International visits account for more transfers
of CMI/CUI than all other transfer mechanisms ¢ One Time Visits Single, short-term visit
combined. They are also a necessary aspect of (less than 30 days), for a specific purpose.
IAPs and must be planned for properly. While
they are necessary, they also present significant Extended Visits Single visit, for an ex-
security risks. It is imperative, therefore, that  tended period (up to one year), in support
personnel involved in IAPs know and of a government approved program or
understand the procedures for obtaining contract.
authorization for international visits, as well
as the security requirements. The visit requeste Recurring Visits. Intermittent, recurring
process serves three important functions: visits covering a period up to one year in
duration in support of a government ap-
» It provides a means for consideration of  proved program or contract. Recurring visit
disclosures of information related to the  approvals for personnel involved in an IAP
visit. can provide flexibility for short notice visits
and reduce associated visit administrative
* Itis the means for the requesting govern-  burdens. To be effective, recurring visit
ment to provide security assurances on the authorizations must be putin place as early
visitors and their firms and if needed, as possible.
authorize the visitors to receive CMI on
its behalf.
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A Country Clearance is required for U.S. Technology Control Plan (TCP)

government visits to overseas government oifhe ITAR and NISPOM require a TCP when
cleared contractor facilities. Requests musforeign nationals are assigned to a cleared con-
normally be submitted at least 30 days intractor facility on an extended visit author-
advance. The Country Clearance request mustation and for foreign nationals who are em-
be approved by the host government. Inployed by the contractors. Minimal require-
addition, a Theater Clearance is required foments for a TCP are contained in Appendix G.

visits to U.S. military facilities. The request for

visit authorization is used to obtain Country Other IAP Security Considerations

and Theater clearances. Again, guidance is
contained in DoDD 5230.20 and the DoD -
Foreign Clearance Guide.

The assignment of foreign nationals in support
of an IAP is common. Foreign nationals will
normally be assigned as either Liaison Officers
(National Representative) or Cooperative Pro-
gram Personnel. In either situation, the follow-
ing access and control requirements must be
followed. .

« Unique passes to identify the person as a
foreign national must be worn on the outer
clothing.

e The DDL covering the assignment must
specify information access limitations,
identify a contact officer, and include any
special instructions.

« A contact officer must be appointed who
is responsible for supervising the activities
of the foreign national. The contact officer
must be experienced and familiar with DoD
disclosure and visitor policies, and the
DDL provisions.

* Non-escorted access to DoD facilities for
foreign nationals is possible as long as the
above provisions are followed; there is reci-
procity by the other government; there is a
frequent need for access for official poses;
access controls can be established at the facil-
ity; and a DoD sponsor provides justification.
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NISPOM. The NISPOM (see definition on
page 2-14) contains, in addition to indus-
trial security procedures for an IAP, the
security clauses that must be placed in
international contracts that entail the trans-
fer or production of classified information.
Chapter 10 of the NISPOM contains
procedures that are applicable to IAPs.

Foreign Ownership, Control, or Influ-
ence (FOCI). The purpose of the FOCI
process is to protect U.S. classified infor-
mation that is held by U.S. companies un-
der FOCI. There are five different FOCI
arrangements that have been developed to
accommodate various levels of foreign
involvement. These arrangements are:

a voting trust agreement/proxy agree-
ment;

— a board resolution;
— a special security agreement;

— security control agreement; and

limited facility clearance.

These FOCI arrangements are ex-
plained in the OSD International Pro-
gram Security Handbook. Although
implementation of FOCI arrangements
are the responsibility of the Defense



Security Service, IAPs that have indus- Significant Differences
trial involvement from companies with With Foreign Partners

FOCI arrangements and possible access

limitations should be aware of these PMs should be aware of IAP differences with
arrangements and ensure they ardoreign partners.

considered in program management.

« Committee on Foreign Investment in the

U.S. (CFIUS). The 1988 Exon-Florio
Amendment to the 1950 Defense Produc-
tion Act gives the President of the United
States the authority to intervene in certain
foreign acquisitions and mergers involving
U.S. companies when there are national
security concerns. Responsibility for inves-
tigating the acquisitions and mergers and
preparing recommendations for the Presi-
dent was assigned to the CFIUS.

General Security Agreements (GSA).
Also called General Security of Informa-
tion Agreements (GSOIA) and General
Security of Military Information Agree-
ments (GSOMIA). These are bilateral
agreements between the U.S. and a foreign
government on the protection and security
of information. When in place these GSAs
provide the basis for implementing the
three basic security conditions from the
AECA (transfer, use, and protection).

Industrial Security Agreements. Indus- .
trial security agreements have been nego-
tiated with those governments with which
DoD has entered into agreements involving
defense-industrial cooperation. These
agreements, which are annexes to the GSA,
contain procedures for handling classified
information in industrial operations that
will apply to IAPs.
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Foreign Person— in the European Union
(EV) persons from another EU country are
not considered foreigners with regard to
job availability. They may, however, be
foreign persons in terms of U.S. export
control policies. When negotiating I1AP
agreements, it should be determined if any
of the foreign participant countries or their
contractors will be employing nationals
from a non-participating country. If this
possibility exists, procedures for handling
such situations must be worked out prior
to conclusion of the program agreement.

Export control — in some countries, in-
cluding some of the NATO allies, oral or
visual disclosure to a foreign individual is
not considered an export. Moreover, an
export does not occur unless material items
that are controlled leave the country. These
facts should be considered in connection
with the above point, and if necessary,
handled by provisions in the program
agreement.

Security — the security programs for many
foreign governments are based on laws that
give the government significant control
over any person who has access to classi-
fied and, in some cases, unclassified official
information. Such governments also have
a hand in the appointment of company
security officials. Many NATO countries
have adopted NATO security policies by
law. U.S. security programs are for the
most part based on an Executive Order and
depend on detailed procedures, albeit U.S.
record and accounting requirements are



often less stringent than those of many ¢ Failure to properly identify type of program
allies. As a consequence, the U.S. operates (NATO or multi-national non-NATO) and
parallel security programs for nationaland  applicable governing laws and/or policies;
foreign government information. and

Lessons Learned  Failure to plan early enough for acquisition

of appropriate equipment for secure com-

PMs must be cognizant of the many security  munications among program partners and
aspects within their IAPs. Some of the past contractors.
mistakes that have been made are listed below.

Definition of Key Terms
Visitors not wearing distinctive badges and
poorly controlled, leading to embarrass-Below are definitions of terms typically asso-
ment for all concerned; ciated with |IAPs:

Emergency visit requests made and denie€lassified Military Information (CMI) is any
because they were routine in nature andnformation lawfully and properly classified
should have been planned ahead of time;lIAW EO 12958 or successor orders and devel-

oped by or for the DoD or is under its control
Faxing, e-mailing, or other transmission of or jurisdiction. For an IAP, this information
FOUO and foreign government RESTRICT- should be detailed in the program Security
ED information by non-secure means;  Classification Guide (which the PM establishes

and publishes).
Transmission to a foreign person of Con-
trolled Unclassified Information by telefax, Controlled Unclassified Information (CUI)
e-mail, or telephone without appropriate is unclassified information to which access or
disclosure/export license or authorization;distribution limitations have been applied in

accordance with applicable national laws or
Agreeing to establish a program as aregulations. For the U.S., CUI is official gov-
“NATO Program” without realizing the ernment information that is unclassified, but
implications; that has been determined by designated officials

to be exempt from public disclosure under
Failure to establish government-to-govern-FOIA including certain export controlled
ment transfers and obtain receipts forinformation as described in DoDD 5230.25.
international transfers;

“Deemed Export” is the oral or visual disclo-
Failure to establish recurring visit authori- sure IAW the ITAR “Export” provisions below.
zations early;

Disclosure Authorization refers to a decision
Failure to prepare security documentationby a designated authority that is required prior
(TA/CP, DDL, etc.) early and in sufficient to the disclosure of classified information to
detail; foreign nationals.
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For Official Use Only (FOUOQ) information  provided by a foreign national’s government
is unclassified official U.S. government infor- that the person is representing or is sponsored
mation that is exempt from public release wherby the government and has the requisite level
its withholding is approved by an appropriateof security clearance, and that the government
DoD official. will be responsible for classified information
that is provided to the foreign national. (A
Foreign Government Information (FGI) is  security assurance on a facility is a certification
information that has been provided by a foreigrthat they have the requisite security clearance
government or international organization, orand storage capability for classified informa-
jointly produced, with the expectation that thetion. A security assurance on a national seeking
information will be treated “in confidence.” The employment and access to classified informa-
information may be classified or unclassified.tion in another country is a certification that
In addition to TOP SECRET, SECRET, andthe individual could be cleared to a stated level.)
CONFIDENTIAL, many foreign governments
have a fourth level of security classification, U.S. Munitions List (USML) is a part of the
RESTRICTED, as well as CUI. ITAR that contains the defense articles (inclu-
ding related technical data) that are controlled.
International Traffic in Arms Regulation
(ITAR) is a regulation that implements the Key Definitions from the ITAR:
Arms Export Control Act (AECA) and governs
the export of defense articles and services. Defense Articlemeans any item identified on
the USML. The State Department designates
NATO Information is information provided the items on the USML with the concurrence
to NATO by a member nation, a non-NATO of the DoD. An article or service may be
nation or international organization, or which designated a defense article or service if it is
originates in NATO civil or military bodies.  specifically designed, developed, adapted, or
modified for military application and has
NATO Programs are those programs that significant military or intelligence applicability
NATO officially designates as NATO programs such that ITAR controls are necessary.
and are managed by a NATO agency under
NATO regulations. They normally are com- Defense Serviceneans:
monly funded.
1. The furnishing of assistance (including
NISPOM is the National Industrial Security training) to foreign persons whether in the
Program Operating Manual, which contains  U.S. or abroad in the design, engineering,

U.S. industrial security procedures. development, production, manufacture,
assembly, operation, testing, repair, main-
Public Domain Information is information tenance, modification, demilitarization or

that is published and generally available to the  use of defense articles.
public through subscriptions, journals, etc.

2. The furnishing to foreign persons of any
Security Assurance for the purpose of visits technical data controlled under Paragraph
by foreign nationals representing or sponsored 120.10 of the ITAR (see below), whether
by their governments, is a written certification in the U.S. or abroad.
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Export generally means: subdivision of foreign governments (e.g.,

1.

diplomatic missions).
Sending or taking a defense article out of
the U.S. in any manner; Licensemeans a document bearing the word
license issued by the Director, Office of De-
Transferring registration, control, or own- fense Trade Controls or his/her authorized
ership to a foreign person of any aircraft,designee, which permits the export or tem-
vessel, or satellite covered by the USML, porary import of a specific defense article or
whether in the U.S. or abroad,; defense service.

Disclosing (including oral or visual dis- Technical Datameans:
closure) or transferring in the U.S. any
defense article to an embassy, any agency. Information, other than software, that is

or subdivision of foreign government; required for the design, development, pro-
duction, manufacture, assembly, operation,
Disclosing (including oral or visual dis- repair, testing, maintenance, or modifi-

closure) or transferring technical datatoa  cation of defense articles. This includes,

foreign person, whether in the U.S. or  for example, information in the form of

abroad; or blueprints, drawings, photographs, plans,
instructions, and documentation;

Performing a defense service on behalf of,

or for the benefit of, a foreign person, 2. Classified information relating to defense

whether in the U.S. or abroad. articles and defense services;

Foreign Persongenerally means any natural 3. Information covered by an inventory
person thatis nota U.S. citizen or U.S. national, secrecy order; or

a lawful permanent resident alien, or otherwise

protected individual. It also means any foreignd4. Software directly related to defense arti-
corporation, business association, partnership, cles.

trust, society or any other entity or group that

is not incorporated or organized to do businesslote: The Department of Commerce’s defini-
in the U.S., as well as international organiza-tion of technical data is slightly different.
tions, foreign governments, and any agency or
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