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 Nextgov reports that NASA networks contain security weaknesses that open up highly 
sensitive personal and scientific data to hackers, possibly affecting space missions, 
according to a report released on October 15 by the Government Accountability Office. 
(See item 12) 

 Bloomberg reports that a billionaire hedge-fund manager, who founded the Galleon Group 
in 1997, was arrested with five alleged conspirators in New York and California on 
October 16 in what prosecutors called the biggest insider-trading ring targeting a hedge 
fund. (See item 16) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 19, Barnesville Herald-Gazette – (Georgia) Huge propane cavern may be 
leaking; neighbors offered relocation. Low levels of propane have been detected in 
soil and water samples taken on and around the site of a huge underground gas storage 
cavern near Milner and some residents nearby may be temporarily relocated. The 

http://www.dhs.gov/
http://www.esisac.com/
http://www.esisac.com/
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cavern, owned by Enterprise Propane Terminals & Storage, is located 340 feet 
underground and holds 220,000 barrels or 9.24 million gallons of propane. Enterprise is 
emptying the underground facility in order to further study the situation. Three above 
ground tanks at the location contain an additional 90,000 gallons of propane each. The 
company detected the leak while testing on its own property. Subsequent tests on a few 
neighboring properties have also been positive.  
Source: http://www.barnesville.com/archives/1462-Huge-propane-cavern-may-be-
leaking;-neighbors-offered-relocation.html 

2. October 19, Kearney Hub – (Nebraska) Cause of train derailment near Overton 
Saturday still unknown. The cause of a train derailment early Saturday morning west 
of Overton remains unknown. According to a spokesperson for the Union Pacific 
Railroad, 39 of 136 cars on an eastbound train derailed about 12:13 a.m. Saturday about 
3.5 miles west of Overton. He said the derailment closed all three rail lines in the area. 
One re-opened at 5:55 p.m. Saturday. The second re-opened at 9:35 p.m. Saturday and 
the third line re-opened at 3 a.m. Sunday. There were no injuries in the accident. The 
train was carrying coal from Wyoming to Arbor, Nebraska. He said Union Pacific is 
not sure yet how much coal was lost in the derailment. “We don’t have that yet. There’s 
just a lot to figure out, and our first priority was to get the track cleaned up,” he said. 
The Dawson County sheriff said his department assisted the railroad with traffic 
control. The Union Pacific Railroad spokesperson said the crossing at 440th Road was 
closed for a while. The investigation into the cause of the derailment continues. 
Source: http://www.kearneyhub.com/news/local/article_d2feabfa-bcd1-11de-b638-
001cc4c03286.html 

3. October 19, Vallejo Times-Herald – (California) Benicia gets grant to protect 
refinery. The Benicia Police Department is getting Department of Homeland Security 
grant money meant to help prevent terrorist attacks against the Valero oil refinery, city 
officials say. The so-called Buffer Zone Protection Plan grant program will provide 
$194,000 for radio communication equipment, video and still cameras, binoculars, rifle 
scopes, lighting and GPS devices, the Benicia Police chief said. Benicia City Council 
approval — expected Tuesday — is needed to accept the California Emergency 
Management Agency grant funds. The Department of Homeland Security has identified 
the Valero refinery as “critical infrastructure,” making the police department eligible 
for the funding. The federal department notified city and county officials in February 
about the grant award, according to a city staff report. The report says the funding is for 
purchases meant “to deter attacks against critical infrastructure” and “will bolster the 
preventive, response and protective measures of state and local efforts against terrorist 
attacks and threats.” Built in 1968 on the grounds of the old federal Benicia Arsenal, 
the refinery has a crude oil capacity of 170,000 barrels per day. It also produces 25 
percent of Northern California’s asphalt supply, according to its Web site. Valero 
acquired the plant from ExxonMobil in 2000. A spokeswoman for Valero said the 
refinery has also received Homeland Security funds for protection against terrorist 
threats. 
Source: http://www.timesheraldonline.com/ci_13592975?source=most_viewed 

http://www.kearneyhub.com/news/local/article_d2feabfa-bcd1-11de-b638-001cc4c03286.html
http://www.kearneyhub.com/news/local/article_d2feabfa-bcd1-11de-b638-001cc4c03286.html
http://www.timesheraldonline.com/ci_13592975?source=most_viewed
http://www.barnesville.com/archives/1462-Huge-propane-cavern-may-be-leaking;-neighbors-offered-relocation.html
http://www.barnesville.com/archives/1462-Huge-propane-cavern-may-be-leaking;-neighbors-offered-relocation.html


 - 3 - 

4. October 18, San Joaquin Record – (California) Gas leak caused by faulty 
vent. Residents of San Joaquin and Solano counties reported smelling natural gas in 
their neighborhoods Friday night and Saturday, prompting a flood of calls to utility 
officials who said there was no danger. A faulty vent on a gas pipeline at McDonald 
Island, about 10 miles west of Stockton, released an unknown amount of gas, a Pacific 
Gas and Electric Co. spokeswoman said. The problem was discovered about 10 a.m. 
Saturday and repairs were under way, she said. The smell may have been intensified by 
another release of natural gas during routine maintenance on a transmission line outside 
Suisun City. “There is no public safety hazard,” the spokeswoman said. It was unclear 
why this weekend’s leak was noticeable over such a large area; the spokeswoman said 
the gas was leaking at a slow rate, but did not know how much had been emitted 
overall. 
Source: 
http://www.recordnet.com/apps/pbcs.dll/article?AID=/20091018/A_NEWS/910180320 

5. October 17, Reuters – (International) Police arrest 21 people at UK coal plant 
protest. Police clashed with environmental activists and arrested 21 people during a 
day of protests at a coal-fired power station in central England on Saturday. While 
hundreds joined a largely peaceful demonstration outside the main gates of German 
utility E.ON’s plant in Ratcliffe-on-Soar, Nottinghamshire, scuffles broke out around 
the perimeter fence when smaller groups tried to break through in an attempt to close 
the power station. One policeman was flown to hospital with head injuries after being 
hurt while trying to keep people from entering the plant. Protest organizers said several 
demonstrators suffered minor injuries. Nottinghamshire Police said officers were 
attacked during “concerted efforts to tear down perimeter fencing and enter the site.” 
Camp for Climate Action, the environmental campaign group behind the protest, said 
some of its members needed treatment for bruising and dog bites. An E.ON spokesman 
said the plant would continue to operate as normal unless protesters enter operational 
areas. “We have increased security and got extra fencing and we are working very 
closely with police,” he said, adding that E.ON is investing heavily in wind power and 
has plans to close other coal-powered stations. The protests were due to continue on 
Sunday morning.  
Source: http://www.reuters.com/article/environmentNews/idUSTRE59G1SU20091017 

6. October 16, Associated Press – (Massachusetts) Manhole explosion in Medford. A 
Medford, Massachusetts, manhole fire has forced a building evacuation, halted all 
downtown traffic and knocked out power in the central of town. A Medford police 
lieutenant said the manhole fire on Main Street across from the police department 
building began the morning of October 16, but caused no injuries. He said National 
Grid officials have estimated that utility workers may not be able to safely access the 
underground area and reroute power before early afternoon. National Grid reported on 
its Web site that around 7,200 were without power in Middlesex County. The lieutenant 
said motorists should avoid Medford Square for the rest of the afternoon. The area has 
been blocked off. 
Source: 

http://www.recordnet.com/apps/pbcs.dll/article?AID=/20091018/A_NEWS/910180320
http://www.reuters.com/article/environmentNews/idUSTRE59G1SU20091017
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http://www.myfoxboston.com/dpp/news/local/manhole_explosion_in_medford_101609
# 

[Return to top]  

Chemical Industry Sector 
 

Nothing to report 
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. October 19, Reuters – (California) PG&E Calif. Diablo Canyon 1 reactor back at 
full. PG&E Corp’s (PCG.N) 1,118-megawatt Unit 1 at the Diablo Canyon nuclear 
power plant in California returned to full power by early Monday from 50 percent early 
Friday, the U.S. Nuclear Regulatory Commission said in a report. The company 
reduced the unit output to clean debris from the cooling water system following a 
storm. 
Source: http://www.reuters.com/article/marketsNews/idUSN1936445020091019 

8. October 17, Mid Hudson News – (New York) Security exercises planned at Indian 
Point. Entergy will be conducting training exercises for its security officers at its 
Indian Point nuclear power plant beginning Monday, October 19, using simulated 
weaponry that sounds like gunshots. During the exercises, persons near the site may 
hear the sound of simulated gunfire or other loud noises. The training exercises will 
occur during the evening on Monday and Wednesday for the next two weeks. Local 
officials and law enforcement agencies have been informed of the events. Entergy 
Security will be using a technical innovation for the exercises known as “MILES” gear, 
or Multiple Integrated Laser Engagement Systems, which duplicate the effects and 
sounds of live ammunition. The simulated movement and shooting accuracy of the user 
and other data are collected by a computer for analysis.  
Source: http://www.midhudsonnews.com/News/2009/October09/17/IP_sec_exer-
17Oct09.html 

[Return to top]  

Critical Manufacturing Sector 

9. October 18, San Diego News Network – (National) Report: Toyota faulty throttles 
caused by more than jammed car mats. The deaths of an off-duty California 
Highway Patrol officer and his family in a runaway Lexus, its brakes on fire, point to a 
troubling possibility that millions of Toyota and Lexus autos on American roads have 
serious throttle control problems, it was reported October 18. The Los Angeles Times 
analyzed public records on runaway Lexus and Toyota autos, and reports that the 
malfunction that killed the San Diego-area family may have been far more serious than 

http://www.reuters.com/article/marketsNews/idUSN1936445020091019
http://www.midhudsonnews.com/News/2009/October09/17/IP_sec_exer-17Oct09.html
http://www.midhudsonnews.com/News/2009/October09/17/IP_sec_exer-17Oct09.html
http://www.myfoxboston.com/dpp/news/local/manhole_explosion_in_medford_101609#


 - 5 - 

a floor mat jammed on a gas pedal. The newspaper quotes experts who say that the 
keyless ignition, automatic transmission controls, and computerized gas throttle 
controls combine to make millions of Toyota and Lexus cars susceptible to a stuck gas 
pedal that overwhelms brakes, making it impossible for even a trained Highway Patrol 
officer to save his family’s lives as their car sped at 120 mph. Toyota has blamed the 
stuck gas pedal on floor mats, and ordered the recall of 3.8 million cars dating back to 
2004. But experts interviewed by The Times say there may have been other factors as 
well: The Lexus sedan was equipped with an automatic transmission control that 
mimics old-fashioned manual shifters, making it difficult for a driver to shift to neutral 
while the car is moving; the power assist brakes rely on a vacuum that diminishes as 
the engine revs faster, reducing the braking assistance to near zero if the engine is 
roaring; the manual brakes are unable to stop a 272-horsepower engine getting an open 
throttle and moving 120 mph; the keyless ignition system requires a driver to hold a 
dashboard button down for three seconds to turn the engine off, a fact that is disclosed 
in the vehicle manual but may not be obvious to a motorist. And perhaps most-
damning, the car’s computers do not reduce gas flow to the engine when the brakes are 
applied. 
Source: http://www.sdnn.com/sandiego/2009-10-18/local-county-news/report-toyota-
faulty-throttles-caused-by-more-than-jammed-car-mats 

10. October 16, NewsInferno.com – (National) Milbank socket recall due to fire, 
electrocution hazards. The Milbank Manufacturing Company of Kansas City, 
Missouri, has recalled about 1,400 Single Meter Sockets, the U.S. Consumer Product 
Safety Commission (CPSC) just announced. The Milbank Manufacturing Company 
recalled the Single Meter Sockets because a short may occur while in use due to an 
incorrect bridge installed in the product, to which the meter clips are attached. If the 
manufacturing defect exists, all metal parts of the meter could create a shock or burns 
can occur if the cover is off and the meter socket is energized. To date, three incidents 
have been reported of the unit shorting out. No injuries were reported. The single meter 
200 amp/4 terminal sockets are used for underground utility meter installations. The 
meter socket is 20 and 3/4 inches high by nine inches wide and 4 and 1/2 inches deep 
with one meter position. The recalled Single Meter Socket is used by the approving 
utility to mount its electric meter to measure how much electricity a residence uses. The 
recalled Single Meter Socket can also be used for an underground residential 
application. The recalled Socket’s model number 9090 appears on the right or left side 
of the installed meter socket. If not installed, model numbers U9090-O or R9090-O will 
appear on the label on the outside of the box. The recalled sockets, which were 
manufactured in the United States, were sold at electrical supply distributors in New 
York, Pennsylvania, Vermont, and Massachusetts and at local hardware stores in New 
York from May 2009 through August 2009 for about $70. 
Source: http://www.newsinferno.com/archives/13418 

11. October 16, Center Post-Dispatch – (Colorado) Truck bed manufacturing company 
burns. A truck-bed manufacturing business at county roads 9 North and 3 East was 
consumed by fire on October 14, the second fire in two years to break out in a building 
occupied by K-Zee Manufacturing. The Saguache County Sheriff’s Office investigator, 

http://www.newsinferno.com/archives/13418
http://www.sdnn.com/sandiego/2009-10-18/local-county-news/report-toyota-faulty-throttles-caused-by-more-than-jammed-car-mats
http://www.sdnn.com/sandiego/2009-10-18/local-county-news/report-toyota-faulty-throttles-caused-by-more-than-jammed-car-mats
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also the fire investigator for the Center Fire Protection District joined the Colorado 
Bureau of Investigation and Rio Grande Sheriff’s Office on October 15 to investigate 
the fire. Investigators determined that electrical issues inside the building caused the 
blaze, he said. Adjusters declined to release an estimate on the damages. Center 
firefighters responded to the blaze at 9:08 p.m. to find the building entirely engulfed in 
flames, with the roof collapsed on the south side and heavy smoke issuing from the 
building. Monte Vista Fie Dept. and Ambulance, the Saguache Sheriff’s Office, and 
Rio Grande Sheriff’s Office also responded to the fire. Firefighters left the scene at 
2:20 a.m. The Red Cross was on the scene to provide food and drinks for firefighters. 
Source: 
http://www.centerpostdispatch.com/v2_news_articles.php?heading=0&page=72&story
_id=1065 

[Return to top]  

Defense Industrial Base Sector 

12. October 16, Nextgov – (National) NASA systems and data vulnerable to hackers, 
malicious employees. NASA networks contain security weaknesses that open up 
highly sensitive personal and scientific data to hackers, possibly affecting space 
missions, federal auditors said. The Government Accountability Office (GAO), in a 
report released on Thursday, found that NASA centers failed to restrict access to 
legitimate users. Also, the NASA centers that GAO audited had not applied a critical 
patch for a program bug on a number of outside applications, and the agency’s e-mail 
systems allowed file attachments that could be harmful. “As a result, increased risk 
exists that an attacker could exploit known vulnerabilities in these applications to 
execute malicious code and gain control of or compromise a system,” the report states. 
Three centers the audit agency assessed did not always restrict access to sensitive files 
or prevent improper remote access. Therefore, networks were at a higher risk of 
allowing users to “gain inappropriate access to computer resources, circumvent security 
controls, and deliberately or inadvertently read, modify or delete critical mission 
information,” GAO officials stated. Separately, NASA acknowledged that one facility 
reported the theft of a laptop containing data subject to International Traffic in Arms 
Regulations, which cover permanent and temporary export, as well as temporary import 
of defense articles and services. In February, the department found that 82 NASA 
devices had been communicating with a malicious server, most likely in Ukraine, since 
January. The specific vulnerabilities that GAO identified include a lack of effective 
passwords, coding of sensitive data, monitoring of security-relevant events, and 
physical security. Two centers did not require users to create long passwords and users 
did not need any passwords to access certain network devices. In addition, passwords 
were not encrypted, or converted into a secret code. The Jet Propulsion Laboratory in 
Pasadena, California, a contractor-operated facility supporting NASA’s efforts to 
explore the Moon and Mars, did not require contractors to deploy major parts of its 
information security program. And the contract does not cite the oversight roles of the 
agency’s administrator, chief information officer or its senior agency information 

http://www.centerpostdispatch.com/v2_news_articles.php?heading=0&page=72&story_id=1065
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security officer. 
Source: http://www.nextgov.com/nextgov/ng_20091016_8808.php?oref=topnews 

13. October 16, Space.com – (Florida) Glitch delays Ares I-X rocket rollout. A faulty 
part in the steering system for NASA’s new Ares I-X rocket has delayed the booster’s 
trek to its Florida launch pad by at least a day as engineers work to fix the glitch. The 
rocket, a suborbital version of NASA’s new Ares I booster designed to launch 
astronauts into orbit and ultimately back to the moon, was slated to roll out to Launch 
Pad 39B at the Kennedy Space Center Monday for a planned October 27 test launch. 
But a malfunctioning hydraulics component at the base of the towering, 327-foot (100-
meter) tall rocket has stalled that plan, a NASA spokesperson said. “It’s at least a day 
[of delay], but it’s still kind of a developing story,” he said. “We’ll have to see how 
things go for us.” It is not yet clear if the glitch could threaten the Ares I-X launch date, 
which NASA moved up from an October 31 target earlier this month since work crews 
were ahead of schedule. Engineers are expected to replace the faulty component, called 
a hydraulic accumulator, on the aft skirt of the Ares I-X rocket’s first stage and test its 
replacement over the next day or so. “It’s associated with the steering and stabilization 
of the rocket during flight,” the spokeman said of the faulty hardware. A similar glitch 
occurred on one of the solid rocket boosters for NASA’s STS-117 shuttle mission in 
2007 and also required repairs, he added. NASA’s Ares I-X rocket is a demonstration 
version of the full, two-stage Ares I booster, which NASA plans to use to launch its 
Orion spacecraft — a capsule-based vehicle slated to replace the agency’s aging space 
shuttle fleet. NASA’s three space shuttles — Discovery, Atlantis and Endeavour — are 
due to retire once the International Space Station is completed in the next year or so. 
Currently, NASA only has two days — October 27 and 28 — and try to launch the 
Ares I-X mission before standing down due to the unavailability of the Eastern Range it 
shares for launches with the nearby Cape Canaveral Air Force Station and United 
States military. 
Source: http://www.msnbc.msn.com/id/33351268/ns/technology_and_science-space/ 

14. October 15, Knoxville News Sentinel – (Tennessee) Uranium unclogged at Y-12 
recycling facility. The Oxide Conversion Facility (OFC), a key part of Y-12’s (Oak 
Ridge, Tennessee) enriched-uranium recycling capability, has resumed operations after 
reportedly being shut down for more than two months. The issue came to light in a 
newly released memo from site reps of the Defense Nuclear Facilities Safety Board. 
“OCF has not operated since late July due to a blockage in a pressure sensing line to the 
reduction fluid bed (where UO3 is reduced to UO2,” the September 18 memo to 
Washington said. The board staff said it was the first such blockage since the upgraded 
facility began operations in 2006. Initial efforts to unclog the blockage were not 
successful, the memo said. In response to questions, a Y-12 spokeswoman said on 
October 15 the OCF is no longer down. “We are confident that the blockage condition 
has been successfully resolved,” she said. The blockage occurred when the uranium in 
process “accumulated in an area in the line where there was a transition of inner pipe 
diameter to a smaller size,” the response from B&W, the Y-12 contractor, said. This 
was the first time there had been a blockage in the pressure sensing line, B&W said. 
Asked about the impact on operations and Y-12’s mission activities, B&W offered a 

http://www.msnbc.msn.com/id/33351268/ns/technology_and_science-space/
http://www.nextgov.com/nextgov/ng_20091016_8808.php?oref=topnews
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general response. “Any unplanned operational outage of this sort creates a challenge. 
Sometimes these can be overcome by adjusting the future production schedule and/or 
with the use of overtime. In this instance, only internal schedules were impacted. This 
does not prevent us from fulfilling Y-12’s mission.” In the past, Y-12 officials have 
said OCF is an important component in the plant’s overall manufacturing capability. 
The Oak Ridge plant is designated at the nation’s Uranium Center of Excellence. 
Source: 
http://blogs.knoxnews.com/munger/2009/10/uranium_unclogged_oxide_conver.html 

[Return to top]  

Banking and Finance Sector 

15. October 19, Reuters – (International) Financial services industry hit hardest by 
fraud according to global report. The global financial services industry saw a 
dramatic spike in fraud activity with companies losing an average of $15.2 million over 
the past three years, according to the latest edition of the Kroll Annual Global Fraud 
Report. Despite sector-specific spikes and declines in fraud activity, the worldwide 
fraud rate remained steady in 2009. Companies lost an average $8.8 million to fraud 
over the past three years, an increase of seven percent over last year`s figure which 
stood at $8.2 million. The findings are the result of a survey Kroll commissioned from 
the Economist Intelligence Unit of more than 700 senior executives worldwide. Fraud 
levels varied markedly by sector with five industries experiencing a rise in fraud losses 
(financial services; professional services; healthcare, pharmaceuticals & biotechnology; 
retail, wholesale & distribution; and travel, leisure & transportation) and five sectors 
reporting declines (manufacturing; technology; media & telecoms; natural resources; 
and consumer goods & construction). 
Source: http://www.reuters.com/article/pressRelease/idUS92412+19-Oct-
2009+BW20091019 

16. October 19, Bloomberg – (National) U.S. said to target wave of insider-trading 
networks. Federal investigators are gearing up to file charges against a wider array of 
insider-trading networks, some linked to the criminal case against a billionaire hedge-
fund manager that shook Wall Street recently, people familiar with the matter said. U.S. 
prosecutors allege that the billionaire’s own hedge fund was illegal. He was arrested on 
October 16 at his home on Manhattan’s Sutton Place, charged with using inside 
information to trade shares including Google Inc., Polycom Inc., Hilton Hotels Corp. 
and Advanced Micro Devices Inc., according to complaints. The billionaire hedge-fund 
manager, who founded the Galleon Group in 1997, was arrested with five alleged 
conspirators in New York and California on October 16 in what prosecutors called the 
biggest insider-trading ring targeting a hedge fund. Prosecutors said he and his firm 
reaped as much as $18 million by investing on tips from a hedge fund, a credit- rating 
firm and employees within companies including Intel Capital, McKinsey & Co. and 
IBM Corp. The pending crackdown, based on at least two years of investigation, targets 
securities professionals including hedge- fund managers, lawyers and other Wall Street 
players, the people said, declining to be identified because the cases are not public. 

http://www.reuters.com/article/pressRelease/idUS92412+19-Oct-2009+BW20091019
http://www.reuters.com/article/pressRelease/idUS92412+19-Oct-2009+BW20091019
http://blogs.knoxnews.com/munger/2009/10/uranium_unclogged_oxide_conver.html
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Some probes, like the one that focused on the billionaire, rely on wiretaps. Others stem 
from a secret Securities and Exchange Commission data-mining project set up to 
pinpoint clusters of people who make similar well-timed stock investments. 
Investigators have struggled for years to build cases against large institutional investors 
such as hedge fund managers, who often deflect regulatory queries about suspiciously 
timed bets, arguing they are statistical flukes amid their millions of trades. The case 
against the billionaire, built on recorded conversations within a web of alleged 
conspirators, offers a glimpse of how U.S. investigators are using more aggressive 
tactics to cut through the blizzard of trading and trace the flow of information. 
Source: http://www.bloomberg.com/apps/news?pid=20601103&sid=ajxDWr3piK3M 

17. October 19, KCCI 8 Des Moines – (Iowa) Bomb squad called for suspicious bag. Des 
Moines police blocked off a street near a credit union after a suspicious package was 
reported in front of the building. The call came in around 6:30 am on October 19 when 
a suspicious item was found in front of the Community Choice Credit Union. Police 
blocked off the street at East 7th Street and Lyon Street. A Des Moines police 
spokeswoman said the suspicious item was a black duffel bag with a cell phone on top 
of it. Police took the situation seriously based on the cell phone on the bag, and the 
location, which is just a couple of blocks from the Iowa Statehouse complex. A KCCI 
News reporter reported from the scene that a member of the bomb squad opened the 
duffel bag, which appeared to have only clothing in it. A bomb squad robot was first 
deployed to take images of the suspicious item. The reporter said the package was 
cleared and the streets have been reopened. 
Source: http://www.kcci.com/news/21335946/detail.html 

18. October 17, CNN – (California) FDIC announces 99th bank failure. The nation’s 
tally of 2009 bank casualties hit 99 Friday night when state regulators closed San 
Joaquin Bank, based in Bakersfield, California. This was the tenth bank to fail in that 
state. Customers of San Joaquin Bank are protected, however. The Federal Deposit 
Insurance Corp., which has insured bank deposits since the Great Depression, currently 
covers customer accounts up to $250,000. The Citizens Business Bank in Ontario, 
California will assume all of San Joaquin Bank’s $631 million deposits, according to 
the FDIC. Citizens also entered into a loss-share agreement with the FDIC on $683 
million of San Joaquin Bank’s $775 million in assets. The October 16 closure will cost 
the FDIC an estimated $103 million. 
Source: 
http://money.cnn.com/2009/10/16/news/economy/bank_failure/?postversion=20091017
10 

19. October 17, New Jersey Star Ledger – (New Jersey) Hamburg businesses evacuated 
after bomb threat at Wachovia bank. Businesses near the intersection of Route 23 
and Route 94 in Hamburg were evacuated on October 17 after a bomb threat at a 
Wachovia bank on Route 23 spurred a police search. The bomb threat was reported 
around 11:15 a.m. and neighboring businesses were emptied and shut down, said a 
Hamburg Police sergeant. No explosives were found on the bank premises during the 
search. The area was cleared around 5:15 p.m., the sergeant said. 

http://www.kcci.com/news/21335946/detail.html
http://money.cnn.com/2009/10/16/news/economy/bank_failure/?postversion=2009101710
http://money.cnn.com/2009/10/16/news/economy/bank_failure/?postversion=2009101710
http://www.bloomberg.com/apps/news?pid=20601103&sid=ajxDWr3piK3M
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Source: 
http://www.nj.com/news/index.ssf/2009/10/hamburg_businesses_evacuated_a.html 

[Return to top]  

Transportation Sector 

20. October 19, KWES 9 Midland – (New Mexico) Train derails in Eunice. A train ran 
off the tracks in Eunice, sending several families out of their homes for a while on 
Sunday afternoon. New Mexico State Police say that when the train derailed they were 
unsure what the train was hauling so emergency crews evacuated several homes in the 
area just to be safe. A HAZMAT specialist showed up, took a look, and said nothing 
toxic was on-board, so those folks were allowed back in their homes. No word is 
available on what caused the derailment. 
Source: http://www.newschannel10.com/Global/story.asp?S=11335665 

21. October 19, Associated Press – (Florida) AirTran flight headed to Akron evacuated 
after emergency landing. An AirTran flight was evacuated at Orlando International 
Airport (OIA) Sunday afternoon because of a reported engine problem, according to 
airport officials. The flight had just left Orlando and was headed to Akron, Ohio, when 
the engine problem was reported by the pilot, an airport spokeswoman said. The pilot 
made an emergency landing at OIA around 3:55 p.m. Sparks flew from one of the 
engines and were quickly put out by the airport fire rescue personnel, she said. The 122 
passengers and crew were evacuated from the plane via an inflatable chute, she said. 
No injuries were reported. Passengers were bused back to the terminal and later left on 
another flight. 
Source: http://www.fox8.com/news/wjw-news-akron-airtran-plane-emergency-
landing,0,6090763.story 

22. October 17, Seacoast Online – (Maine; New Hampshire) Memorial Bridge closed up 
to 6 weeks. The Memorial Bridge is expected to be closed to vehicles for four to six 
weeks after the deterioration of a key bridge component forced public transportation 
officials to immediately move forward with repairs. The Maine and New Hampshire 
departments of transportation (DOT) announced the move Friday after an inspection 
revealed repairs were needed for a truss on the northern end of the historic bridge, 
which carries Route 1 over the Piscataqua River between Portsmouth and Kittery, 
Maine. The bridge was closed at 2 p.m. Friday to all but bicycle and pedestrian traffic. 
The need for repairs became evident in the wake of a June 3 inspection of the north 
fixed span of the bridge, according the director of project development for the N.H. 
DOT. The said the truss, which is an element of the bridge where a key joint is held 
together by what are essentially big steel plates on either side, has experienced a lot of 
rusting and “loss of material.” Because of that, engineers at the department became 
concerned that it does not have the strength to continue to bear the loads of heavy 
trucks passing over it. The repairs to be made are still being finalized, but will likely 
involve additional steel plates being added to the area and bolted through the existing 
plates in order to strengthen the connection. Because the repairs are being conducted on 

http://www.newschannel10.com/Global/story.asp?S=11335665
http://www.fox8.com/news/wjw-news-akron-airtran-plane-emergency-landing,0,6090763.story
http://www.fox8.com/news/wjw-news-akron-airtran-plane-emergency-landing,0,6090763.story
http://www.nj.com/news/index.ssf/2009/10/hamburg_businesses_evacuated_a.html
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a fixed, or unmoving, portion of the bridge, officials said the bridge will remain open to 
pedestrian and bicycle traffic throughout the work, unless circumstances change. 
Source: http://www.seacoastonline.com/articles/20091017-NEWS-910170319 

23. October 16, Glen Falls Post Star – (New York; Vermont) Crown Point bridge closed 
indefinitely. The Lake Champlain Bridge was closed indefinitely on Friday after an 
inspection revealed problems with the bridge’s foundation. Closure of the main traffic 
route has resulted in about a 100-mile detour on Route 4 through Whitehall, and on 
Vermont Routes 22A and 17. Area legislators said the sudden closure is disconcerting. 
“It’s completely unacceptable and I can’t understand how one week ago we were at a 
public meeting at Addison, Vermont and they didn’t know that the bridge was in as bad 
a condition as it is,” said a state assemblywoman. The bridge, built in 1929, had been 
the site of repair work since mid-summer, and traffic had been limited to only one-way 
at a time. A state senator said inspectors were able to get a closer look at the bridge’s 
structure on Friday, now that the water level is lower. “They found two piers that they 
found such deterioration and concrete cracks that when they investigated the depth of 
the cracks and all, they recommended absolute closure of the bridge immediately 
because they said the piers could actually collapse and the bridge could go into the 
water — whether there were cars on it or not,” she said. The DOT press release stated 
only that an inspection “found problems with the bridge’s foundation.” The DOT press 
release stated, “The closure is expected to be temporary. ... Analysis will continue and 
repair work alternatives will be evaluated.” The bridge is part of a major traffic route 
between the Ticonderoga, Crown Point and Port Henry area of New York and the 
Vergennes, Middlebury and Burlington area of Vermont. 
Source: http://www.poststar.com/news/local/article_e77cd748-ba8b-11de-9ff0-
001cc4c03286.html 

For more stories, see items 2, 4, and 39  
 
[Return to top]  

Postal and Shipping Sector 

24. October 16, Taft Midway Driller – (California) USPS truck driver kidnapped, 
robbed in Taft. Taft Police and the United States Postal Service are investigating the 
kidnapping and robbery of a mail truck driver in Taft early Friday evening. Sources 
familiar with the case said the truck driver was accosted by an armed man who jumped 
into the cab of the truck at the intersection of Highway 119 and E. Kern Street shortly 
before 6 p.m. The victim was forced to drive to the east end of the old West Side 
Hospital complex on East North Street where the truck was parked between two 
buildings The suspect fled with several bags containing cash, the sources said. It was 
not determined just how much cash was taken. The driver was not harmed. Taft Police 
officers handled the initial investigation and Postal Inspectors were called in because 
the crime involved a USPS vehicle. Only one suspect was seen. The suspect was 
described as a Hispanic male armed with an automatic or semiautomatic weapon, 
according to police broadcasts.  

http://www.poststar.com/news/local/article_e77cd748-ba8b-11de-9ff0-001cc4c03286.html
http://www.poststar.com/news/local/article_e77cd748-ba8b-11de-9ff0-001cc4c03286.html
http://www.seacoastonline.com/articles/20091017-NEWS-910170319
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Source: http://www.taftmidwaydriller.com/news/x536354151/Breaking-news-USPS-
truck-driver-kidnapped-robbed-in-Taft 

25. October 16, KRQE 13 Albuquerque – (New Mexico) Suspicious powder deemed 
harmless. HAZMAT teams investigated a suspicious envelope with white powder 
inside, and eventually discovered that the mysterious powder was Cream of Wheat with 
sugar. Everyone inside the Molina Healthcare building on Friday had to be evacuated 
for more than an hour after the envelope was discovered on the fourth floor. Several 
people complained of sickness when the envelope was first found. “There were four or 
five people who were complaining of mild symptoms from inhaling the package,” said 
a spokeswoman with the Albuquerque Fire Department. “So everyone’s OK right now. 
HAZMAT officials turned off the heat and air conditioning to stop the possible flow of 
the powdery substance through the air vents. Around 10:00 a.m. Friday, occupants of 
the first three floors were allowed back in the building. By 10:30 a.m., the entire 
building was deemed safe and everyone went back to work. It is unknown why people 
were feeling sick. As for the envelope, it has been turned over to the postal inspector. 
Source: 
http://www.krqe.com/dpp/news/health/health_krqe_albuquerque_suspicious_powder_d
eemed_harmless_200910161325 

[Return to top]  

Agriculture and Food Sector 

26. October 16, USAgNet – (South Dakota) USDA declares natural disaster in 10 S.D. 
counties. The U.S. Secretary of Agriculture announced that sufficient production losses 
in ten counties in South Dakota warrant a Secretarial natural disaster designation. In 
addition, 15 counties in South Dakota were named as contiguous disaster areas. 
Thursday’s announcement follows up on the secretary’s visit to South Dakota. While in 
South Dakota, he said that he expected that many farmers in South Dakota could 
qualify for federal disaster relief and get payments for losses by the end of this year. 
Source: http://usagnet.com/story-national.php?Id=2156&yr=2009 

27. October 16, U.S. Food Safety and Inspection Service – (California) California firm 
recalls assorted meat and poultry products produced without inspection. Vatran’s 
Fine Foods, Inc., a Tracy, California establishment, is recalling approximately 11,500 
pounds of assorted meat and poultry products because they were produced without the 
benefit of federal inspection, the U.S. Department of Agriculture’s Food Safety and 
Inspection Service (FSIS) announced today. The meat and poultry products were 
produced on various dates ranging from March 2009 through October 2009, and were 
distributed to retail stores in the San Joaquin Valley area in California. The problem 
was discovered by FSIS. FSIS has received no reports of illness due to consumption of 
these products.  
Source: 
http://www.fsis.usda.gov/News_&_Events/Recall_054_2009_Release/index.asp 

http://www.krqe.com/dpp/news/health/health_krqe_albuquerque_suspicious_powder_deemed_harmless_200910161325
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http://www.fsis.usda.gov/News_&_Events/Recall_054_2009_Release/index.asp
http://www.taftmidwaydriller.com/news/x536354151/Breaking-news-USPS-truck-driver-kidnapped-robbed-in-Taft
http://www.taftmidwaydriller.com/news/x536354151/Breaking-news-USPS-truck-driver-kidnapped-robbed-in-Taft
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[Return to top]  

Water Sector 

28. October 16, Water Technology Online – (District of Columbia) Galvanized home 
pipes also big lead source. In-home galvanized iron pipes should be considered as 
potentially important a source of lead in residential drinking water as lead service lines, 
warns a recently released study from HDR Engineering, Inc. The engineering 
consulting firm undertook the study at the request of the District of Columbia Water 
and Sewer Authority (DC WASA), DC WASA reported in an October 16 media 
advisory. In 2008, DC WASA commissioned a study, conducted by HDR, to examine 
the relationship between lead and iron in drinking water and galvanized systems in a 
small percentage of District homes. The study was recently presented to the DC WASA 
Board of Directors Retail Services Committee, and is being prepared for peer review 
for a scientific journal. “Although the study has not gone through the lengthy peer 
review process, the DC WASA staff felt its important findings should be immediately 
distributed,” the media advisory stated. It noted, “The study states that in-home 
plumbing, specifically galvanized pipes, may contribute lead to residential drinking 
water, and should be considered as potentially important a lead source as lead service 
lines themselves.” According to DC WASA, the utility has made significant progress 
citywide in reducing drinking water lead levels “far below” the US Environmental 
Protection Agency’s (EPA) regulatory requirements. The HDR study was one effort by 
DC WASA to ensure reduced lead in its drinking water. The report recommends that to 
fully ensure lead is not released from galvanized plumbing, full home replacement of 
that plumbing is the most desirable option. However, given the high expense of pipe 
replacement, an NSF/ANSI-certified filter that removes lead at the tap, or a pitcher 
filter, are also acceptable alternatives, the report stated. According to DC WASA, there 
are national implications in the study’s results since many older cities throughout the 
country continue to supply drinking water through lead service lines connected to 
galvanized plumbing. 
Source: http://watertechonline.com/news.asp?N_ID=72786 

For another story, see item 42  
 
[Return to top]  

Public Health and Healthcare Sector 

29. October 18, Occupational Health and Safety – (National) OSHA to issue compliance 
directive on H1N1-related inspections. To ensure the protection of frontline health 
care and emergency medical workers at high risk of infection with H1N1 virus, OSHA 
said it will soon issue a compliance directive to ensure uniform procedures when 
conducting inspections to identify and minimize or eliminate high to very high risk 
occupational exposures to the 2009 H1N1 influenza A virus. The agency said its 
directive will closely follow the CDC’s Interim Guidance on Infection Control 
Measures for 2009 H1N1 Influenza in Healthcare Settings, Including Protection of 

http://watertechonline.com/news.asp?N_ID=72786
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Healthcare Personnel, posted last week on www.flu.gov. In response to complaints, 
OSHA inspectors will ensure that health care employers implement a hierarchy of 
controls, including source control, engineering, and administrative measures, while 
encouraging vaccination and other work practices recommended by CDC. Where 
respirators are required to be used, the OSHA Respiratory Protection standard must be 
followed, including worker training and fit testing, the agency said. CDC recommends 
the use of respiratory protection that is at least as protective as a fit tested disposable 
N95 respirator for healthcare personnel who are in close contact (within 6 feet) with 
patients with suspected or confirmed 2009 H1N1 influenza.Because a shortage of 
disposable N95 respirators is possible, employers are advised to monitor their supply, 
prioritize their use of disposable N95 respirators according to guidance provided by 
CDC, and to consider the use of elastomeric respirators and facemasks if severe 
shortages occur, OSHA said. 
Source: http://ohsonline.com/Articles/2009/10/18/OSHA-to-Issue-H1N1-
Directive.aspx 

30. October 18, Associated Press – (Texas) Hurricane Ike-damaged hospital in 
Galveston is set to reopen. The Shriners Hospital for Children-Galveston, which has 
been closed since Hurricane Ike caused significant damage, could reopen next month, 
officials say. A member of the hospital’s governing board said the Galveston facility is 
tentatively scheduled to reopen Nov. 8. He helped lead a rank-and-file revolt that 
overturned a decision by the boards of the International Shriners and Shriners Hospitals 
for Children to keep the hospital closed after the Sept. 13, 2008, storm, the Houston 
Chronicle reported Saturday. The hospital is a world leader in burn research and source 
of the foremost textbook on burn treatment. The 1,300 Shriners who are members of 
the hospitals’ governing body rejected a proposal in July to close six facilities 
permanently, instead opting to explore downsizing the hospital system’s operations and 
to accept insurance payments for the first time. The newly reopened hospital will be 
smaller and leaner, the governing board member said. If fully staffed by the end of the 
year, Shriners will have 200 employees compared with 333 before Ike. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-
hospital_18tex.ART.State.Edition1.4be27b2.html 

31. October 17, KGMB 9 Honolulu – (Hawaii) Elevator malfunction nearly forces 
hospital evacuation. An elevator motor malfunction at around 2:25 on the morning of 
October 17 almost forced the evacuation of about 100 patients at the Maunalani 
Hospital above Wilhelmina Rise. The Honolulu Fire Department (HFD) arrived on 
scene and saw heavy smoke on the second and third floors of the facility, located at 
5113 Maunalani Circle. No flames were visible. Firefighters began using ventilation 
fans to dissipate the smoke from both floors. An elevator technician later arrived to 
help them gain entrance into the mechanical room to determine the cause of the smoke. 
Three more engine companies, a rescue company, and an ambulance were sent to the 
scene in case an evacuation of the residents was needed. Many have mobility 
challenges or required medical monitoring equipment. Once crews got into the 
mechanical room, firefighters determined that there were no flames and the technician 

http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-hospital_18tex.ART.State.Edition1.4be27b2.html
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http://ohsonline.com/Articles/2009/10/18/OSHA-to-Issue-H1N1-Directive.aspx
http://ohsonline.com/Articles/2009/10/18/OSHA-to-Issue-H1N1-Directive.aspx
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determined that the smoke was caused by a faulty motor. Once the situation was 
determined to be stable, HFD turned the scene back over to Maunalani Hospital staff 
and EMS and fire units were released from the scene. The last unit left at around 5:15 
a.m. 
Source: http://kgmb9.com/main/content/view/22061/76/ 

32. October 16, ABC News – (National) H1N1 vaccine delay dogs doctors, worries 
patients. At a time when federal health officials and state health departments are 
reassuring the public that there will be enough doses of the new vaccine to go around, a 
slow and sporadic supply has caused trouble for doctors on the ground who must 
address their patients’ demands for the vaccine. Judging from what health officials have 
to say, it may be a while yet before the supply problems are ironed out. At a Friday 
briefing, the director of the CDC’s National Center for Immunization and Respiratory 
Diseases, said that while the CDC had predicted there would be around 40 million 
doses available for use by end of the month, the new estimates have been slashed to 30 
million or less – making it much more challenging for states to vaccinate their 
populations for several weeks to come. The CDC affirms that eventually there will be 
enough H1N1 vaccine for all, and most of the state and county health departments 
contacted by the ABC News Medical Unit did not seem as distressed about supply. 
Source: http://abcnews.go.com/Health/SwineFluNews/h1n1-vaccine-shortage-dogs-
doctors-cdc-cites-delay/story?id=8847524 

For another story, see item 25  
 
[Return to top]  

Government Facilities Sector 

33. October 19, Knoxville News Sentinel – (Tennessee) What happens if K-25 collapses 
before it can be demolished. The Department of Energy contractor in charge of 
demolishing the 65-year-old K-25 uranium-enrichment plant acknowledges there is 
potential for a nuclear criticality in some sections of the mile-long, U-shaped structure 
that contain deposits of enriched uranium, but said it is unlikely. “There is a potential 
for criticality on the north and east sides, but the probability of such an event happening 
is very low,” said a spokesman from Bechtel Jacobs Co. He was responding to 
questions about old, deteriorated sections of the building possibly collapsing before 
they can be readied for safe demolition. 
Source: http://www.knoxnews.com/news/2009/oct/19/what-happens-if-k-25-collapses-
it-can-be-demolishe/ 

34. October 17, Emporia Gazette – (Kansas) Firefighters called to hazmat spill. A 
dropped container of nicotine sulfate brought Emporia firefighters to the science 
building at Emporia State University Friday evening. The battalion chief said that the 
spill was continued to a chemical room in the building and did not pose threats from 
fumes or fires. “It’s more of an absorption, skin contact, hazard,” the battalion said. A 
Kansas City hazardous-materials company was summoned to clean up the spill. The 

http://abcnews.go.com/Health/SwineFluNews/h1n1-vaccine-shortage-dogs-doctors-cdc-cites-delay/story?id=8847524
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call came in about 4:19 p.m. on Friday. The local department left the scene slightly 
more than an hour later, according to the fire department log. 
Source: 
http://www.emporiagazette.com/news/2009/oct/17/firefighters_called_hazmat_spill/ 

For another story, see item 12  
 
[Return to top]  

Emergency Services Sector 

35. October 19, KIMA 29 Yakima – (Washington) Getting a handle on overcrowded 
jail. Kittitas County Corrections Center has been overcrowded and understaffed for 
over a year now. The jail can hold 85 but recently has had up to 110 people locked up. 
To save space the Center is sending their inmates to Chelan, Sunnyside, and Okanogan. 
Keeping these inmates locked up comes at a price. It costs $40 to $77 dollars a day, per 
inmate to house them. They sent 5-10 inmates out every week this summer. The 
corrections center is looking to using space in the same building that was recently 
vacated by the Kittitas County Sheriff’s Office. 
Source: http://www.kimatv.com/news/local/64709727.html 

36. October 18, Chicago Sun Times – (Illinois) 911 workers suspended for error. Two 
employees at Chicago’s 911 emergency center have been slapped with lengthy 
suspensions without pay for their roles in an August 28 dispatch delay that left an off-
duty police officer to fend for himself while being shot at by a car filled with alleged 
gang members. The executive director of the city’s Office of Emergency Management 
and Communications, identified the suspended employees as a dispatcher and his 
supervisor, but he refused to name them. Nor would he reveal the duration of the 
suspensions now being served, citing privacy restrictions in the personnel code and 
union contract. Other sources said the dispatcher’s punishment could last as long as 45 
days. The director acknowledged that six minutes and 10 seconds went by before police 
were dispatched and that, by that time, the officer under fire “was inside a police 
district,” where he had driven for refuge. A 10-1 — the term used to describe a call 
from an officer who needs assistance — is the most serious of emergency calls. It 
requires immediate dispatch. The Chicago Sun-Times reported last month that the 
director had launched an internal investigation to find out why that protocol was not 
followed on August 28.  
Source: http://www.nbcchicago.com/news/local-beat/911-Workers-Suspended-for-
Error-64695982.html 

For another story, see item 3  
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Information Technology Sector 
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37. October 19, ComputerWorld – (International) Hijacked Web sites attack 
visitors. Here is the scenario: Attackers compromise a major brand’s Web site. But 
instead of stealing customer records, the attacker installs malware that infects the 
computers of thousands of visitors to the site. The issue goes unnoticed until it is 
exposed publicly. Such attacks are a common occurrence, but most fly under the radar 
because the users never know that a trusted Web site infected them, says a senior 
director of product management at Symantec Corp. When his company tracks down the 
source of such infections, it often quietly notifies the Web site owner. But word can get 
out, leaving the Web site’s customers feeling betrayed, and seriously damaging a 
brand’s reputation. Attackers, often organized crime rings, gain entry using techniques 
such as cross-site scripting, SQL injection and remote file-inclusion attacks, then install 
malicious code on the Web server that lets them get access to the end users doing 
business with the site. “They’re co-opting machines that can be part of botnets that send 
phishing e-mail, that are landing sites for traffic diversion and that host malware,” says 
the chief marketing officer at MarkMonitor. But because the business’s Web site isn’t 
directly affected, the administrators of most infected Web sites don’t even know it’s 
happening. 
Source: 
http://www.computerworld.com/s/article/342457/Visitors_Under_Attack?taxonomyId=
16 

38. October 18, CNET – (International) Firefox blocks insecure .Net add-on—
awkwardly. Mozilla on October 16 disabled a Microsoft plug-in for Firefox called the 
.Net Framework Assistant because of a security problem—then scrambled to give 
people with patched systems an override option. Mozilla’s vice president of 
engineering, announced the first step late on October 16 on his blog. “It’s recently 
surfaced that it has a serious security vulnerability, and Microsoft is recommending that 
all users disable the add-on,” he said. “Because of the difficulties some users have had 
entirely removing the add-on, and because of the severity of the risk it represents if not 
disabled, we contacted Microsoft today to indicate that we were looking to disable the 
extension and plug-in for all users via our blocklisting mechanism. Microsoft agreed 
with the plan, and we put the blocklist entry live immediately.” This warning sign 
greeted The .Net Framework Assistant add-on lets Firefox use Microsoft’s ClickOnce 
technology for installing applications that run on its .Net programming foundation. The 
add-on already was something of a thorn in the sides of some Firefox users: it was 
automatically installed via Windows Update with the .Net Framework 3.5 Service Pack 
1 without telling the user the add-on was being installed or giving an option. More 
hackles were raised because it was not compatible with Firefox 3.5, the vice president 
said, and because removing it initially required people to edit their Windows 
Registry—a technically onerous task for most people. Mozilla’s add-on blocking 
technology could not tell if people had patched their software and so were not 
vulnerable anymore. “We can’t distinguish patched from unpatched, so we’re blocking 
it while we sort that out,” Mozilla’s vice president of engineering twittered. Over the 
weekend, Mozilla worked to remedy the situation. 
Source: http://news.cnet.com/8301-30685_3-10377445-264.html 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

39. October 18, Cellular-news – (District of Columbia) Improved cell phone coverage 
for Washington underground railway. Sprint Nextel has announced the availability 
of mobile phone coverage within the Washington DC underground railway network. 
The coverage is available in 20 of the network’s 47 underground stations. Sprint 
expects to offer service in the Metro’s remaining underground stations by the autumn 
of 2010. Service should be available in 50 percent of the Metro system’s tunnels by the 
fall of 2011, with complete coverage expected to be established in all the tunnels by the 
fall of 2012. Verizon Wireless, Sprint Nextel, AT&T and T-Mobile are jointly building 
the new wireless network that is currently being installed. The firms also will build a 
second wireless network, which Metro will own, operate and maintain for Metro’s own 
public safety and operational communications. Sprint has traditionally offered coverage 
on the Metro, but only via a roaming agreement with an older Verizon network. 
Stations with this expanded service include: Ballston, Bethesda, Columbia Heights, 
Crystal City, Dupont Circle, Farragut North, Farragut West, Federal Triangle SW, 
Foggy Bottom-GWU, Friendship Heights, Gallery Place-Chinatown, Judiciary Square, 
L’Enfant Plaza, McPherson Square, Metro Center, Pentagon, Pentagon City, Rosslyn, 
Smithsonian and Union Station. The wireless contract will generate a minimum of 
nearly $25 million during the initial 15-year term and an additional $27 million during 
the five, two-year renewal terms. 
Source: http://www.cellular-news.com/story/40109.php 

[Return to top]  

Commercial Facilities Sector 

40. October 19, Associated Press – (Iowa) Hotel bomb threat leads to charges. A South 
Carolina man faces charges after officials say he threatened to blow up a western Iowa 
motel. A Cass County sheriff said about 50 people were evacuated from the American 
Best Value Inn in Atlantic early Saturday after a man told the front desk he was going 
to blow up the motel. He said the 21-year-old man is charged with threat of terrorism, 
threat of arson, threat of explosive device, harassment and public intoxication. The 
sheriff said the suspect, who made some suicidal threats, never checked into the motel. 
Authorities used a robot to search his car in the parking lot, and no explosives were 
found.  
Source: http://www.omaha.com/article/20091019/NEWS01/710199884 

mailto:sos@us-cert.gov
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National Monuments and Icons Sector 

41. October 19, Associated Press – (Tennessee) Controlled burning set for Natchez 
parkway. The National Park Service will be doing controlled burning along the 
Natchez Trace Parkway through next June. Such prescribed fires are done to manage 
forests and grasslands that encompass the parkway. They reduce the buildup of dead 
woody material, decrease the risk of catastrophic wildfire and have other benefits. If 
visibility drops below 500 feet because of smoke, the parkway may be temporarily 
closed. Smoke may be visible for several days after prescribed fire operations have 
ended. 
Source: 
http://www.theleafchronicle.com/article/20091019/NEWS01/91019002/Controlled+bur
ning+set+for+Natchez+parkway 

42. October 16, Associated Press and KYTV 3 Springfield – (Missouri) Gov. Nixon: 
Missouri has pattern of water quality failures. The governor of Missouri fired a 
longtime aide and reinstated Missouri’s environmental chief after he says an 
investigation revealed a pattern of failures to protect Missouri’s water quality. He said 
Friday that a review found 10 cases over the past three years in which beaches at state 
parks were not appropriately closed despite high levels of E. coli. The governor also 
cited 14 cases since 2005 when the Department of Natural Resources (DNR) apparently 
failed to tell the public about high bacteria levels in Lake of the Ozarks. 
Source: http://www.ky3.com/news/local/64508687.html 
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Dams Sector 

43. October 18, Marshfield News-Herald – (Wisconsin) Work will prepare dam for 
‘extreme’ flooding. Wisconsin Valley Improvement Co. (WVIC) plans to make $9 
million in improvements to the Big Eau Pleine Reservoir’s dam over the next few 
years. The company, which regulates the Wisconsin River’s flow, has been mandated 
by the federal government to make the dams strong enough to withstand the most 
unlikely of storms, said the WVIC director. The Federal Energy Regulatory 
Commission (FERC) in 2002 developed a new standard for dams. It required that the 
Big Eau Pleine dam be able to withstand 24 inches of rainfall and sustained strong 
winds over the course of three days, he said. That would be a weather event FERC calls 
the “probable maximum flood.” To put a storm of that magnitude into perspective, the 
rainiest day in Wausau history was in 1926, when 5.16 inches fell, said a WSAW-TV 
meteorologist. The rainiest two-day period brought 6.4 inches in 1900. Nonetheless, 
WVIC will have to continue to strengthen and raise the dikes next to the dam. Though 
some of the work already has been done, the director said another $9 million is needed 
for the project. The project will be funded by the four companies that own the 12 
hydroelectric dams downstream from the Eau Pleine — NewPage, Domtar, the 

http://www.theleafchronicle.com/article/20091019/NEWS01/91019002/Controlled+burning+set+for+Natchez+parkway
http://www.theleafchronicle.com/article/20091019/NEWS01/91019002/Controlled+burning+set+for+Natchez+parkway
http://www.ky3.com/news/local/64508687.html
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Wisconsin River Power Company, and Alliant Energy. He said the dam actually is very 
strong as it is, but the new FERC standards require that every dam be designed at zero 
risk, meaning there is no chance dams could fail, even in the event of the worst 
combinations of meteorological events. 
Source: 
http://www.marshfieldnewsherald.com/article/20091018/CWS0101/910180491/1732/
MNH01/Work-will-prepare-dam-for--extreme--flooding 

44. October 18, WTOP 103.5 Washington – (Virginia) Warning system could come for 
Occoquan Dam. The Occuquan Reservoir Dam in Northern Virginia, holds back eight 
billion gallons of drinking water and for years there has been no warning system for 
people if the dam breaks. The historic town of Occoquan is no stranger to flooding. Part 
of the town was underwater during two hurricanes, Agnes and Ivan, and storm 
overflow occasionally inundates Mill street, but the Occoquan mayor says the 50 year 
old dam is in good shape. He is pleased that the federal government is sending $25,000 
for the town’s share of a siren alarm system. “You don’t want to be in a situation where 
the dam fails and you have no way to really warn people.” The sirens would give 
people around 10 minutes to run uphill about three blocks. In a dam burst waves of 19 
feet or higher would overrun the town even if the river was at its lowest levels. A recent 
emergency action exercise by Occoquan and The Fairfax County Water Authority, who 
owns the dam, says waves could get as high as 47 feet. A Virginia congressman 
earmarked the funding as part of a Congressional appropriations bill. The bill passed 
the House Thursday and is expected to pass the Senate soon. Fairfax Water will pay for 
the rest of the system. It could be installed and working in about a year. 
Source: http://www.wtop.com/?nid=722&sid=1788441 
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