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 According to the Panama City News Herald, four people were injured, one critically, after 
a dust explosion Monday at E.B. Pipe Coating at Port Panama City, Florida. (See item 9) 

 According to the Associated Press, more than 1,800 patients treated by one nurse at 
Broward General Medical Center in Fort Lauderdale, Florida may have been exposed to 
HIV and hepatitis. The hospital said Monday the nurse reused saline bags and tubing 
during cardiac stress tests involving the injection of fluids from January 2004 to early 
September 2009. (See item 27) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 6, Reuters – (Texas) Citgo moves back Corpus alky unit restart—
sources. Citgo Petroleum Corp has moved back by two weeks the restart date for a fire-
damaged alkylation unit at its 163,000 barrel per day Corpus Christi, Texas refinery, 
sources familiar with refinery operations said Tuesday. The United Steelworkers union 
last week criticized as unsafe Citgo’s plans to restart the unit, which was the site of a 

http://www.dhs.gov/
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July 19 explosion and fire, on October 18-19 after an accelerated schedule of repairs. 
Source: http://uk.reuters.com/article/idUKN0641816620091006 

2. October 6, Dow Jones Newswires – (Illinois) GTL Resources fire at ethanol 
production facility in Illinois. GTL Resources PLC, a renewable fuels company, said 
Tuesday that a small, isolated fire occurred at its ethanol production facility in Illinois, 
operated by its subsidiary Illinois River Energy LLC, during its regular maintenance 
shutdown. No injuries occurred and there was no environmental impact, as the fire was 
quickly extinguished. More than half of the plant’s production capacity was unaffected 
by the fire and is expected to resume operations post maintenance, as planned. Some 
equipment damage occurred on the remaining portion of the plant, the extent of which 
is currently being ascertained. An update, with associated restart timing, will be 
provided once additional information becomes available. Any damaged equipment 
and/or business interruption is expected to be covered by IRE insurance policies.  
Source: http://online.wsj.com/article/BT-CO-20091006-701335.html 

3. October 5, Associated Press – (California) San Diego utility pushes rural shut-off 
plan. San Diego Gas & Electric Co. (SDG&E) officials are trying to revive a novel 
plan to prevent wildfires by cutting electricity in dry, windy weather, less than a month 
after being rebuffed by regulators. The officials began contacting critics last week to 
discuss the plan and other fire prevention measures, The San Diego Union-Tribune 
reported Monday. Last month, the California Public Utilities Commission rejected 
SDG&E’s plan to cut power to 60,000 homes and businesses in a vast swath of San 
Diego’s bedroom communities, which would have eliminated a potential ignition 
source. Under the plan, electricity would be cut if five weather conditions were met, 
including gauges like wind speed, humidity in the air and moisture in sticks and twigs. 
Critics noted that a number of systems would fail immediately or within hours 
including life-critical medical devices, water pumps, phones, televisions, garage door 
openers and traffic lights and argued that it would create enormous dangers before 
flames even arrived. Regulators said SDG&E could propose the plan again, but only if 
it tried to reach agreement with opponents. 
Source: 
http://www.pe.com/ap_news/California/CA_San_Diego_Wildfire_Power_Lines_44744
9C.shtml 

For another story, see item 16  
 
[Return to top]  

Chemical Industry Sector 

4. October 6, Associated Press – (District of Columbia) D.C. hydrogen leak under 
control. A leak at Washington’s only hydrogen refueling station has been stopped. A 
District of Columbia fire department spokesman said a Shell station with liquid 
hydrogen tanks was closed early Tuesday while teams dealt with the high-pressure 
leak. Hydrogen is an alternative fuel for running vehicles. The gas is highly flammable 

http://online.wsj.com/article/BT-CO-20091006-701335.html
http://www.pe.com/ap_news/California/CA_San_Diego_Wildfire_Power_Lines_447449C.shtml
http://www.pe.com/ap_news/California/CA_San_Diego_Wildfire_Power_Lines_447449C.shtml
http://uk.reuters.com/article/idUKN0641816620091006
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and can explode. The spokesman says the vendor was able to shut off valves to stop the 
leak and tests of the air found no further leaks. A section of Benning Road that closed 
after the leak was found has been reopened. The spokesman says the Shell station has 
10 hydrogen tanks, which store about 1,500 gallons of the fuel in liquid form. 
Source: http://www.wric.com/Global/story.asp?S=11264131 

5. October 5, U.S. Environmental Protection Agency – (Florida; Louisiana) Sulfuric acid 
manufacturer agrees to spend $30 million to resolve clean air violations. Mosaic 
Fertilizer will spend approximately $30 million on air pollution controls that are 
expected to eliminate harmful emissions from sulfuric acid production plants in Uncle 
Sam, Louisiana, and Mulberry, Florida, the Justice Department and U.S. Environmental 
Protection Agency announced. The company will also pay a civil penalty of $2.4 
million to resolve alleged Clean Air Act violations. Under a settlement filed today in 
federal court in New Orleans, Mosaic will install state-of-the-art pollution control 
equipment, upgrade existing controls and make multiple modifications to its operating 
procedures to meet new, lower sulfur dioxide emission limits at its Uncle Sam facility. 
In addition, Mosaic agreed that it will permanently cease sulfuric acid production at its 
Mulberry sulfuric acid plant in Bartow, Florida. It also will not use the emission 
reduction credits associated with that shutdown to enable increased emissions at other 
facilities. These measures are expected to eliminate more than 7,600 tons of sulfur 
dioxide annually from the two plants. The government’s complaint, filed concurrently 
with the consent decree, alleged that Mosaic made modifications to its Uncle Sam 
facility that increased emissions of sulfur dioxide without first obtaining pre-
construction permits and installing required pollution control equipment. The Clean Air 
Act requires major sources of air pollution to obtain such permits before making 
changes that would result in a significant emissions increase of any pollutant. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/7576b2d2043c935385257646006ff762?Op
enDocument 

For another story, see item 20  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. October 5, Syracuse Post-Standard – (New York) Nine Mile Point I power plant shut 
down. Operators at the Nine Mile Point 1 nuclear power plant manually shut down the 
unit around noon today in response to high water levels in the reactor. The cause of the 
high water level apparently was due to a feedwater system malfunction. The high water 
level did not pose a safety danger, but since it was not a normal condition, plant 
operators followed procedures and inserted control rods to shut down the unit. The 
shutdown was uncomplicated, with all equipment performing as expected and operators 
handling the shut down appropriately. “We had our resident inspectors assigned to Nine 
Mile Point in the control room to ensure operators were dealing with the shutdown as 
expected,” said a spokesman from the Nuclear Regulatory Commission. “We will 

http://yosemite.epa.gov/opa/admpress.nsf/0/7576b2d2043c935385257646006ff762?OpenDocument
http://yosemite.epa.gov/opa/admpress.nsf/0/7576b2d2043c935385257646006ff762?OpenDocument
http://www.wric.com/Global/story.asp?S=11264131
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continue to evaluate work by plant personnel to troubleshoot the associated issues and 
make repairs.” 
Source: 
http://www.syracuse.com/news/index.ssf/2009/10/nine_mile_point_i_powe_plant_s.ht
ml 

7. October 5, Asbury Park Press – (National) Oyster Creek has faulty 
fasteners. Fasteners made for spent fuel storage devices at Oyster Creek Generation 
Station and several other power plants did not meet standards, according to the Nuclear 
Regulatory Commission. The NRC Web site lists information by Transnuclear Inc. that 
reported “a potential Part 21 violation and has reason to believe that Hwa Shin Bolt 
Ind. Co. provided unsubstantiated certified material.” Transnuclear is performing an 
evaluation and does not believe the issue has safety significance. However, the 
company is reporting this issue because Hwa Shin may have supplied parts that may 
have safety significance, the report stated. The firm also reported that in addition to 
Oyster Creek, affected plants include Millstone Power Station in Connecticut, 
Susquehanna in Pennsylvania, Ginna in New York, Brunswick in North Carolina and 
Cooper Nuclear Station in Nebraska. An NRC spokesman said that initial reviews by 
Exelon Nuclear, owners of Oyster Creek, have determined Oyster Creek is in 
possession of the fasteners in question. “However, none are in casks currently in use, 
that is, in casks loaded with spent fuel,” he said. The spokesman added that the 
fasteners are in several casks that are planned for use next year. “I believe the total 
number of casks planned for loading in the spring is four. We are concerned any time a 
vendor or subcontractor reports falsified or unsubstantiated material test reports,” the 
spokesman said. 
Source: 
http://www.app.com/article/20091005/NEWS/910050331/1070/NEWS02/Oyster+Cree
k+has+faulty+fasteners 

[Return to top]  

Critical Manufacturing Sector 

8. October 6, Saginaw News – (Michigan) Saginaw firefighters respond to flaming oil 
fire at city auto parts supplier. Saginaw firefighters responded to a call of flaming oil 
spilling from a heat treating machine at Hi-Tech Steel Treating, in Saginaw at about 
5:45 p.m. Monday, said the Saginaw Fire Department Battalion Chief. He said they 
were on scene for about one-and-a-half hours and one employee was treated for 
complications arising from smoke inhalation and released at the scene. “The oil spilled 
out into the building around the machine,” the chief said. “Firefighters used fire foam 
to put it out.” He said the machine was shut down until the oil cooled to a safe 
temperature. The facility, which treats parts for the auto industry, had another fire 
originating from one of its furnaces in 1999 that caused about $5,000 in damages. One 
machine suffered damages to wiring, requiring electrical repairs, and cleanup will be 
necessary, the chief said. 
Source: 

http://www.app.com/article/20091005/NEWS/910050331/1070/NEWS02/Oyster+Creek+has+faulty+fasteners
http://www.app.com/article/20091005/NEWS/910050331/1070/NEWS02/Oyster+Creek+has+faulty+fasteners
http://www.syracuse.com/news/index.ssf/2009/10/nine_mile_point_i_powe_plant_s.html
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http://www.mlive.com/news/saginaw/index.ssf/2009/10/saginaw_firefighters_respond_
t.html 

9. October 5, Panama City News Herald – (Florida) Dust sparks plant explosion; four 
injured. Four people were injured, one critically, after a dust explosion Monday at E.B. 
Pipe Coating at Port Panama City. The critically injured person was airlifted to a burn 
center in Georgia; the remaining three were treated and released Monday afternoon. 
Panama City police did not release the names of the injured workers Monday. “What 
we have is a dust explosion that happened in the two dust collectors. We are not exactly 
sure what triggered it,” said a police spokesman. “It could have happened for a number 
of reasons. The dust could have been sparked, or it could have spontaneously 
combusted,” he continued. “Our next step is going to be to interview all the employees 
and try to determine what triggered it.” The explosion occurred in the E.B. Pipe 
Coating building located behind its parent company, Berg Pipe. “It started in the 
areaâ�¦where the coating is put on the pipes,” said a sergeant with the Panama City 
Police Department. The complex was shut down, and between 20 and 30 employees 
were sent home, the sergeant said. The facility will be closed for at least the next few 
days while officials from the Occupational Safety and Health Administration 
investigate the incident. 
Source: http://www.newsherald.com/news/explosion-78022-fire-injured.html 

[Return to top]  

Defense Industrial Base Sector 

10. October 1, Washington Times – (National) Inside the ring. Foreign spies are targeting 
U.S. BlackBerrys and iPhones in a bid to steal economic and trade secrets, as the use of 
computers for economic espionage is growing, according to the latest annual report 
from the Office of the National Counterintelligence Executive. “Cyber threats are 
increasingly pervasive and are rapidly becoming a priority means of obtaining 
economic and technical information,” the report to Congress stated. “Reports of new 
cyber attacks against U.S. government and business entities proliferated in fiscal year 
2008. Several adversaries expanded their computer network operations, and the use of 
new venues for intrusions increased.” Economic spies are seeking both classified and 
unclassified technology and secrets from the U.S. government and private sector, the 
report stated, including such targets as dual-use, export-controlled and military items. 
The most heavily targeted sectors across all agencies included aeronautics, information 
systems, lasers and optics, sensors, and marine systems. “According to information 
compiled during the reporting period, businessmen, scientists, engineers, and 
academics, as well as state security services from a large number of countries, 
continued to target U.S. information and technology. The bulk of the collection 
activity, however, came from a core group of countries.” 
Source: http://washingtontimes.com/news/2009/oct/01/inside-the-ring-
84368770/?feat=home_columns& 

[Return to top]  

http://www.newsherald.com/news/explosion-78022-fire-injured.html
http://washingtontimes.com/news/2009/oct/01/inside-the-ring-84368770/?feat=home_columns&
http://washingtontimes.com/news/2009/oct/01/inside-the-ring-84368770/?feat=home_columns&
http://www.mlive.com/news/saginaw/index.ssf/2009/10/saginaw_firefighters_respond_t.html
http://www.mlive.com/news/saginaw/index.ssf/2009/10/saginaw_firefighters_respond_t.html
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Banking and Finance Sector 

11. October 6, San Francisco Chronicle – (National) Northern California bankers want 
boost for FDIC. Northern California’s community bankers support a plan to bolster the 
Federal Deposit Insurance Corp. as the financial system continues to reel from the 
ripple effects of the collapsing credit bubble. Coping with nearly 100 bank failures so 
far this year, the FDIC recently proposed that healthy banks prepay three years of 
deposit insurance to raise $45 billion so the fund would not have to borrow from the 
Treasury Department. “It would look like another bailout for banks, which frankly we 
don’t need,” said the chief executive of Mechanics Bank, one of the regional 
institutions that have stayed out of trouble thus far by avoiding risky mortgages. “We 
have never had to spend a single penny of taxpayer money on FDIC insurance,” said 
the general counsel of the California Bankers Association. The FDIC could borrow up 
to $500 billion from the Treasury but has said it wants to reserve that credit line for an 
“emergency or other unforeseen event,” adding that current and anticipated failures 
“can be planned for and met by industry resources.” Now experts hope the prepayment 
plan will see the FDIC through the worst spate of failures since the savings and loan 
crisis of the late 1980s and early 1990s.  
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2009/10/06/BU3J19VOAD.DTL 

12. October 5, SCMagazine – (National) Visa creates guidance for merchants wanting 
to encrypt. Visa on October 5 released a best practices document for merchants 
considering adoption of end-to-end encryption, an emerging technology used to mask 
cardholder data from point-of-swipe through processing. The guidance is meant to fill a 
temporary void until industry standards are established by the American National 
Standards Institute the senior business leader in Visa’s payment system risk division 
told SCMagazineUS.com. “We felt it was important to provide [help] for those 
companies clearly looking for guidance today,” she said. “I think a lot of merchants are 
looking for that next solution that is going to be a longer-term data security step.” The 
document calls on merchants to achieve five goals when deploying end-to-end, or data 
field, encryption: Limit clear-text cardholder and authentication data, use robust key 
management solutions that meet international standards, use recognized cryptographic 
algorithms, protect devices used to perform cryptographic functions and consider 
technologies, such as tokenization, that replace card numbers that must be stored with 
unique identifiers. Visa does not require any merchants to store card numbers, but some 
merchants require it for certain business functions, such as recurring subscriptions, the 
business leader said. Meanwhile, some acquiring banks/processors mandate that their 
retail customers store the numbers for processes such as chargebacks. 
Source: http://www.scmagazineus.com/Visa-creates-guidance-for-merchants-wanting-
to-encrypt/article/151556/ 

13. October 5, DarkReading – (International) Bankers gone bad: financial crisis making 
the threat worse. A former Wachovia Bank executive who had handled insider fraud 
incidents says banks are in denial about just how massive the insider threat problem is 
within their institutions. Meanwhile, the economic crisis appears to be exacerbating the 

http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2009/10/06/BU3J19VOAD.DTL
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2009/10/06/BU3J19VOAD.DTL
http://www.scmagazineus.com/Visa-creates-guidance-for-merchants-wanting-to-encrypt/article/151556/
http://www.scmagazineus.com/Visa-creates-guidance-for-merchants-wanting-to-encrypt/article/151556/
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risk, with 70 percent of financial institutions saying they have experienced a case of 
data theft by one of their employees in the past 12 months, according to new survey 
data. An individual who spent 21 years at Wachovia handling insider fraud 
investigations and fraud prevention, says banks do not want to talk about the insider 
fraud, and many aren’t aware that it’s an “epic problem.” “There needs to be more 
training around this issue,” says the individual, who co-authored a book about bank 
insider fraud called Insidious, How Trusted Employees Steal Millions and Why It’s So 
Hard for Banks to Stop Them, which publishes later this month. “We are seeing a huge 
increase in this country of organized crime rings threatening individuals who work in 
financial institutions and making them [commit fraud on their behalf],” she says. 
Meanwhile, according to a new survey by Actimize, nearly 80 percent of financial 
institutions worldwide say the insider threat problem has increased in the wake of the 
economic downturn. “A significant number of folks are being impacted more than a 
couple of years ago,” which is when the last survey was conducted, says the director of 
the financial crimes product group at Actimize. The Actimize survey found that only 28 
percent of financial institutions had not suffered an insider breach in the past 12 
months. Interestingly, it’s not the stereotypical offshore or outsourced employee who’s 
most risky to their organizations. Nearly 70 percent of financial institutions say their 
full-time employees are most likely to pose an insider fraud threat, versus 10 percent of 
part-timers, 8 percent of outsourced workers, 6 percent of temporary workers, and 5 
percent of offshore employees, according to the survey. 
Source: 
http://www.darkreading.com/insiderthreat/security/government/showArticle.jhtml?artic
leID=220301087 

14. October 5, Reuters – (National) SEC standardizes rules for U.S. “erroneous 
trades”. The U.S. Securities and Exchange Commission on October 5 adopted a single 
set of rules for “clearly erroneous” trades, eliminating a mixed bag of standards that 
exchanges used to monitor increasingly electronic trading. So-called clearly erroneous 
trades can result from human error or computer malfunction, the regulator said. 
“Because the markets today are so fast, automated and interconnected, an erroneous 
trade on one market can very rapidly trigger a wave of similarly erroneous trades on 
other markets,” it added. The SEC chairman said in the statement that consistent 
standards “will strengthen the resiliency of our markets by reducing the potential for 
market confusion, especially during periods of high market volatility.” Exchanges 
cancel trades determined to be clearly erroneous, relieving firms of obligations that 
result from the trades. The exchanges, including Nasdaq OMX’s Nasdaq Stock Market, 
began revealing the new rules last week. The rules force exchanges to investigate 
potentially erroneous trades within 30 minutes, and to resolve the matter within 30 
minutes thereafter. As well, exchanges can only consider canceling a trade if the share 
price exceeds the last public sale price by more than 10 percent for shares priced under 
$25, by more than 5 percent for shares priced between $25 and $50, and by more than 3 
percent for shares priced at more than $50. The new standard comes amid heightened 
concern about fairness in markets that rely increasingly on computer algorithms to 
function smoothly. 
Source: http://www.reuters.com/article/politicsNews/idUSTRE59460M20091005 

http://www.reuters.com/article/politicsNews/idUSTRE59460M20091005
http://www.darkreading.com/insiderthreat/security/government/showArticle.jhtml?articleID=220301087
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[Return to top]  

Transportation Sector 

15. October 6, WOOD 8 Grand Rapids – (Michigan) Gas leak at Ford airport. A gas leak 
forced the evacuation of a building at the Gerald R. Ford International Airport. It 
happened Tuesday morning at the maintenance building, which is not near the terminal, 
but closer to the airport entrance on Patterson Avenue between 44th Street and 52nd 
Street. Workers at the scene smelled the faint odor of gas, so when firefighters arrived 
they had everyone leave the building as a precaution. The evacuation was lifted about 
an hour later. Firefighters and a gas company crew are still trying to figure out the 
source of the smell. 
Source: 
http://www.woodtv.com/dpp/news/local/kent_county/gas_leak_at_Gerald_R_Ford_Inte
rnational_Airport 

16. October 5, St. Louis Post-Dispatch – (Missouri) Train locomotive catches fire in 
Kirkwood. The locomotive of 134-rail cars carrying coal caught fire this morning in 
Kirkwood. No one was injured. No coal burned. The incident began at 7:45 a.m. when 
the locomotive at the end of a coal train began having mechanical problems as the train 
approached Kirkwood, said a spokesman for Union Pacific Railroad, which owns the 
line. Kirkwood firefighters were quickly able to put out the fire in the locomotive. No 
one had to be evacuated. The cause of the mechanical problem is still under 
investigation. By 10:55 a.m., the train left to finish its Wyoming-to-southern Illinois 
trip. 
Source: 
http://www.stltoday.com/stltoday/news/stories.nsf/stlouiscitycounty/story/84FE53AEF
7320FB38625764600760593?OpenDocument 

[Return to top]  

Postal and Shipping Sector 

17. October 4, Arundel Muckracker – (Maryland) Strange powder spurs evacuation in 
Linthicum. Arundel firefighters evacuated a building in Linthicum this morning while 
they checked out a powder-covered package in a mailbox. Someone found the yellow 
substance about 10 a.m., and reported it to 911, said an Anne Arundel fire department 
spokesman. But after about 30 minutes, investigators “were able to determine that the 
powdery substance was not hazardous,” the spokesman said. Officials believe the 
powder probably came from a fire extinguisher that someone discharged inside the 
mailbox. Bomb experts from the state Fire Marshal’s Office and the Annapolis Fire 
Department were also called to check out the package. But officials called them off 
before they got to the scene. The person who found the package washed himself in the 
bathroom, and firefighters cleared the building as a precaution. According to state 
property records, the building is owned by a Jehovah’s Witness congregation. 
Source: http://www.arundelmuckraker.com/view_brief.asp?briefID=1185 

http://www.woodtv.com/dpp/news/local/kent_county/gas_leak_at_Gerald_R_Ford_International_Airport
http://www.woodtv.com/dpp/news/local/kent_county/gas_leak_at_Gerald_R_Ford_International_Airport
http://www.stltoday.com/stltoday/news/stories.nsf/stlouiscitycounty/story/84FE53AEF7320FB38625764600760593?OpenDocument
http://www.stltoday.com/stltoday/news/stories.nsf/stlouiscitycounty/story/84FE53AEF7320FB38625764600760593?OpenDocument
http://www.arundelmuckraker.com/view_brief.asp?briefID=1185
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For another story, see item 32  
 
[Return to top]  

Agriculture and Food Sector 

18. October 6, Associated Press – (Iowa) Fire damages pork plant in northwest 
Iowa. Officials say a fire at a pork processing plant in Hospers, Iowa was apparently 
caused by an electrical problem. A fire chief said the fire at Iowa Premium Pork broke 
out Sunday morning in the center of the building in one of the coolers. No one was 
inside the plant at the time, and no injuries were reported. The plant has about 170 
employees, and they were told not to come to work on Monday. Company officials say 
they feared the plant would be shut down for several weeks, but a spokesman said he 
hopes employees will return in the next few days.  
Source: http://www.chicagotribune.com/news/chi-ap-ia-
iowaporkplantfire,0,7386326.story 

19. October 6, Food Safety News – (Pennsylvania) Drugging calves, lying to FDA nets 
fine. In an apparent plea agreement reached prior to formal charging, an Eastern 
Pennsylvania cattle feed company agreed to pay $650,000 to settle federal charges that 
it shipped formaldehyde and another chemicals to farmers to give to calves being raised 
for veal, then tried to hide it from the Food and Drug Administration (FDA). Select 
Veal Feeds and its owner, told farmers to add formaldehyde and potassium 
permanganate to the food between 1998 and May 2005, and supplied the chemicals to 
the farmers in violation of the Food, Drug and Cosmetic Act. Formaldehyde was used 
to prevent scours, a common intestinal illness that causes diarrhea. Potassium 
permanganate was used to improve the color of the veal that was sold to consumers. In 
line with the deal, the U.S. Attorney in Philadelphia brought charges of mis-branding, a 
violation of the Food, Drug, and Cosmetic Act, against Select and the owner on 
Monday. Defendant Select Veal Feeds, Inc. was also charged with one count of 
obstructing an agency proceeding based on false statements to inspectors from FDA in 
January 2004. The veal business bought newborn veal calves for human consumption, 
and contracted with farmers to raise the calves. According to the information, from 
1998 through no later than May 2005, the defendants were directing the contract 
farmers to use feeding protocols that included the routine addition of formaldehyde and 
potassium permanganate to the veal calves’ feed. It is alleged that the veal business 
intentionally made false and misleading statements, intending to convince the 
inspectors that the formaldehyde was not being fed to the veal calves. Because the veal 
business stopped requiring the routine use of formaldehyde and potassium 
permanganate by May 2005, at the latest, the government is not alleging any present 
danger to consumers or public health.  
Source: http://www.foodsafetynews.com/2009/10/drugging-calves-lying-to-fda-nets-
fine/ 

20. October 5, U.S. Environmental Protection Agency – (California) U.S. EPA and 
Central California company agree to settlement of $23,000 for risk management 

http://www.chicagotribune.com/news/chi-ap-ia-iowaporkplantfire,0,7386326.story
http://www.chicagotribune.com/news/chi-ap-ia-iowaporkplantfire,0,7386326.story
http://www.foodsafetynews.com/2009/10/drugging-calves-lying-to-fda-nets-fine/
http://www.foodsafetynews.com/2009/10/drugging-calves-lying-to-fda-nets-fine/
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plan violation. The U.S. Environmental Protection Agency (EPA) today agreed in a 
settlement of $23,000 with Pappas & Co. for failing to submit and update federal risk 
management plans for its anhydrous ammonia process for two of its produce packing 
facilities in Mendota, California— a violation of the nation’s Clean Air Act. Pappas & 
Co. submitted a risk management plan three years after bringing in more than 10,000 
pounds of anhydrous ammonia onto its facility located on Lyons Ave. The company 
also failed to submit an updated risk management plan for its Naples Street location 
when it was due for a five-year update. “It is crucial for companies to provide the EPA 
with these risk management plans in a timely manner,” said the assistant director for 
the Pacific Southwest region’s Superfund program. “These plans are designed to 
guarantee that businesses do their part to safeguard the environment and impacted 
communities.” In addition to the fine, Pappas & Co. will spend approximately $8,000 
on two supplemental environmental projects. The company will donate a hand-held 
ammonia detector to the fire department with jurisdiction over the facilities. Also, the 
company will install an ammonia sensor outside of the Naples Street Facility. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/830AD88CE5FB9A8385257646006AAFC
B 

21. October 5, Los Angeles Times – (California) EPA chooses $50 million plan to cap 
huge DDT deposit on ocean floor off Southern California. Clean sand and silt will 
be used to cover a vast deposit of the pesticide DDT and toxic compound PCB on the 
ocean floor off Southern California, the U.S. Environmental Protection Agency (EPA) 
said Monday. The $50 million plan will target a Superfund site lurking in the waters off 
the scenic Palos Verdes Peninsula in order to reduce concentrations of the chemicals in 
fish in that area. About 110 tons of DDT from a manufacturer and 10 tons of PCBs 
from industrial operations flowed for years through the Los Angeles County sewer 
system into the ocean and accumulated in a nine-mile-long swath. Now, an existing 
thin layer of silt over the contaminants is showing signs of erosion. The government 
will also continue programs aimed at educating the public to not eat contaminated fish. 
An EPA project manager said the actual capping will not happen until 2012, after the 
best method for placing the sand is determined. The new material cannot simply be 
dropped from the surface because that would stir up the contaminated sediment and 
spread it. Rather, it must be released close to the bottom, the manager said. The DDT 
was released from 1947 to 1971 by manufacturer Montrose Chemical Corp. into sewers 
that flowed into the Pacific. Widely used until its environmental impacts were 
recognized, DDT was banned in 1972. High levels of DDT and PCBs can move 
through the food chain by accumulating in microorganisms, worms, fish and birds. 
Human consumption can harm the liver and central nervous system and increase cancer 
risks. The now-defunct Montrose Chemical, other chemical companies, the county 
sanitation district and others eventually settled lawsuits by the state and federal 
governments. The settlements set aside $136 million to address the contamination. 
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-ocean-
ddt,0,2313762.story 
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Water Sector 

22. October 5, U.S. Environmental Protection Agency – (Michigan) EPA: Some water 
samples from Saginaw, Midland and Bay City unusable due to lab contamination; 
retesting for furans to begin. U.S. Environmental Protection Agency (EPA) Region 5 
said on October 5 that the results of some samples from the Midland, Saginaw, and Bay 
City, Michigan, water supply systems taken last July are faulty due to laboratory 
contamination. Test results showed low levels of furans in EPA’s water samples. 
However, because the furans were also detected at similar concentrations in clean blank 
reference samples, EPA scientists quickly realized these results were actually caused by 
lab contamination. Since the results are unusable, EPA has contacted the cities to 
schedule a new round of sampling later this week. After reviewing the situation with 
SGS North America-the company whose lab analyzed the results-it was confirmed that 
EPA’s water samples were contaminated by furans in the lab equipment. SGS has since 
modified its equipment and processed a new, clean blank reference sample. This 
sample did not detect any furans. EPA collected the samples in response to community 
questions about impacts to drinking water from contaminated sediment stirred up by 
U.S. Army Corps of Engineers’ navigational dredging in the Saginaw River. Dioxins 
and furans are byproducts of historical industrial processes by the Midland-based Dow 
Chemical Co. This past July 28-29, EPA contractors Weston Solutions collected 
samples from both the intakes and from treated water for the Saginaw, Midland and the 
Bay City water supply systems. The samples were then processed by Weston’s 
subcontractor, SGS North America (Wilmington, North Carolina), which operates a 
laboratory certified to analyze dioxin and furans. More sampling is planned for spring 
2010, when USACE dredging is expected to resume. The EPA water sampling tested 
for more than 120 other chemicals. The results for these other chemicals, analyzed at a 
different lab, were below EPA’s maximum contaminant levels which ensure municipal 
drinking water supplies are safe. The complete report will be posted by Wednesday on 
EPA’s Web site: http://www.epa.gov/region5/sites/dowchemical.  
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/1DBAB88A6C3B669685257646007CE97
1 

23. October 5, U.S. Environmental Protection Agency – (Indiana; Michigan; Ohio) EPA 
designates Michindoh aquifer as sole source of drinking water for tri-state 
area. U.S. Environmental Protection Agency (EPA) Region 5 has proposed to 
designate the Michindoh aquifer as the sole source of drinking water for an area 
comprising nine counties including parts of Allen, DeKalb, and Steuben counties in 
Indiana; Hillsdale and Lenawee counties in Michigan; and Defiance and Fulton 
counties and all of Williams County in Ohio. This designation will provide greater 
protection for the aquifer. The proposal is open for public comment until Friday, 
November 6. If no significant comments are provided, the decision will become final. 
When an aquifer is designated the sole or principal source of drinking water for an area, 
EPA must review all federally funded projects in the area to determine their potential 
for contaminating the aquifer. No federal funds may be spent on projects which EPA 
determines may contaminate the aquifer. 

http://yosemite.epa.gov/opa/admpress.nsf/0/1DBAB88A6C3B669685257646007CE971
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Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/6FEA96C7610A3BF085257646006663ED 

24. October 5, Salisbury Daily Times – (Virginia) E. coli bacteria still present in 
Eastville water. On September 24, Eastville, Virginia’s water system tested positive 
again for a presence of coliform bacteria, meaning residents will remain under a water 
advisory. The mayor said Eastville received state test results that “were no better” on 
Wednesday and sterilized the water tower and flushed chlorine through the system. 
Results from a follow-up test were expected October 5. The town’s 110 public water 
customers have been advised to either boil water before using it, sterilize it or use 
purification tablets. The tests have prompted the mayor several times to climb to the 
roof of the 140-foot municipal water tower for observations or cleaning. He said he met 
last week with state Department of Agriculture officials to discuss the removal of 
turkey vultures that roost on the tower. The Town Council plans to discuss removing 
the birds during a 7 p.m. meeting today. Options include shooting the entire flock or 
shooting some of the birds and hanging them from the water tower to scare others 
away. A third option would be to haul dead animal carcasses to land near the base of 
the tower, leave them there for a few days to get the birds acclimated and then put the 
carcasses in traps and catch the vultures. 
Source: http://www.delmarvanow.com/article/20091005/NEWS01/910050327 

[Return to top]  

Public Health and Healthcare Sector 

25. October 6, Occupational Health and Safety – (International) Novartis ships final 
seasonal flu doses to USA. Novartis, which began shipping its first H1N1 influenza 
vaccines on September 27 to the United States, said Tuesday that it has sent the last of 
27 million doses of this year’s seasonal flu vaccine to the U.S. market. That is more 
seasonal flu vaccine shipped earlier than in any previous year, according to the 
company, which is based in Switzerland. GlaxoSmithKline also announced Tuesday 
that it has contracts in place to supply 440 million doses of H1N1 vaccines through 
orders from U.S. government agencies, with discussions ongoing about supplying 
additional doses. The company said it began shipping vaccine to government agencies 
on Monday and will continue deliveries through the first half of 2010. 
Source: http://ohsonline.com/Articles/2009/09/25/Novartis-Ships-Final-Seasonal-Flu-
Doses-to-USA.aspx 

26. October 6, Occupational Health and Safety – (Colorado) New tools help emergency 
planners select care facilities during disasters. Two interactive computer tools 
released by HHS’ Agency for Healthcare Research and Quality will help emergency 
planners and responders select and run alternate care facilities during disaster 
situations. In such instances, hospitals experiencing a surge in seriously ill patients 
requiring acute care may need to transfer less ill patients efficiently to alternate care 
sites. Alternate care facilities are locations that can easily and quickly be equipped to 
augment or replace health care services when hospitals and other traditional care sites 

http://www.delmarvanow.com/article/20091005/NEWS01/910050327
http://ohsonline.com/Articles/2009/09/25/Novartis-Ships-Final-Seasonal-Flu-Doses-to-USA.aspx
http://ohsonline.com/Articles/2009/09/25/Novartis-Ships-Final-Seasonal-Flu-Doses-to-USA.aspx
http://yosemite.epa.gov/opa/admpress.nsf/0/6FEA96C7610A3BF085257646006663ED
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are inoperable or overwhelmed. Potential alternate care sites include college campuses, 
gymnasiums, schools, community centers, health clubs, convention centers, or climate-
controlled warehouses. The two tools allow users to input information on their specific 
medical care needs and receive feedback on which facilities can become alternate care 
sites or which patients can appropriately be moved to those sites. 
Source: http://ohsonline.com/Articles/2009/10/06/New-Tools-Help-Emergency-
Planners-Select-Care-Facilities-During-Disasters.aspx 

27. October 6, Associated Press – (Florida) 1,800 patients may have been exposed to 
HIV, hepatitis at Florida hospital. More than 1,800 patients treated by one nurse at a 
South Florida hospital may have been exposed to HIV and hepatitis. Broward General 
Medical Center in Fort Lauderdale said Monday the nurse reused saline bags and 
tubing during cardiac stress tests involving the injection of fluids. The hospital has sent 
letters to all 1,851 people who may have been affected from January 2004 to early 
September. Hospital officials say the risk of exposure is low, but all affected patients 
should be tested for HIV and hepatitis B and C. The nurse, who has not been identified, 
resigned and was reported to the Board of Nursing. The hospital discovered the 
problem after a patient noticed the nurse misusing the equipment and anonymously 
called in. 
Source: http://www.foxnews.com/story/0,2933,560960,00.html?test=latestnews 

28. October 5, USA Today – (National) Behind the scenes, system sniffs for biological 
attacks. BioWatch, a federally funded, locally run program to detect biological agents 
that might be used in a terrorist attack, is quietly operating in more than 30 cities. A 
federally funded, locally run program with an $80 million annual budget, it depends on 
a network of vacuum pumps that draw surrounding air through filters, sniffing for signs 
of biological agents. The pumps’ precise locations are secret, but they are in high-
traffic destinations such as subway stations and where prevailing winds might carry a 
toxic plume. Each day, technicians retrieve their filters and carry them to public health 
laboratories, where scientists test for the genetic fingerprints of a top-secret list of 
biological threats. The program has made the USA dramatically better prepared for a 
biological attack — but it also has vulnerabilities, acknowledges a deputy assistant 
secretary at the Department of Homeland Security (DHS) Office of Health Affairs who 
now oversees the program for DHS. Because the filters are collected as infrequently as 
once a day, a terrorist could release anthrax, plague, or smallpox in a U.S. city and it 
might take 12 to 36 hours for anyone to find out. If the agent were anthrax, public 
health officials would have as few as 12 hours to confirm the attack, try to map its 
scope and dispense antibiotics to thousands, or tens of thousands, of people. Inhaled 
anthrax is nearly always fatal if people who are exposed to it go 72 hours without 
treatment, the deputy assistant secretary says. Given the likelihood of delays, some 
critics question the need for BioWatch. They say the government’s focus should be on 
a tighter public health surveillance network that could detect any epidemic, not just 
those that are man-made. 
Source: http://www.usatoday.com/news/health/2009-10-05-biowatch-biological_N.htm 
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Government Facilities Sector 

29. October 6, Daily Orange – (New York) Fire set in Slocum laboratory, arson 
suspected. Syracuse Fire Department investigators suspect that a student used acetone 
to start a fire in the drawing laboratory on the fourth floor of Slocum Hall Monday 
night, a fire official said. No injuries were reported and the building sustained no 
structural damage, the fire official said. Firefighters received the call, about the fire, at 
7:47 p.m. Witnesses told investigators that they saw an individual pour acetone on the 
floor and light it on fire. Another person in the classroom put out the fire with the 
extinguisher, the fire official said. Firefighters found no evidence of how long the fire 
lasted. “Our arson investigators and the Department of Public Safety are looking into 
it,” the fire official said. “They will get a class roster, and interview the students and 
eye witnesses.” The investigators will treat the case as suspected arson, the fire official 
said. A Syracuse University public safety official declined to provide any details on the 
case and said the investigation will continue. Acetone is a flammable chemical solvent 
used in household products, such as nail polish remover and paint thinner. 
Source: 
http://media.www.dailyorange.com/media/storage/paper522/news/2009/10/06/News/Fi
re-Set.In.Slocum.Laboratory.Arson.Suspected-3794061.shtml 

30. October 6, KMGH 7 Denver – (Colorado) Boulder man sentenced for threatening to 
blow up Buckley AFB. A 27-year-old Boulder man was sentenced last week to 18 
months in federal prison for calling in a bomb threat to Buckley Air Force Base, the 
United States attorney general announced Monday. The defendant had been indicted on 
March 11 and pleaded guilty June 8. According to the grand jury indictment and 
subsequent plea agreement, the defendant called the 460th Security Forces Control 
Center at Buckley Air Force Base on January 21. He told them they should call the 
Secret Service because he had a hand held, single wire Kansas trigger and that all 
bombs would detonate when he was done torturing. The attorney general’s office did 
not say how law enforcement tracked him down. After serving his prison sentence, the 
defendant will be required to serve six months in a halfway house, and undergo a 
psychiatric evaluation. The case was investigated by the FBI’s Joint Terrorism Task 
Force, the Boulder Police Department, the Boulder Sheriff’s Office, the Air Force 
Office of Special Investigations, and Security Forces. 
Source: http://www.thedenverchannel.com/news/21208991/detail.html 

31. October 6, Tufts Daily – (Massachusetts) IT security breach causes WebCenter 
shutdown. An unusually large-scale hacking attack over the weekend affected at least 
100 computers on Tufts’ Medford/Somerville campus, causing the university to 
temporarily shut down WebCenter and send many employees home early. The security 
breach likely resulted from people outside of the university trying to hijack Tufts-
affiliated computers in order to send out spam e-mails or to use network storage space 
for other purposes, according to the director of communications and organizational 
effectiveness for University Information Technology (UIT). The director said that 
information technology officials will not know for sure what caused the attack until 
they complete an analysis this week. Impacted computers included those in faculty and 

http://media.www.dailyorange.com/media/storage/paper522/news/2009/10/06/News/Fire-Set.In.Slocum.Laboratory.Arson.Suspected-3794061.shtml
http://media.www.dailyorange.com/media/storage/paper522/news/2009/10/06/News/Fire-Set.In.Slocum.Laboratory.Arson.Suspected-3794061.shtml
http://www.thedenverchannel.com/news/21208991/detail.html
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staff offices in the Schools of Arts and Sciences and Engineering, as well as machines 
in Tisch Library and in Undergraduate Education, Student Affairs and Student Services 
(USS). She added that to the best of her knowledge only three of the approximately 100 
computers affected belonged to students. The breach did not affect all sectors of the 
university, or even of the Medford/Somerville campus. The university advancement 
office and the Fletcher School of Law and Diplomacy were among several sectors that 
escaped harm. 
Source: http://www.tuftsdaily.com/it-security-breach-causes-webcenter-shutdown-
1.1940619 

32. October 6, Minnesota Public Radio – (Minnesota) Felony charges for Princeton teens 
in bombs case. Two Princeton High School students have been charged with placing 
six homemade bombs around their city last week, the same day school was canceled 
because of an investigation into three suspicious packages. An 18 year-old and a 17 
year-old were charged with felonies in Mille Lacs County Court. According to the 
criminal complaint, police in Princeton found six homemade bombs — called 
“McGyver bombs” or “The Works” bombs — around the city. While investigating a 
suspicious package found at the post office, a police sergeant was called to another 
address, where he found a Mountain Dew bottle with a strong chemical odor lying in 
the road, the complaint said. Witnesses told him they heard a “pop” sound when a car 
drove by. According to the complaint, the pair told police they had purchased items at a 
grocery store to make the explosive devices. Authorities found explosive devices at the 
post office, high school and public utilities building, but Princeton police said in a 
statement on the department’s Web site that they are still investigating those incidents. 
Source: http://minnesota.publicradio.org/display/web/2009/10/06/charges-princeton-
bombs/ 

33. October 5, Bay News 9 – (Florida) USF student arrested, charged following 
lockdown. A University of South Florida student has been charged for making a false 
report concerning a bomb on state-owned property. The USF Tampa campus was on 
lockdown for much of Monday afternoon after someone reported a person with a bomb 
and a gun near the library. According to USF police the suspect was taken into custody 
from a USF Bull Runner bus for comments he made while on the bus. The Tampa 
Police Department says after the suspect was taken into custody, he said he was just 
joking and didn’t have a bomb. The Tampa Police Department bomb team was called 
in to examine the suspect’s belongings. They determined his backpack was safe. No 
weapons were found on the suspect. 
Source: 
http://www.cfnews13.com/News/Local/2009/10/5/armed_intruder_reported_on_usf39s
_tampa_campus.html 
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Emergency Services Sector 
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34. October 6, WIBC 93.1 FM Indianapolis – (Indiana) 3 injured in riot at Jennings 
County Jail. Three officers were injured early Tuesday morning during a jail riot in 
Jennings County, Indiana. Police say one jail officer was stabbed in the head and one 
was stabbed four times and handcuffed. Three jailers were held hostage until police 
arrived and tased the three teens responsible. One of the officers stabbed was treated 
and released. The other officer who was stabbed in the head was flown to an 
Indianapolis hospital. His condition is not known. 
Source: http://www.wibc.com/news/Story.aspx?id=1148204 

35. October 5, Houston Chronicle – (Texas) HPD checking its flashlights after one 
explodes. Houston police are inspecting their flashlights after one exploded in the face 
of an officer working a second job Sunday night. Two officers were told by residents of 
an apartment complex at Crescent Park and Southlake in west Houston that people had 
been seen coming and going from a vacant, darkened unit, a department spokesman 
said. Once inside, the officers reported hearing some sort of explosion and retreated 
outside, calling for backup. When they went back in, they found the flashlight batteries 
on the floor and realized what happened. The officer holding the flashlight suffered a 
minor burn on his left cheek, a reddened eye and a minor hand injury. He was treated at 
Memorial Hermann Hospital-Texas Medical Center and released. “There was some 
type of chemical reaction,” the department spokesman said. The flashlight was a 
Streamlight Poly Tac LED model, powered by two Ultralast Photo Lithium batteries, 
he said. He added that officers are expected to provide certain pieces of their own 
equipment, including flashlights and handguns, so brands and models vary across the 
force. 
Source: http://www.chron.com/disp/story.mpl/hotstories/6652786.html 

36. October 5, Associated Press – (New York) NYC to expand high-tech counterterror 
system. A network of security cameras, license plate readers and weapons sensors 
intended to protect lower Manhattan from terrorist threats will be expanded to the city’s 
midtown area. The city will use $24 million in federal grants to install the 
counterterrorism system in the area that includes such landmarks as Grand Central 
Terminal, Pennsylvania Station and the United Nations, the mayor said Sunday. The 
existing network covers a nearly two-square-mile area that includes the New York 
Stock Exchange, the World Trade Center site and other high-profile buildings and 
infrastructure. “As a result, the area below Canal Street is now the best-protected 
financial center in the world,” the mayor said. The midtown security initiative will be 
in place by 2011. Additional security cameras would be installed and existing cameras 
operated by private companies would be plugged into the NYPD’s network. It would 
cover the area between 30th and 60th streets. Police officers and security staffers from 
private outfits will monitor the stream of information. The system is primarily intended 
as a counterterrorism measure also will be used to fight street crime. 
Source: http://www.kansascity.com/437/story/1490620.html 

For another story, see item 41  
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Information Technology Sector 

37. October 6, CNET – (International) Passwords for Google, Yahoo and Hotmail 
accounts illegally leaked online. Documents seen by CNET UK suggest thousands of 
usernames and passwords for Hotmail, Google and Yahoo accounts have been illegally 
posted to the Internet. Login credentials for accounts ending with yahoo.com, 
hotmail.com, gmail.com, msn.com, live.com and hotmail.fr were seen. Users of these 
services are strongly encouraged to immediately change their passwords. Usernames 
and passwords for Google’s Gmail service could also provide hackers with access to 
users’ YouTube, Blogger, Google Docs and Google Talk accounts, as these services are 
all owned by Google and often work under a single login ID. CNET UK contacted 
Google, which acknowledged the leaked details and blames phishing attacks rather than 
insecurities within Google’s system. “We recently became aware of an industry-wide 
phishing scheme through which hackers gained user credentials for Web-based mail 
accounts including Gmail accounts,” a Google spokesperson told CNET UK. “As soon 
as we learned of the attack, we forced password resets on the affected accounts. We 
will continue to force password resets on additional accounts when we become aware 
of them.” CNET UK also contacted Yahoo; a spokesperson confirmed, “We are aware 
and are investigating.” Reports of leaked Hotmail account details first appeared on 
Neowin. Microsoft later confirmed the news, and announced that “as a result of our 
investigation we are taking measures to block access to all of the accounts that were 
exposed and have resources in place to help those users reclaim their accounts.” 
Source: http://crave.cnet.co.uk/software/0,39029471,49303832,00.htm 

38. October 5, Network World – (International) Prototype security software blocks DDoS 
attacks. Researchers have come up with host-based security software that blocks 
distributed denial-of-service attacks without swamping the memory and CPU of the 
host machines.The filtering, called identity-based privacy-protected access control 
(IPCAF), can also prevent session hijacking, dictionary attacks and man-in-the-middle 
attacks, say researchers at Auburn University in their paper, “Modeling and simulations 
for Identity-Based Privacy-Protected Access Control Filter (IPCAF) capability to resist 
massive denial of service attacks.” This new method is suggested as a replacement for 
IP-address filtering, which is sometimes used to block DDoS attacks but is problematic 
because IP addresses can be spoofed, says a professor of electrical and computer 
engineering at Auburn and lead author of the paper. The method also greatly reduces 
the resources attacked machines have to expend in order to figure out whether requests 
are legitimate, he says. Under IPCAF authorized users and the servers they try to reach 
receive a one-time user ID and password to authenticate to each other. After that they 
cooperate to generate pseudo IDs and packet-field values for each successive packet so 
packets get authenticated one at a time. The receiving machines simply check the field 
value in each packet in order to decide whether to reject it. Only after the filter value 
checks out are more memory and CPU resources allocated to further process the 
packets, the professor says. IPCAF runs on servers and client machines and does its 
work with negligible impact on performance of the machines involved, he says. For 
instance, the CPU on a machine running IPCAF and processing legitimate requests 
during testing was 10.21 percent. That rose to 11.78 percent when the same machine 

http://crave.cnet.co.uk/software/0,39029471,49303832,00.htm


 - 18 - 

was under attack, the professor says. 
Source: 
http://www.computerworld.com/s/article/9138982/Prototype_security_software_blocks
_DDoS_attacks 

39. October 5, The Register – (International) IE, Chrome, Safari duped by bogus PayPal 
SSL cert. If a individual is using the Internet Explorer, Google Chrome or Apple Safari 
browsers during PayPal transactions, now would be a good time to switch over to the 
decidedly more secure Firefox alternative. That is because a hacker on October 5 
published a counterfeit secure sockets layer certificate that exploits a gaping hole in a 
Microsoft library used by all three of those browsers. Although the certificate is 
fraudulent, it appears to all three to be a completely legitimate credential vouching for 
the online payment service. The bug was disclosed more than nine weeks ago, but 
Microsoft has yet to fix it. The October 5 release of the so-called null-prefix certificate 
for PayPal is a serious blow to online security because it makes it trivial for 
cybercrooks to defeat one of the web’s oldest and most relied upon defenses against 
man-in-the-middle attacks. PayPal and thousands of other financial websites use the 
certificates to generate a digital signature that mathematically proves login pages aren’t 
forgeries that were set up by con artists who are sitting in between the user and the 
website he’s trying to view. The certificate exploits a security hole in a Microsoft 
application programming interface known as the CryptoAPI, which is used by the IE, 
Google Chrome and Apple Safari for Windows browsers to parse a website’s SSL 
certificates. Even though the certificate is demonstrably forged, it can be used with a 
previously available hacking tool called SSLSniff to cause all three browsers to display 
a spoofed page with no warnings, even when its address begins with “https.” “Use this 
with SSLSniff and it’s game over,” a hacker who demonstrated the SSL weakness at 
the Black Hat security conference in Las Vegas, Nevada, said of the bogus PayPal cert. 
“It’s true that posting this doesn’t exactly seem prudent and is personally frustrating for 
me. Technically, though, it might be more fair to say that Windows users are at risk 
because of a vulnerability that remains unpatched by Microsoft.”  
Source: 
http://www.theregister.co.uk/2009/10/05/fraudulent_paypay_certificate_published/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

40. October 6, ITP.net – (International) Etisalat users hit by more network 
problems. UAE operator Etisalat has been hit by a third day of network problems, with 
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some mobile users across the country today complaining that they are unable to make 
or receive calls. An Etisalat spokesman said the problem relates to a series of network 
upgrades it is carrying out. It comes two days after the operator’s BlackBerry 
subscribers were hit by connectivity problems which prevented them from accessing 
the internet and sending and receiving emails. Etisalat claimed on October 4 that it had 
“successfully resolved a temporary outage on its BlackBerry service”, but on October 5 
some users of the RIM device were still complaining that they were unable to receive 
emails. Etisalat said the outage was caused by a problem affecting an international 
carrier link. In a statement, the operator said: “Etisalat investigated the issue on a 
priority basis with the international carrier to resolve the problem. Etisalat regrets any 
inconvenience because of the outage.”  
Source: http://www.itp.net/577846-etisalat-users-hit-by-more-network-problems 

41. October 6, The Hill – (National) Senate OK’s prison cellphone jamming bill. The 
Senate unanimously passed legislation that would block calls from cellphones within 
prison walls, intended to prevent prisoners from using contraband cellphones to 
orchestrate crimes or plan escapes. The bill is backed by a senator from Texas who is 
also a ranking member on the Senate Commerce Committee. “This legislation will 
disconnect the communications networks that prisoners and criminal enterprises have 
patched together using smuggled cell phones,” the senator said in a statement. “With 
innocent lives on the line, Congress has a responsibility to give the nation’s law 
enforcement community the tools necessary to effectively fight this growing problem. 
By adding cell jamming technology to the tools our corrections professionals can 
deploy, we can prevent criminals from terrorizing Americans from behind bars – even 
when phones evade detection and discovery and fall into convicts’ hands. I urge my 
colleagues in the House to swiftly pass this legislation.” As part of the Safe Prisons 
Communications Act, the Federal Communications Commission would conduct a 
rulemaking regarding the use of jamming devices in prison facilities, and the agency 
would have to approve any device used for the purpose. The bill also requires prisons 
that install the jamming device to have formal procedures for shutting down the system 
if it causes interference with outside networks or with public safety networks. 
Source: http://thehill.com/hillicon-valley/605-technology/61735-senate-oks-prison-
cellphone-jamming-bill 

42. October 5, The Register – (International) DDoS attack rains down on Amazon 
cloud. Web-based code hosting service Bitbucket experienced more than 19 hours of 
downtime over the weekend after an apparent DDoS attack on the sky-high compute 
infrastructure it rents from Amazon.com. This in turn left many developers without 
access to code projects hosted on Bitbucket, a GitHub-like service based on the 
Mercurial version control system. The news is sure to fuel fears over the security of 
Amazon’s Elastic Compute Cloud (EC2) and similar “infrastructure clouds,” online 
services that provide grid-like access to scalable processing, storage, and networking 
resources. “The lesson here is: ‘Don’t bet the farm on a single cloud provider,’” says 
the founder of cloudsecurity.org and a security practitioner at a Fortune 500 company. 
“It’s common sense really. But people get lulled into thinking they site is always going 
to be available [when they host with a single provider].” According to a blog post from 
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the Danish developer who runs Bitbucket.org, the site’s Amazon-hosted network 
storage became “virtually unavailable” beginning October 2, and the outage persisted 
well into October 3 before Amazon pinpointed the problem. Amazon advised him not 
to divulge the cause of the outage. But he divulged anyway. “We were attacked. 
Bigtime. We had a massive flood of UDP [User Datagram Protocol] packets coming in 
to our IP, basically eating away all bandwidth to the box,” he wrote. “So, basically a 
massive-scale DDOS. That’s nice.” After uncovering the problem, at least 16 hours 
after it was first reported, Amazon blocked the offending traffic, and service returned to 
normal. But by the October 4, the problem returned, and another two hours passed 
before this second outage was reversed. Then, it seems, a third attack arrived. The 
Danish developer told The Register that an attack on an Amazon edge router took out 
service for some but not all Bitbucket customers for close to one and a half hours 
earlier October 5. 
Source: http://www.theregister.co.uk/2009/10/05/amazon_bitbucket_outage/ 

[Return to top]  

Commercial Facilities Sector 

43. October 5, Arizona Republic – (Arizona) Off-the-cuff comment evacuates Phoenix 
Convention Center. The Phoenix Convention Center allowed people to re-enter the 
building Monday afternoon after security received a suspicious package Monday 
afternoon, forcing an evacuation, authorities said. Around 1:15 p.m., a man attending 
the Neighborhood Assistance Corporation of America’s “Save the Dream” convention 
handed an event security guard a soft lunch box. The man told the guard, “This is not 
mine. I hope it doesn’t explode,” said a Phoenix detective. The guard contacted security 
for the Convention Center and Phoenix Police. Authorities secured the third floor of the 
center’s north building. People in other parts of the building were forced to evacuate. 
The detective said the lunch box had “personal items.” Police believe the unidentified 
man, who they have detained for questioning, might have found the package and 
simply made a mistake by referencing explosives when turning it in.  
Source: http://www.azcentral.com/news/articles/2009/10/05/20091005bomb1005-
ON.html 

44. October 5, Wicked Local Rockland – (Massachusetts) Rockland arena evacuated 
after chemical leak. The Bavis Arena was evacuated Sunday after a chemical leak 
caused by a burst pipe put patrons at risk of inhaling carbon monoxide. The arena has 
been temporarily shut down because the pipe carried a chemical that is used to cool the 
rink. The leak caused the rink’s temperature to drop too low. An investigation to 
determine why the pipe burst has commenced. “The only reason that we didn’t have 
multiple injuries from the carbon monoxide was because the arena was evacuated so 
quickly,” a lieutenant with the Rockland Fire Department said. “The staff did a fine job 
in getting everybody out.” The arena, on VFW Drive, was very crowded when the 
incident occurred, officials said. Firefighters arrived at about 1:15 p.m. and noticed a 
light smoke coming from the rear of the building. After the arena was evacuated, the 
fire department cleared the carbon monoxide until the interior air was back to normal. 
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They then allowed patrons to go back inside and retrieve belongings. Bavis Arena 
management could not be reached for comment Sunday evening. The arena, part of the 
Massachusetts Sports Club, is used by hockey camps and leagues. 
Source: http://www.wickedlocal.com/rockland/news/x1699614052/Rockland-arena-
evacuated-after-chemical-leak 

For another story, see item 17  
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National Monuments and Icons Sector 

45. October 6, Great Falls Tribune – (Montana) Burn planned near Sapphire 
Village. The U.S. Forest Service has approved a plan to log and burn 1,655 acres of 
Lewis and Clark National Forest where fire has not burned on a large scale in more 
than a century, increasing the danger of a catastrophic wildfire.  In addition, a 
prescribed fire would be set on 1,655 acres, including the 632 acres of logged land, to 
reduce mid-sized trees that fires can climb before reaching larger trees, a member of the 
U.S. Forest Service office said. Reducing high fuel loads in the wildland-urban 
interface, where forests meet developed areas, is part of the Forest Service’s National 
Fire Plan, he added. Sapphire Village, which has 75 structures, is located 22 miles 
south of Stanford on the edge of the national forest. It is among those Montana 
communities officially considered at risk from wildfire. A 45-day appeal period for the 
Ettien Ridge Fuels Reduction Project ends November 16. If no appeals are filed, the 
thinning contract could be awarded this winter but when the work begins would 
depend, in part, on what the market is paying for timber, he said. 
Source: http://www.greatfallstribune.com/article/20091006/NEWS01/910060312 
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Dams Sector 

46. October 6, West Yellowstone News Online – (Montana) Work continues on Hebgen 
Dam. With flows on the Madison River in Montana hovering right around their 
seasonal average, it is not obvious that work is being done to the rivers first upstream 
dam. After a malfunction at the intake structure last year, flows on the Madison 
skyrocketed until PPL was able to close off a malfunctioning intake gate. As was 
common practice, the dam was built with wooden logs to restrict flows through the 
gates. Several of the logs broke last year, resulting in the higher flows, and subsequent 
repairs. “We’re on schedule, right where we want to be and where we were hoping to 
be,” said the external affairs manager for PPL Montana, the company responsible for 
the dam’s operation. Seattle-based Pacific Pile and Marine has been working since mid-
June building a coffer dam around the intake structure to allow the structure to be 
dewatered for repairs. “We’re hoping to have the coffer dam in place by the end of this 
construction season,” said the manager, who expects the construction to continue 
through the summer of 2011. PPL plans to dewater the intake structure and begin repair 
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to the intake gates this coming spring. “We’re going to replace those logs with concrete 
and steel,” explained the manager. “We shouldn’t have any wood in there at all. While 
the water is flowing over the spillway and the intake structure is dry, the repair crew 
will be able to closely examine the intake gates as well as the tube that usually carries 
water from the lake to the river. This will allow the team to find any possible issues and 
address them.” 
Source: http://www.westyellowstonenews.com/articles/2009/10/05/news/news2.txt 

47. October 5, Fairbanks Daily News Miner – (Alaska) Alaska lawmaker revives study 
on Susitna Dam project. Talk of the long-discussed proposal to dam the Susitna River 
for electricity is again circling Fairbanks, Alaska. A senator is presenting details of the 
proposal to groups in Fairbanks three months before next spring’s legislative session. 
And state energy specialists are studying the project more than two decades after a 
1980s economic bust left plans on the shelf. A bill sponsored by the senator two years 
ago set aside $2.5 million to reevaluate the Susitna proposal’s old designs for 
lawmakers and the governor to consider. The senator told a transportation-focused 
committee of the Greater Fairbanks Chamber of Commerce last week that the analysis 
is almost done and is expected this spring. He said it is too early to say whether the idea 
of the multibillion-dollar dam system, which if built could eventually drop electricity 
rates to near zero across the Railbelt, might be built. 
Source: http://newsminer.com/news/2009/oct/05/susitna-dam-project-returns/ 

48. October 5, Seattle Post Intelligencer – (Washington) Makeshift levee work could 
boost flood risk, Army engineers warn. Individual cities’ efforts to bolster levees in 
anticipation of possible severe flooding in the Green River Valley in Washington this 
fall could actually hamper flood preparation efforts, a U.S. Army Corps of Engineers 
official said Monday. A colonel briefed King County Council members on work to 
repair the Howard Hanson Dam, which was damaged earlier this year and is not 
functioning properly. The colonel was asked about efforts by cities in the valley to 
make their levees higher. He said the way the levees are designed, adding weight to 
them could make them less structurally sound. Such “levy wars” are counterproductive, 
he said. One councilman said the county and cities need to make sure their is 
coordination so efforts are effective and safe. The Howard Hanson Dam was damaged 
in January and the U.S. Army Corps of Engineers says it can not use the structure, built 
in 1962, to its full flood-storage capacity — a potentially disastrous situation in the 
event of severe flood conditions this fall. Renton, Auburn and Tukwila could be 
anywhere from 4 to 10 feet underwater if storms are severe. The colonel said FEMA 
flood risk maps show “the entire valley has some degree of risk.” 
Source: http://www.seattlepi.com/local/410784_dam05.html 
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