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 According to the Associated Press, a US Airways plane crashed into the Hudson River on 
Thursday afternoon after striking a bird that disabled two engines. (See item 12) 

 KXAS 5 Dallas-Fort Worth reports that police in Rowlett, Texas say a student arrested on 
suspicion of bringing a bomb to school intended to detonate the device inside the Rowlett 
High School cafeteria. (See item 35)  
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. January 15, Associated Press – (Maryland) Regulators OK liquefied natural gas 
terminal in Md. Federal energy regulators have approved a proposal for a liquefied 
natural gas terminal near Baltimore, despite a request this week from Maryland’s 
congressional delegation that the decision be delayed until the U.S. President-elect takes 
office. AES Corp. has proposed building the plant at the old Bethlehem Steel shipyard at 
Sparrows Point. The company would also build a pipeline to pump the gas to 
Pennsylvania. A U.S. Representative from Maryland says the facility would pose a 
security risk.  
Source: http://www.wtop.com/?nid=25&sid=1574959 

2. January 14, CNN – (Alabama; Tennessee) TVA ordered to clean up coal-fired plants. 
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A federal judge has ordered the Tennessee Valley Authority (TVA) to clean up four 
coal-fired plants that he said were engulfing parts of North Carolina with air pollution 
— emissions that fouled the region’s health, economy, and natural resources. The 
Tuesday ruling from the U.S. District judge of North Carolina calls for TVA to meet 
specific time limits for pollution reduction at the plants closest to the state — three in 
eastern Tennessee and one in Alabama. She also ordered the agency to clean up faster 
and reduce pollution more than required under federal law. The judge ruled that TVA 
must install and maintain pollution controls at the Widow’s Creek plant in Alabama. 
Source: http://www.cnn.com/2009/US/01/14/tva.ruling/index.html?eref=rss_tech 

 
3. January 14, Southern Illinoisan – (Illinois) Oil well explosion near Crossville likely 

caused by backfiring water pump. A backfiring water pump likely caused the oil well 
explosion that killed two workers in White County in October, according to testimony 
given at a coroner’s inquest. A problem with the pump at the site near Crossville 
October 29 caused oil to spray everywhere and gas to hover in the air over the oil well, 
surviving workers from Mason Well Servicing in Grayville testified, according to a 
report in the Evansville Courier-Press. Crew members had just ordered a water pump 
shut off when it backfired and likely caused the explosion. 
Source: 
http://www.southernillinoisan.com/articles/2009/01/14/breaking_news/doc496e006ddf1
5d819672926.txt 

 
4. January 14, San Bernardino County Sun – (California) Fuel explosion causes 

lockdown, evacuations. Authorities evacuated dozens of people, locked down an 
elementary school, and doused flames in a tense battle to keep 2,500 gallons of diesel 
fuel from igniting at a gas station Wednesday. The fire started at 8:45 a.m. after vapors 
from a fuel tanker exploded at the Merit Oil Company. The explosion engulfed the 
tanker in flames and also burned a couch and several trees. The driver for Merit had just 
finished transferring 2,500 gallons of gasoline into an underground tank at the gas 
station when some vapor turned into a fireball. Despite the explosion and the fire to the 
fuel truck, the driver escaped with no injuries. Forty firefighters rushed to the scene in 
four minutes and worked frantically to extinguish the blaze. Their worry was the 
additional 2,500 gallons of diesel fuel that remained in the truck’s second tank. 
Firefighters closed off a 500-foot area surrounding the gas station and evacuated about 
40 residents from the area, said a San Bernardino fire spokesman. Firefighters sprayed 
water and foam onto the tanker, eventually putting out the flames. No fuel spilled from 
the truck.  
Source: http://www.sbsun.com/ci_11453948#end 

 
[Return to top] 

Chemical Industry Sector 
 

5. January 13, Toledo Blade – (Ohio) Derailment shuts part of U.S. 24 near Defiance. 
U.S. 24 was closed until Tuesday evening after a locomotive and 30 cars on a CSX 
Transportation Corp. freight train derailed on tracks next to the highway in Defiance 
Township, Ohio, Monday morning, authorities said. Although the derailment caused no 

http://www.cnn.com/2009/US/01/14/tva.ruling/index.html?eref=rss_tech
http://www.southernillinoisan.com/articles/2009/01/14/breaking_news/doc496e006ddf15d819672926.txt
http://www.southernillinoisan.com/articles/2009/01/14/breaking_news/doc496e006ddf15d819672926.txt
http://www.sbsun.com/ci_11453948#end


 - 3 -   

public-safety threat and did not itself block the road, the two-lane route beside the tracks 
became the staging area for heavy equipment sent to clean up the wreckage. No one was 
injured when the westbound freight train jumped the tracks at 7:30 a.m. about a half-
mile west of the Ohio Highway Patrol’s Defiance post. None of the cars was loaded, but 
about 10 of them contained residual amounts of denatured ethanol. One ignited with a 
small explosion and burned briefly before its contents were consumed. Firefighters 
remained on the scene into the afternoon as a precaution against similar fires. Except for 
the small amounts of ethanol in some cars, the only hazardous materials in the train were 
two tank-car loads of sodium hydroxide. Those cars were the fourth and fifth behind the 
last derailed car. Investigators from the railroad, the Public Utilities Commission of 
Ohio, and the Federal Railroad Administration went to the scene Monday to assess the 
derailment’s cause. 
Source: 
http://toledoblade.com/apps/pbcs.dll/article?AID=/20090113/NEWS16/901130370/-
1/OPINION04 
See also: http://www.crescent-news.com/news/slideshow/4505459?page=0 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

6. January 14, Associated Press – (National) Regulators OK disposing radioactive 
waste in Texas. Texas environmental regulators approved a plan on January 14 to 
dispose of low-level radioactive waste from around the country at a West Texas remote 
site near the New Mexico border. Commissioners with the state’s environmental agency 
voted to grant two licenses that will allow Dallas-based Waste Control Specialists to 
dispose of waste from Texas and Vermont and from sites run by the Federal 
Government. One of the three commissioners abstained. The license will be issued and 
disposal of the waste can begin after the company completes condemnation of land and 
obtains mineral rights at the West Texas disposal site about 370 miles from Dallas. 
Source: http://www.kansascity.com/440/story/981755.html 

 
7. January 14, Associated Press – (National) Company: Nuclear waste dump capacity 

not an issue. A company said Wednesday that efforts to ban the importation of foreign 
nuclear waste into the United States for processing and disposal are unnecessary because 
it has plenty of space at its Utah dump to handle domestic and international waste. Three 
U.S. Representatives resubmitted a bill in Washington, D.C.  Wednesday that would 
keep foreign nuclear waste out of the country unless it serves a strategic national 
purpose. They say foreign waste should be banned because the United States needs to 
preserve its dumps for domestic use as the United States increasingly looks to expand its 
use of nuclear power. But Salt Lake City-based EnergySolutions Inc. said a 2004 
Government Accountability Office report says capacity at the dump is not a long-term 
problem. “We do have the capacity to take care of the needs of our domestic nuclear 
industry today, tomorrow and in the future, and that includes new (nuclear generators) 
and that includes reserving 5 percent” of dump space for international waste, an 
EnergySolutions spokeswoman said.  
Source: http://www.forbes.com/feeds/ap/2009/01/14/ap5922250.html 

http://toledoblade.com/apps/pbcs.dll/article?AID=/20090113/NEWS16/901130370/-1/OPINION04
http://toledoblade.com/apps/pbcs.dll/article?AID=/20090113/NEWS16/901130370/-1/OPINION04
http://www.crescent-news.com/news/slideshow/4505459?page=0
http://www.kansascity.com/440/story/981755.html
http://www.forbes.com/feeds/ap/2009/01/14/ap5922250.html
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[Return to top] 

Defense Industrial Base Sector 
 

8. January 14, Associated Press – (California) California wants to control field lab clean 
up. California environmental officials have rejected national Superfund designation for 
the old Rocketdyne Santa Susana Field Laboratory. State Environmental Protection 
Agency officials say they can do a quicker and more thorough clean up of the 
contaminated 2,850-acre site in the hills bordering Los Angeles and Ventura counties. 
California says it has developed “a momentum in building a binding cleanup agreement” 
with the U.S. Department of Energy, NASA, and Boeing Co., owners of the site. 
Superfund cleanup would allow a lower federal standard. Nuclear research was 
performed at the site from the 1950s through 1998. There were 10 nuclear reactors, one 
of which had a partial meltdown. 
Source: 
http://www.mercurynews.com/breakingnews/ci_11443116?nclick_check=1&forced=tru
e  

 
[Return to top] 

Banking and Finance Sector 
 

9. January 15, Tennessean – (Tennessee) Phishing scam affects two local banks. An e-
mail scam floating through Middle Tennessee is causing confusion among customers of 
two community banks that use the F&M Bank acronym. While F&M Bank in 
Clarksville appears to have been targeted by the scam, First Farmers & Merchants Bank 
in Columbia, which also uses the F&M Bank acronym, is fielding questions concerning 
the e-mails. “We are concerned that the e-mails may cause consumers to reveal personal 
information that could lead to money being taken from their accounts,” said the chief 
operating officer at First Farmers & Merchants Bank, Columbia. Consumers recently 
began reporting receiving e-mails informing customers of “F&M Bank” that their 
account had been suspended or limited and directing them to a Web site to update the 
account. Once there, recipients were to follow instructions to update their personal 
records with information that would fall into the hands of the scam artists.  
Source: http://www.tennessean.com/article/20090114/COUNTY09/90114023  

 
10. January 14, Computerworld – (National) Wall Street crisis brings lax e-discovery law 

enforcement to light. The financial crisis on Wall Street has prompted numerous 
investigations into the lending practices of financial services firms, all with a similar 
focus: Who knew what, and when did they know it? Strong electronic records retention 
plans could help users quickly answer such questions. However, industry observers note, 
few of the records-retention regulations enacted over the past decade have been strongly 
enforced, and most companies have done little to comply with them. Analysts warn that 
the fallout from the Wall Street meltdown will lead quickly to stronger enforcement of 
existing laws, including the Sarbanes-Oxley Act, the Electronic Signatures in Global and 
National Commerce Act, the U.S. Security and Exchange Commission’s Rule 17A-4, 

http://www.mercurynews.com/breakingnews/ci_11443116?nclick_check=1&forced=true
http://www.mercurynews.com/breakingnews/ci_11443116?nclick_check=1&forced=true
http://www.tennessean.com/article/20090114/COUNTY09/90114023
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and the Gramm-Leach-Bliley Act, and perhaps some new ones targeting the financial 
services industry. As of January 14, only 10 percent to 15 percent of U.S. corporations 
have electronic records retention systems in place, according to Gartner Inc., a 
consulting firm “In terms of a good electronic records systems, I would say it is closer to 
zero,” said Gartner analyst. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9125962&taxonomyId=17&intsrc=kc_top  

 
11. January 14, Washington Post – (National) Bank of America to get billions more from 

Treasury. The Treasury Department plans to invest billions of dollars in Bank of 
America to help the company absorb troubled investment bank Merrill Lynch, according 
to two people familiar with the matter. The new investment, which is expected to be 
announced next week, is in addition to $25 billion the government already has invested 
in Bank of America, including $10 billion specifically in connection with the Merrill 
Lynch deal. Losses at Merrill Lynch have outpaced expectations since the deal was 
announced in September 2008. Bank of America had enough capital to support its own 
operations, but not enough to absorb Merrill Lynch’s losses, the sources said. The banks 
closed the deal on January 1 after Treasury committed to making the new investment.  
Source: http://voices.washingtonpost.com/economy-
watch/2009/01/bank_of_america_to_get_billion.html?hpid=topnews  

 
 [Return to top]  

Transportation Sector 
 

12. January 15, Associated Press – (New York) Plane crashes in NYC river after bird 
cuts engines. A US Airways plane crashed into the Hudson River on Thursday 
afternoon after striking a bird that disabled two engines, sending passengers fleeing for 
safety in the frigid waters, a government official says. A Federal Aviation 
Administration spokeswoman says US Airways Flight 1549 had just taken off from 
LaGuardia Airport enroute to Charlotte, North Carolina, when the crash occurred in the 
river near 48th Street in midtown Manhattan. She says the plane, an Airbus 320, appears 
to have hit one or more birds. The plane was submerged in the icy waters up to the 
windows. Rescue crews had opened the door and were pulling passengers in yellow life 
vests from the plane. Several boats surrounded the plane, which appeared to be slowly 
sinking. Government officials do not believe the crash is related to terrorism. “There is 
no information at this time to indicate that this is a security-related incident,” a 
Homeland Security spokeswoman said. “We continue to closely monitor the situation 
which at present is focused on search and rescue.” New York City firefighters and the 
U.S. Coast Guard are responding to the crash. It was not immediately clear if there were 
injuries.  
Source: http://news.yahoo.com/s/ap/20090115/ap_on_re_us/plane_in_river  

 
13. January 15, Bloomberg News – (New York) FAA orders flight reductions at 

LaGuardia. U.S. airlines must eliminate four flights an hour at New York’s LaGuardia 
Airport to help reduce delays that were the worst in the country the last two years, the 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=security&articleId=9125962&taxonomyId=17&intsrc=kc_top
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=security&articleId=9125962&taxonomyId=17&intsrc=kc_top
http://voices.washingtonpost.com/economy-watch/2009/01/bank_of_america_to_get_billion.html?hpid=topnews
http://voices.washingtonpost.com/economy-watch/2009/01/bank_of_america_to_get_billion.html?hpid=topnews
http://news.yahoo.com/s/ap/20090115/ap_on_re_us/plane_in_river
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Transportation Department said. Carriers have to say which trips they are willing to give 
up voluntarily by February 2, the department ordered yesterday. The changes take effect 
by May 31 and remain through October 24. The agency disclosed the plan in December 
2008 to pare flights to 71 an hour from 75. The number in place since 2001 is being 
lowered because it exceeds the airport’s capacity to keep traffic moving during foul 
weather, leading to backups that can persist through the day. LaGuardia was the most 
congested U.S. airport in 2008, with just 62.9 percent of flights arriving on time. 
Source: 
http://www.boston.com/business/articles/2009/01/15/faa_orders_flight_reductions_at_la
guardia/  

14. January 14, Mercury News – (California) Flight from San Jose makes emergency 
landing at San Francisco airport. A Boeing 737 airplane carrying 93 passengers 
leaving San Jose this morning made an emergency landing in San Francisco after a 
cockpit warning light signaled a problem. Shortly after the Delta flight left Mineta San 
Jose International Airport for Atlanta at 6:25 a.m. January 14, pilots spotted a flashing 
light in the cockpit, which was later determined to be stemming from the fuel system, 
according to a Delta Airlines spokesman. Officials thought it best to divert the plane to 
San Francisco International Airport, where Delta has a maintenance crew. The 
spokesman said mechanics discovered that the fuel system was fine, but the warning 
system had malfunctioned. As mechanics were trying to uncover the problem, Delta 
rebooked the passengers on other flights. 
Source: 
http://www.mercurynews.com/breakingnews/ci_11452295?nclick_check=1&forced=tru
e  

15. January 14, Birmingham News – (Alabama) Birmingham airport’s instrument 
landing system and lights have been repaired. An instrument landing system and the 
approach lights are both back in service on the main, 12,000-foot runway at 
Birmingham-Shuttlesworth International Airport. Federal Aviation Administration 
officials said on January 14 the localizer, a part of the landing system that guides aircraft 
to the runway’s center line, has been repaired. The damaged instrument went out of 
service December 22, 2008 and caused numerous aircraft delays or diversions, 
especially over the busy travel days of the holidays. Adding to the airport problems was 
the outage of landing approach lights to Runway 6. The lights went out in early 
December 2008. Foggy and rainy weather that caused the aircraft delays and diversions 
also delayed repairs to the equipment, said a spokesperson for FAA’s Atlanta office. 
Source: http://blog.al.com/spotnews/2009/01/birmingham_airports_instrument.html 

16. January 14, Kodiak Daily Mirror – (Alaska) Jet slides past end of slick runway at 
Kodiak State Airport. An Alaska Airlines jet has been grounded to check for damage 
after its pilots maxed out the engines to get it stopped on an extremely icy runway. 
There were no injuries. An Alaska Airlines spokeswoman blamed the incident on 
incorrect information the pilots received from the ground. “What they experienced on 
landing was not what they had been given.” she said. “They stopped right at the end of 
the runway.” The pilots were able to get the plane stopped by the time they reached the 

 

 

 

http://www.boston.com/business/articles/2009/01/15/faa_orders_flight_reductions_at_laguardia/
http://www.boston.com/business/articles/2009/01/15/faa_orders_flight_reductions_at_laguardia/
http://www.mercurynews.com/breakingnews/ci_11452295?nclick_check=1&forced=true
http://www.mercurynews.com/breakingnews/ci_11452295?nclick_check=1&forced=true
http://blog.al.com/spotnews/2009/01/birmingham_airports_instrument.html
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end of Runway 36 by using maximum power on the engines’ reverse thrusters. The 
runway ends on the bank of the Buskin River. The plane, a 737-400, with 34 passengers 
and five crew members onboard, taxied under its own power to the terminal. 
Source: http://www.kodiakdailymirror.com/?pid=19&id=7153 

 
[Return to top] 

Postal and Shipping Sector 
 
17. January 14, KWCH 12 Wichita – (Kansas) Suspicious device turns out to be calendar. 

Emergency crews were on the scene of a device call in South Wichita on Tuesday. 
Police identified a suspicious package found in the mailbox of a South Wichita post 
office. They told Eyewitness News it was a calendar in packing tube. Authorities cleared 
the post office near Pawnee and Elizabeth as a precaution. No one was hurt.  
Source: http://www.kwch.com/Global/story.asp?S=9668413&nav=menu486_2_3 

 
[Return to top] 
 

Agriculture and Food Sector  
 

18. January 15, WFLX 29 Boca Raton – (Florida) Possible chemical leak; business 
evacuated. Two dozen workers at a food distribution center were evacuated early 
Thursday morning after reporting a strong smell of ammonia. Fire officials responded to 
the possible chemical leak at the U.S. Foods location in Boca Raton at 1:50 a.m. A 
hazmat team was called out because of potential hazards. Emergency crews used special 
air-monitoring equipment to check the building, but found no traces of anhydrous 
ammonia. Anhydrous ammonia is a flammable acid gas that is often used as a 
refrigerant. Workers were eventually allowed back in to the building. Officials are still 
trying to determine the cause of the possible leak. 
Source: http://www.wflxfox29.com/Global/story.asp?S=9677823&nav=menu98_2 

 
19. January 15, USA Today – (National) Manufacturer possibly linked to salmonella-

tainted peanut butter begins recall. A peanut processing company that manufactured 
the peanut butter possibly linked to a nationwide salmonella outbreak has begun a 
voluntary recall of its product. The Peanut Corporation of America (PCA) announced 
the recall Tuesday evening. It is recalling peanut butter made at its Blakely, Georgia, 
processing facility on or after July 1, 2008 “because it has the potential to be 
contaminated with Salmonella,” the company said in a release. The recalled peanut 
butter is sold in bulk packages between five and 50 pounds. It is sold under the brand 
name Parnell’s Pride and also by the King Nut Company under the label King Nut. It is 
not sold at retail outlets or in supermarkets. The owner and president of PCA said, “Out 
of an abundance of caution, we are voluntarily withdrawing this product and contacting 
our customers. We are taking these actions with the safety of our consumers as our first 
priority.”  
Source: http://www.usatoday.com/news/nation/2009-01-12-salmonella_N.htm 

 
20. January 14, Reuters – (National) USDA unable to weed out unapproved modified 

http://www.kodiakdailymirror.com/?pid=19&id=7153
http://www.kwch.com/Global/story.asp?S=9668413&nav=menu486_2_3
http://www.wflxfox29.com/Global/story.asp?S=9677823&nav=menu98_2
http://www.usatoday.com/news/nation/2009-01-12-salmonella_N.htm
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foods. The U.S. food supply is at risk of being invaded by unapproved imports of 
genetically modified crops and livestock, a U.S. Agriculture Department (USDA) 
internal audit report released Wednesday said. The report, released by the USDA’s 
Office of Inspector General, said the USDA does not have an import control policy to 
regulate imported genetically modified organism (GMO) animals. Its policy for GMO 
crops, though adequate now, could become outdated as other nations boost production 
of their own GMO crops, the report added. The Office of Inspector General 
recommended the department develop an overall control policy for all GMO imports 
and implement a strategy to monitor GMO crop and livestock development in foreign 
nations. The audit found that the USDA needs to develop screening measures to weed 
out undeclared GMO crops and livestock. The department currently has no measures in 
place to identify a shipment of unapproved GMO imports unknown to the U.S. 
regulatory system, the report said. Although the implications associated with Americans 
consuming unapproved GMO food are unknown, the health and environmental concerns 
that it poses could threaten commerce. In a letter to the Office of Inspector General, the 
USDA said it would create a plan for monitoring GMO plant and animal developments 
worldwide by November 30.  
Source: http://www.reuters.com/article/GCA-
BusinessofGreen/idUSTRE50D5ZD20090114 
 

[Return to top] 

Water Sector 
 
21. January 14, Louisville Courier-Journal – (Indiana) Antifreeze dump overwhelms 

Scottsburg sewer plant. State environmental regulators are assessing the damage 
caused when a business allegedly flushed antifreeze into Scottsburg’s sewer system. The 
discharge yesterday of more than 500 gallons of the coolant temporarily overwhelmed 
the city’s sewer treatment plant. But by this afternoon operations had returned to normal, 
said city and state Department of Environmental Management officials. State officials 
ruled out any serious damage to fish or wildlife. As a precaution, local residents were 
warned to steer clear of McClain Ditch, the plant’s discharge area north of the city. The 
problem came to light when treatment the plant manager noticed water in the plant’s 
tanks had turned greenish and had a sweet odor — not common at a sewer plant, said the 
city engineer. The discharge did not shut down the plant but caused it to release partially 
treated sewage, sludge, and antifreeze for several hours, the city engineer said. 
Source: http://www.courier-journal.com/article/20090114/NEWS02/90114031 

 
22. January 14, San Jose Mercury News – (California) Low levels of toxic metal found in 

Sunnyvale’s groundwater. Sunnyvale’s groundwater is polluted with chromium 6, a 
carcinogenic heavy metal, according to a 2007 Water Quality Report released by the city 
in 2008. The average concentration in the city’s seven wells — 1.4 parts per billion — is 
considered to be a very low dose and poses little danger, experts said. Sunnyvale 
residents receive 7 percent of their water from the wells, two of which in the southwest 
part of the city had concentrations between 2.2 and 3.1 ppb in 2002, in the most recent 
testing available. The tests were conducted in 2002, and the levels are considered to be 
below state and federal regulations. However, the state has no specific standard for 

http://www.reuters.com/article/GCA-BusinessofGreen/idUSTRE50D5ZD20090114
http://www.reuters.com/article/GCA-BusinessofGreen/idUSTRE50D5ZD20090114
http://www.courier-journal.com/article/20090114/NEWS02/90114031
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chromium 6. 
Source: http://www.mercurynews.com/breakingnews/ci_11455105 

 
23. January 14, WTMJ 4 Milwaukee – (Wisconsin) Water main repairs keeping DPW 

busy. With falling temperatures come a rise in problems like frozen pipes and water 
mains. “We’re working basically 24 hours a day with broken mains,” said an employee 
Milwaukee Public Works. And that’s before the real cold hits Thursday. “We’re 
expecting an increase in the amount of breaks we get because of the weather,” he 
explained. “The frost is now about four to four-and-a-half feet deep, which is adding 
pressure on our older systems and stuff like that so we’re expecting more.” As they fix 
the lines, Department of Public Works workers rotate in and out of their trucks to stay 
warm.  
Source: http://www.msnbc.msn.com/id/28645994/ 

 
24. January 13, KVUE 24 Austin – (Texas) Austin losing billions of gallons of water to 

water main breaks. Billions of gallons of water are lost every year in Austin, most of it 
in water main breaks. A 24-inch break in a water line a few years old at west 6th and 
Lamar on Friday, January 10, left utilities officials explaining why it took a week to get 
to the repair after the first calls came in from the public. An Austin water utilities 
employee says the city puts water main breaks and leaks into three different categories. 
A category 1 break which gets immediate attention has to cause property damage, or be 
a threat to public health or safety. A priority 2 is a leak which needs to be fixed within 
48-hours which could become critical, and a category 3 is a leak that does need to be 
repaired but can take longer than 48-hours before crews get to it. He says crews average 
3-7 days on most priority 3 calls. Austin Water Utilities says between January 1 of this 
year and January 9, crews made 21-emergency repairs and 34-priority 3 repairs due to 
bad, damaged, or old pipes. City workers admit there is room for improvement when it 
comes to streamlining the repair process and he says his department is currently working 
on it. No numbers of how many gallons of water were wasted at the break at 6th & 
Lamar, nor was there a dollar amount available. However, the latest numbers the city 
has are from 2004 to 2005, showing that close to 7 billion gallons in water was lost in 
mainly water main breaks and leaks, a cost of nearly $9 million. That is partially due to 
old lines, theft, and faulty meters.  
Source: http://www.kvue.com/news/green/stories/011309kvuewater-bkm.691ce8d.html 
 

[Return to top] 

Public Health and Healthcare Sector 
 

25. January 15, USA Today – (National) Studies: Surgeons could save lives, $20B by 
using checklist. Eight hospitals reduced the number of deaths from surgery by more 
than 40 percent by using a checklist that helps doctors and nurses avoid errors, 
according to a report released online today in the New England Journal of Medicine. If 
all hospitals used the same checklist, they could save tens of thousands of lives and $20 
billion in medical costs each year, says the author, a surgeon and associate professor at 
the Harvard School of Public Health. The 19-point checklist focuses on basic safety 
measures, such as ensuring that patients get antibiotics to prevent infection and requiring 

http://www.mercurynews.com/breakingnews/ci_11455105
http://www.msnbc.msn.com/id/28645994/
http://www.kvue.com/news/green/stories/011309kvuewater-bkm.691ce8d.html
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that all members of the team introduce themselves. In the study, which was funded by 
the World Health Organization, hospitals reduced their rate of death after surgery from 
1.5 percent to 0.8 percent. They also trimmed the number of complications from 11 
percent to 7 percent. Researchers modeled the checklist, which takes only two minutes 
to go through, after ones used by the aviation industry, which has dramatically reduced 
the number of crashes in recent years. Safety organizations around the world have 
pledged to get hospitals on board. Four countries — the United Kingdom, Ireland, 
Jordan, and the Philippines — already have plans to use the checklist in all operations. 
Source: http://www.usatoday.com/news/health/2009-01-14-surgery-checklist_N.htm 

 
26. January 14, Wall Street Journal – (International) FDA starts pilot program for safety 

of drugs made outside U.S. The Food and Drug Administration (FDA) launched 
Wednesday a voluntary pilot program to promote the safety of drugs and active drug 
ingredients produced outside the U.S. The FDA said it plans to select 100 applicants to 
participate in the Secure Supply Chain pilot program. To qualify, applicants will need to 
meet the pilot program’s criteria, including a requirement that they maintain control over 
the drug products from the time of manufacture through entry into the country, 
according to a release from the FDA. The goal of the project is to allow FDA to 
determine the practicality of developing a secure supply chain program. Such a program 
would assist the agency in its efforts to prevent the importation of drugs that don’t 
comply with applicable FDA requirements by allowing the agency to focus its resources 
on foreign-produced drugs that fall outside the program and that may not be compliant. 
The program will also expedite the entry of products meeting the project’s criteria. A 
secure supply chain will help mitigate risks such as contamination and counterfeiting. 
Source: 
http://online.wsj.com/article/SB123194684466381539.html?mod=googlenews_wsj 
 

[Return to top] 

Government Facilities Sector 
 

27. January 14, E.W. Scripps Co. – (Ohio) Man arrested after bomb scare at courthouse. 
A Cincinnati man is facing charges for allegedly calling in a bomb threat to the 
Hamilton County Courthouse Wednesday morning. The sheriff’s department says an 
unknown caller stated there was a bomb inside the courthouse around 9:30 a.m. During 
a search of the building, it was determined the caller was caught on video making the 
call from a pay phone on the first floor of the courthouse. Just before 10 a.m. sheriff’s 
deputies located a person on the second floor matching the description of the man seen 
in the video. Deputies arrested him. Authorities say he later admitted to making the false 
phone call. He has been charged with one count of inducing panic. 
Source: http://www.wcpo.com/news/local/story/Man-Arrested-After-Bomb-Scare-At-
Courthouse/oZQcYoLPi0C0Pq-LGOL_wg.cspx 
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Emergency Services Sector 
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28. January 15, Boston Globe – (Massachusetts) 3 more fire vehicles pulled out of 
service. With a number of Boston firetrucks temporarily out of service for inspections 
following a fatal accident last week, the department was forced to leave a Roxbury 
firehouse without a ladder truck last night after new concerns emerged about the 
condition of some active vehicles. In addition to the systematic inspection of all of the 
fleet’s engines and ladder trucks initiated after the accident, the city pulled three 
vehicles last night because of concerns raised by a union maintenance consultant who 
examined them yesterday. Two engines were immediately replaced, but one ladder truck 
could not be replaced last night, because of a temporary shortage, a department 
spokesman said. The commissioner instituted an internal review of the department’s 
practices after discovering apparent gaps in the maintenance schedule for the fleet. The 
first ladder truck inspected after the accident had to be taken out of service Monday after 
mechanics discovered loose brake components. All of the department’s 33 frontline 
engine, or pumper, trucks, 23 frontline ladder trucks, and two rescue vehicles will be 
inspected over the coming weeks by outside garages, as will the replacement vehicles 
the department rotates into duty when frontline trucks are being serviced, said a 
department spokesman. Prior to the union concerns, the department, as of yesterday, had 
sent 11 vehicles out to be inspected since the accident. Six of them — three ladder 
trucks and three engines — immediately passed inspection, while five pieces were found 
to have issues that needed repairing — three ladder trucks and two engines. Three of 
those five vehicles are expected back today. Because of those temporarily out-of-service 
vehicles, along with a reluctance to use replacement vehicles that had not yet been 
inspected, the department did not have enough vehicles to operate with a full frontline 
fleet last night after the union raised its new concerns, the spokesman said. Due to 
inspections and repairs, the city had no additional ladder trucks ready to fill in for 
Ladder 6 last night, he said. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2009/01/15/3_more_fire_vehi
cles_pulled_out_of_service/ 

29. January 15, Peninsula Daily News – (Washington) More border surveillance 
equipment depends on grant. A federal grant to increase border surveillance in 
Clallam County would pay for operational overtime and new equipment for law 
enforcement. In a short work session at the Clallam County courthouse on Monday, 
commissioners discussed the equipment needs provided by a grant administrator in the 
Sheriff’s Office. “The concern is that when you purchase equipment through a grant, the 
cost of maintaining the equipment ends up the responsibility of the agency, which then 
creates an ongoing cost,” the grant administrator said. The county last month applied for 
the three-year, $3 million federal grant through the U.S. Department of Homeland 
Security. The grant, called Stonegarden, assists local authorities that contribute to border 
security. Local agencies would work closely with the Border Patrol. The grant will be 
awarded in September. 
Source: http://www.peninsuladailynews.com/article/20090113/news/301139994 

30. January 14, Constitution-Tribune – (Missouri) County adding new 911 system at 
sheriff’s office. Starting Monday, January 19, renovations of the 911 center at the 
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Livingston County Sheriff’s Department (LCSD) will begin and all emergency calls will 
be routed to the Chillicothe Police Department. According to the sheriff, Case 
Contracting, AT&T, and other vendors will be working in the dispatch office for a few 
weeks removing equipment, refurbishing the office, and installing new equipment. In 
2008, the Livingston County commissioners voted to replace the 911 equipment at the 
LCSD and to permanently have all the 911 calls routed through the LCSD’s 911 center 
instead of providing and paying for duplicate services both at the LCSD and across the 
street at the Chillicothe Police Department. 
Source: http://www.chillicothenews.com/news/x743984550/County-adding-new-911-
system-at-sheriff-s-office 

 
[Return to top]  

Information Technology 
 

31. January 14, Security Focus – (International) Downadup worm infects more than 3.5 
million. The Downadup worm, a malicious program that spreads using a recently 
patched Windows flaw, has compromised more than 3.5 million computers, security 
firm F-Secure stated this week. The Downadup worm has successfully spread because it 
uses a major flaw that Microsoft patched in October to remotely compromise computers 
running unpatched versions of the Windows operating system. However, the malicious 
program’s greatest strength appears to be a feature that allows worm-controlled 
computers to download malicious code from a random drop point. The program 
generates addresses for 250 different domains each day. The botnet controller need only 
register one of the domains and set up a download server to update the bot program with 
different functionality, said the chief research officer at F-Secure. The worm uses a 
vulnerability in Windows’ processing of remote procedure call (RPC) requests by the 
Windows Server service. When it issued an emergency patch for the flaw in October, 
Microsoft warned that the vulnerability could be used to automatically spread malicious 
code to systems running Windows XP and earlier versions of the company’s operating 
system. Symantec, the owner of SecurityFocus, has also recorded large numbers of 
infections by Downadup. The company recorded more than 600,000 systems infected 
with the program in a 72-hour span. Almost all of the system were running Windows 
XP. 
Source: http://www.securityfocus.com/brief/887  

 
32. January 14, ITProPortal.com – (International) Windows 7 Beta gets first patch, fixes 

MP3 corruption. An MP3 corruption snag in Microsoft’s Windows 7, which has been 
downloaded a number of times last week, has now been addressed through an Automatic 
Update. Though the patch, tagged as “KB961367”, was released soon after the beta 
launch of the software, it necessitated a manual Windows Update for it. The corruption 
flaw occurs every time when metadata is edited in an MP3 file, triggering to permanent 
loss of several seconds at the beginning of an MP3 track; however, the deletion is more 
prominent when the header size exceeds 16KB. Incidentally, in the newly launched 
Windows 7 beta, metadata editing of MP3 files are performed by Media Foundation 
interfaces, and hence the snag can occur when MP3 files with large-sized headers are 
played in Windows Media Center or Windows media Player applications. In addition, 

http://www.chillicothenews.com/news/x743984550/County-adding-new-911-system-at-sheriff-s-office
http://www.chillicothenews.com/news/x743984550/County-adding-new-911-system-at-sheriff-s-office
http://www.securityfocus.com/brief/887
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Microsoft also addresses some of the other issues with this patch, including improper 
functioning protected tuning sources, inadequate working of MHEG (iTV) in Europe, 
and problems in performing recording operations by Windows Media Center, among 
others. Furthermore, the patch also addresses recording issues for the systems that have 
been upgraded from Windows Vista, and problems in Windows Vista DVR-MS 
recordings that do not play back in Windows Media Center or Windows Media Player.  
Source: http://www.itproportal.com/articles/2009/01/15/windows-7-beta-gets-first-
patch-fixes-mp3-corruption/  

 
33. January 14, DarkReading – (International) Storm botnet makes a comeback. It is 

official: Storm is back. The notorious botnet that ballooned into one of the biggest 
botnets ever and then basically disappeared for months last year is rebuilding — with 
all-new malware and a more sustainable architecture less likely to be infiltrated and shut 
down. Researchers during the past weeks have been speculating about similarities 
between the new Waledac, a.k.a. Waled, botnet and Storm. Now new evidence has 
helped confirm that this new botnet is, indeed, Storm reincarnated. Storm all but 
disappeared off of the grid last year, basically going dormant in mid-September after its 
last major spam campaign in July — a “World War III” scam. In October, researchers 
started to write off Storm, at least in the short term. But now they say the big botnet has 
reinvented itself with new binary bot code, and that it is no longer using noisy peer-to-
peer communications among its bots. It has instead moved to HTTP communications, 
which helps camouflage its activity among other Web traffic. The manager of security 
research for Arbor Networks says he was initially skeptical of speculation that Waledac 
and Storm were one in the same. But the latest findings on the malcode and its activity, 
the botnet is using many of the same IP addresses that were used in Storm, changed his 
mind. “[The Waledac bots] are talking to the same servers we saw in Storm,” he says. 
So far Storm’s M.O. is the same: to send traditional spam, typically in the form of e-
greetings, such as the Christmas Eve spam run of e-cards that had the earmark of Storm. 
But the biggest difference is it is no longer as easily detectable now that it has converted 
to HTTP communications. “P2P was part of the reason for Storm’s demise. It was easy 
to filter it,” the manager says. “With HTTP, it is a little harder [to filter] because you 
have got to know what you are looking for.”  
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml;jsessionid=HJK
WFJ20C1JMCQSNDLRSKH0CJUNN2JVN?articleID=212900543 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
 Website:  https://www.it−isac.org/. 
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Communications Sector 
 

34. January 14, Associated Press – (Hawaii) Regulators to eye Hawaii’s analog TV 
shutoff. With the nation’s February 17 shutdown of analog TV signals in doubt, federal 
regulators will be closely watching what happens Thursday in Hawaii, when the state 
makes the move early because of an endangered bird. As Hawaii scrambles to become 
the first state to turn off analog broadcasts and go all digital, hundreds of people have 
been calling support lines for help and zipping digital converter boxes off store shelves. 
By Thursday at noon, all stations should be transmitting their digital signals at full 
power. Government officials and broadcasters estimate about 20,000 households in 
Hawaii still get their TV signals over the air. Hawaii’s change is happening now so 
analog transmission towers can be taken down before the nesting season of the dark-
rumped petrel, a volcano-dwelling endangered bird. Even those who have converter 
boxes might see some channels go dark. People with poor analog reception likely will 
need to add more powerful indoor or outdoor antennas to get the digital broadcasts. 
People living in the islands’ many green valleys and rural areas figure to be among the 
most affected. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hlGcM0ZxYV5dDtZR_9xfCPZ
nkFaAD95N5EC00  
 

[Return to top] 

Commercial Facilities Sector 
 

35. January 15, KXAS 5 Dallas-Fort Worth – (Texas) Rowlett police: Student planned to 
bomb cafeteria. Police say a student arrested on suspicion of bringing a bomb to school 
intended to detonate the device inside the Rowlett High School cafeteria. The 17-year-
old student was arrested Monday. Investigators said Rowlett high school students 
notified police that the student told them he was planning to bring a bomb to school. 
Officers searched the suspect’s car in the school’s parking lot and discovered what 
police described as a crude, homemade explosive device large enough to injure a group 
of people. A police bomb squad removed the device from the vehicle and detonated it at 
a safe location. He praised the students who notified school administrators and police of 
the device. Police said the arrested student had no prior run-ins with the law. Rowlett 
High students said they are still trying to understand his motives. Garland Independent 
School District officials notified parents Tuesday night by letter about the incident and 
tried to dispel rumors. “It was handled immediately,” a district spokesman said. 
“Students came forward, it was handled immediately, police did their job.” Rowlett 
police said the accused could face federal charges after the Bureau of Alcohol, Tobacco, 
Firearms and Explosives examines the device and investigates the teenager’s motives. 
Source: http://www.msnbc.msn.com/id/28647211/ 

 
36. January 15, Daily Item – (Massachusetts) Bomb threat forces evacuation of Peabody 

high school. Administrative staff at Peabody Veterans Memorial High School were 
quick to act Tuesday morning when they discovered graffiti announcing a possible 
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bomb threat. “The threat was made for 9 a.m.,” said the high school principal. “But we 
found it earlier.” Police were called to the scene at approximately 7:15 a.m., at which 
time students were immediately and orderly evacuated from the school. They remained a 
safe distance away in the field house until given the green light to re-enter the building. 
The principal said he originally withheld specific details of the incident so as not to 
unintentionally promote the acts committed by one student, who has yet to be identified. 
In the end, the principal said the unfortunate event served as a drill for the school and 
city emergency response teams, to which they responded accordingly. 
Source: http://www.thedailyitemoflynn.com/articles/2009/01/15/news/news11.txt 

 
37. January 14, Associated Press – (North Dakota) Heavy snow shuts down mall. The 

owner of a mall and separate business center in Jamestown has closed them down 
because of heavy snow on the buildings’ roofs. Minot-based Investors Real Estate Trust 
owns Jamestown’s Buffalo Mall and the Jamestown Business Center. The company says 
in a statement that the buildings will be shuttered “until the roofs have been inspected 
and any necessary snow removed.” The company says that it wishes to err on the side of 
caution to ensure the safety of its tenants and the general public. 
Source: http://www.msnbc.msn.com/id/28650996/ 
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National Monuments & Icons Sector 
 

Nothing to report 
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Dams Sector 
 

38. January 15, Columbus Dispatch – (Ohio) Ohio to check out coal-ash dams. State dam-
safety workers will step up inspections and review past inspections of 20 ponds that 
Ohio power plants use to store billions of gallons of toxic coal ash. The decision, 
announced yesterday by the Ohio Department of Natural Resources, follows a 
December 22 spill of 1 billion gallons of coal ash from a Tennessee Valley Authority 
power plant near Harriman, Tennessee. Ohio has not inspected dams at several ponds in 
the state in more than a decade, the Dispatch reported last week. An Ohio Department of 
Natural Resources spokeswoman said the state’s decision on coal-ash ponds follows 
concerns about poisonous compounds in the ash — including arsenic, lead, and 
cadmium — that were released in the Tennessee Valley spill, which left about 300 acres 
covered in ash sludge. The agency now will treat every ash pond, regardless of size, as a 
Class 1 dam, she said. Class 1 status is given to dams that could threaten people if they 
failed. A review of state records found nine ponds ranging in size from 31.6 million 
gallons to 1.7 billion gallons that had not had an official inspection in at least 10 years. 
Source: 
http://dispatch.com/live/content/local_news/stories/2009/01/15/coal_ash.ART_ART_01-
15-09_B1_OFCHT4H.html?sid=101 
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39. January 14, Albany Democrat Herald – (Oregon) Foster Dam work complete. Repairs 
to one of the spillway gates at Foster Dam have been completed on schedule, the Army 
Corps of Engineers reported Tuesday. The road over the dam will reopen as soon as 
contractors remove a crane and other equipment from the dam. “Our final inspection is 
complete,” said the Corps’ project manager for the gate repair. He said that on Thursday, 
a 110-ton crane will pull the stop logs and the dam will be back to its normal operation 
of flood control. 
Source: 
http://www.democratherald.com/articles/2009/01/14/news/local/5loc11_foster.txt 

 
40. January 14, WDSU 6 New Orleans – (Louisiana) Morganza levee enhancement 

project begins. The governor of Louisiana helped break ground Wednesday for a new 
hurricane protection and coastal restoration project in Terrebonne and Lafourche 
parishes. The 3 mile levee enhancement project is called the Morganza to the Gulf 
Hurricane Risk Reduction Project, and it will cost $6.9 million. It stretches from Larose 
to West Houma, about 60 miles southwest of New Orleans. Coastal marshes in the area 
are deteriorating quickly because of salt water intrusion and because the land is eroding. 
That deterioration has led to an increase in flooding from hurricane storm surge. “In 
order to prevent that, we need three things. We need the barrier islands, coastal 
restoration and Morganza to actually put a line in the sand,” the Terrebonne Parish 
president said. The Army Corps of Engineers said the new fortified levees will be 
resilient to storm surge and over-topping. The project’s goal is to protect homes, 
businesses, and infrastructure, as well as the remaining fragile marsh, from hurricane 
storm surge. For now, Congress has to reauthorize the project because of a new design 
standard post-Katrina and the increased cost of the project. 
Source: http://www.wdsu.com/news/18482562/detail.html#- 
 

 [Return to top] 
 

http://www.democratherald.com/articles/2009/01/14/news/local/5loc11_foster.txt
http://www.wdsu.com/news/18482562/detail.html#-


 - 17 -

DHS Daily Open Source Infrastructure Report Contact Information 

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421 for more information. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Web page at www.us−cert.gov.  
 
Department of Homeland Security Disclaimer  
ThThe DHS Daily e DHS Daily OpOpenen Source  Source InInfrastrufrastrucctuture Repre Repoort rt is is a noa nonn−−cocommercial pmmercial puubblicationlication in intentenddeedd t too ed eduucatcate ande and info informrm  

perspersoonnelnnel e enngagagedged i inn i innffrrastastrruuccttuure re prprototectectiioon. n. FuFurtrtheher r repreprrodoductuctiioon n oror re reddiiststriributbutiioon in iss s suubbjjectect t too o orriiggiinnalal copy copyririgghhtt  
restrictionsrestrictions. DHS provides. DHS provides  no warranty of no warranty of owneownersrship of hip of the the copyright, or accuracy withcopyright, or accuracy with  respect trespect too the  the original soriginal soourceurce  material.material.

 

   

http://www.dhs.gov/iaipdailyreport

	Department of Homeland SecurityDaily Open Source Infrastructure Reportfor 16 January 2009
	Energy Sector
	Chemical Industry Sector
	Nuclear Reactors, Materials, and Waste Sector
	Defense Industrial Base Sector
	Banking and Finance Sector
	Transportation Sector
	Postal and Shipping Sector
	Agriculture and Food Sector 
	Water Sector
	Public Health and Healthcare Sector
	Government Facilities Sector
	Emergency Services Sector
	Information Technology
	Communications Sector
	Commercial Facilities Sector
	National Monuments & Icons Sector
	Dams Sector


