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The Washington Post reports some lending companies with access to a national database that
contains confidential information on tens of millions of student borrowers have repeatedly
searched it in ways that violate federal rules, raising alarms about data mining and abuse of
privacy.  (See item 12)

• 

U.S. Customs and Border Protection officers and Border Patrol agents using rail
gamma−imaging technology apprehended a 30−year−old Honduran citizen entering at Blaine,
Washington, along with 34 pounds of marijuana.  (See item 15)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. April 17, Washington Post — Guards go on strike at nuclear weapons plant. More than 500
security guards at the nation's only nuclear weapons assembly plant walked off the job just after
midnight Monday, April 16, to protest what they said is a steep deterioration in job and
retirement security since the government changed fitness standards for weapons−plant guards in
response to the September 11, 2001, terrorist attacks. The contractor at the plant, BWXT Pantex
in Carson County, TX, replaced the striking guards with a contingency force that it says will
secure the plant as long as necessary. The issue is not confined to Pantex because guard union
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leaders at other weapons plants also are raising concerns about the new security requirements.
Energy Department officials said there is no cause for security concerns at Pantex or at other
weapons plants that have sent security guards to participate in the contingent force. The Energy
Department and BWXT have been preparing for several weeks for the strike, which grew from
serious differences over how to implement stiffer fitness requirements. Pantex is among the
first few Energy Department facilities to implement the more stringent security standards,
formulated in 2005. Pantex said the company has not set a timetable for resuming negotiations.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/04
/16/AR2007041601649.html?hpid=moreheadlines

2. April 14, Associated Press — Los Angeles utility looks at own possible role in destructive
wildfire. The Los Angeles Department of Water and Power (DWP) is investigating whether a
blown power line in overgrown land it owns sparked a Thursday, April 12, wildfire that
damaged three expensive Beverly Hills homes. The DWP said it had already begun expediting
brush−clearing because of extraordinarily dry weather and “will immediately conduct further
assessment of all our properties to determine whether additional brush clearance is needed.”
The Los Angeles Fire Department said it was caused by power lines that had fallen behind
residences. DWP is investigating whether it owned the land. More than 246,000 DWP and
Southern California Edison customers lost power at times after the winds hit. The city requires
brush be cleared to various degrees up to 200 feet away from buildings and its program is
strictly enforced, said fire spokesperson Brian Humphrey. He said a spring campaign was
already under way involving 130,000 property parcels within nearly 470 square miles of land
that will be individually inspected.
Source: http://www.signonsandiego.com/news/state/20070414−0206−ca−po weroutages.html

3. April 13, United Press International — Analysis: Uranium price surge to continue. The price
of uranium has jumped nearly 19 percent since April 2 in a rush led by supply instability,
constant and planned increase in demand, and investors looking to gobble up supply before the
price spikes again. The nuclear industry isn't worried its fuel stock will price them out of
competition with other electricity generators, however, and the mining industry is reaping the
new incentive to dig for more, which would loosen the belt in the current tight market. But a
significant amount of expected supply is being delayed from entering the market after flooding
in the world's largest mines. Water poured into Cameco Corp.'s Cigar Lake mine in
Saskatchewan last April and October. Because of the flooding, the uranium mine will be closed
for some time, and it's going to keep an estimated 18 million tons of uranium from getting to
the market for another three years, according to Nuclear Engineering International. Preston
Chiaro of Rio Tinto said he doesn't see any new large supply sources delivering to the market
for the next five to 10 years.
Source: http://www.washtimes.com/upi/20070413−025542−1558

[Return to top]

Chemical Industry and Hazardous Materials Sector

4. April 17, Pocono Record (PA) — Chemical spill forces dialysis center evacuation. The
Pocono Dialysis Center, off Route 447, in Smithfield Township, PA, was evacuated late
Monday afternoon, April 16, after a worker dropped a box of cleaning materials and a noxious
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odor permeated the building. No serious injuries were reported, but several people, including
senior citizens who were undergoing dialysis treatment at the center, were taken to Pocono
Medical Center as a precaution. Route 447 was closed in both directions near the dialysis
center, which is part of a large complex of medical offices. The cleaning fluid that spilled
contained hydrogen peroxide, which can cause chemical burns if it makes contact with
unprotected skin, said Guy Miller, Monroe County’s emergency services director.
Source: http://www.poconorecord.com/apps/pbcs.dll/article?AID=/20070
417/NEWS/70416017

5. April 17, Associated Press — Iraq: Truck spills nitric acid, explosives in botched attack. A
dump truck overturned north of Baghdad, revealing a payload of nitric acid and explosives en
route to attack a joint U.S.−Iraqi security station, the U.S. military said Tuesday, April 17. The
botched attack occurred Monday in Mashahda, 25 miles north of the capital. After the truck
tipped over, U.S. troops approached the truck driver to help, and found the vehicle loaded with
nitric acid containers and explosives. Nitric acid is a chemical used to make fertilizer, and can
also be used in bombs.
Source: http://wvgazette.com/section/APNews/News/ap0415n

[Return to top]

Defense Industrial Base Sector

6. April 17, Government Accountability Office — GAO−07−430: Missile Defense: Actions
Needed to Improve Information for Supporting Future Key Decisions for Boost and
Ascent Phase Elements (Report). The Department of Defense (DoD) has spent about $107
billion since the mid−1980s to develop a capability to destroy incoming ballistic missiles. DoD
has set key decision points for deciding whether to further invest in capabilities to destroy
missiles during the initial phases after launch. In March 2006, DoD issued a report on these
capabilities in response to two mandates. To satisfy a direction from the House Appropriations
Committee, the Government Accountability Office (GAO) agreed to review the report. To
assist Congress in evaluating DoD’s report and preparing for future decisions, GAO studied the
extent to which DoD (1) analyzed technical and operational issues and (2) presented complete
cost information. To do so, GAO assessed the report’s methodology, explanation of
assumptions and their effects on results, and whether DoD followed key principles for
developing life−cycle costs. To support future decisions, DoD should include key stakeholders
in assessing operational issues, report on technical progress, and update and verify life−cycle
cost estimates in accordance with key principles for developing life−cycle costs. In comments
on a draft of this report, DoD agreed to include stakeholders and assess technical progress.
Highlights: http://www.gao.gov/highlights/d07430high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−430

7. April 09, Department of Defense — Department of Defense releases Selected Acquisition
Reports. The Department of Defense (DoD) has released details on major defense acquisition
program cost, schedule, and performance changes since the September 2006 reporting period.
This information is based on the Selected Acquisition Reports (SARs) submitted to the
Congress for the December 2006 reporting period. SARs summarize the latest estimates of cost,
schedule, and performance status. The current estimate of program acquisition costs for
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programs covered by SARs for the prior reporting period (September 2006) was $1,617,710.1
million. After adding the costs for two new programs, Longbow Apache Block III and the Light
Utility Helicopter from the September 2006 reporting period, the adjusted current estimate of
program acquisition costs was $1,627,687.0 million. For the December 2006 reporting period,
there was a net cost increase of $56,286.8 million or +3.5 percent, excluding costs for the
aforementioned programs submitting initial SARs.
SARs: http://www.defenselink.mil/news/Apr2007/d20070409sars.pdf
Source: http://www.defenselink.mil/releases/release.aspx?releaseid=1 0714

[Return to top]

Banking and Finance Sector

8. April 17, Associated Press — British pound breaks through $2. The British pound broke
through the $2 mark on Tuesday, April 17, for the first time in nearly 15 years after new data
showed an unexpected surge in inflation, prompting speculation of interest rate increases. The
pound was at its highest level since "Black Wednesday" in September 1992, when Britain
crashed out of the European Exchange Rate Mechanism. After initially retreating back below
the psychological $2 mark, the currency spiked again to $2.0071 as the dollar retreated
following the release of U.S. inflation data showing the core prices rose less than expected last
month.
Source: http://news.yahoo.com/s/ap/20070417/ap_on_bi_ge/britain_poun
d;_ylt=Am_Q7PLyE0awAsc_ARAjX5yyBhIF

9. April 17, Associated Press — Supreme Court: States must step aside on regulating national
banks. The Supreme Court ruled Tuesday, April 17, that state financial regulators must step
aside in a battle over who oversees subsidiaries of national banks. The 5−3 decision is a victory
for the 1,600 national banks, which say they should not have to face a dual system of
federal−state regulation in a growing area of their business. States and many private groups
including the AARP, representing retirees, say a regulatory framework that includes the 50
states as well as federal bank examiners can better protect millions of consumers. The number
of national bank subsidiaries has grown to about 500 in recent years.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/04
/17/AR2007041700611_pf.html

10.April 17, Reuters — Texas Attorney General sues CVS over customer records. Texas
Attorney General Greg Abbott sued CVS/Caremark Corp. on Tuesday, April 17, after finding
customer records with personal information such as driver license and credit card numbers in
the trash behind one of the drugstore chain's Texas stores. Investigators with the office of the
attorney general found the documents in a dumpster behind a CVS store in Liberty, Texas, near
Houston, Abbott's office said. Medical prescription forms with name, address, date of birth,
issuing physician and the types of medication prescribed were found, along with hundreds of
active debit and credit card numbers with expiration dates, his office said. The store was either
vacant or being vacated, according to a document filed with the court. Refund slips with a
customer's name, driver's license number and telephone contact were also found, according to
the document. The attorney general said investigators are working to determine if any exposed
data was used illegally. He cautioned customers who used the Liberty store to carefully monitor
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their financial statements for any signs of suspicious activity and said they should consider
obtaining free copies of their credit reports.
Source: http://www.reuters.com/article/bondsNews/idUSN17319885200704 17

11.April 16, Computerworld — IRS warns of new e−filing scam that steals refunds. The
Internal Revenue Service (IRS) is warning Americans of a last−minute online scam where
fraudulent sites pose as part of the agency's free tax−preparation service to poach refunds. On
Friday, April 13, the IRS issued an alert saying it had uncovered one or more sites
masquerading as part of the Free File program. Free File, a partnership with 19 tax prep
services, offers free preparation and e−filing to anyone with an adjusted gross income under
$52,000. It's accessible only through the IRS's own Website (www.irs.gov). The bogus sites,
however, pretend to be part of the program, duping taxpayers into preparing their taxes and
submitting them for e−filing. The criminals have been accepting user information, then
substituting their own bank account information for refunds before resubmitting the modified
returns to a real Free File participant, the IRS said.
IRS Notice: http://www.irs.gov/newsroom/article/0,,id=169507,00.html
Source: http://www.computerworld.com/action/article.do?command=viewA
rticleBasic&articleId=9016741&intsrc=hm_list

12.April 15, Washington Post — Lenders misusing student database. Some lending companies
with access to a national database that contains confidential information on tens of millions of
student borrowers have repeatedly searched it in ways that violate federal rules, raising alarms
about data mining and abuse of privacy, government and university officials said. The improper
searching has grown so pervasive that officials said the Department of Education is considering
a temporary shutdown of the government−run database to review access policies and tighten
security. Some worry that businesses are trolling for marketing data they can use to bombard
students with mass mailings or other solicitations. Students' Social Security numbers, e−mail
addresses, phone numbers, birth dates and sensitive financial information such as loan balances
are in the database, which contains 60 million student records. In general, the department
allows lenders to search records in the database only if they have a student's permission or a
financial relationship with the student. The database, known as the National Student Loan Data
System, was created in 1993 to help determine whether students are eligible for student aid and
to assist in collecting loan payments. About 29,000 university financial aid administrators and
7,500 loan company employees have access to it.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/04
/14/AR2007041401444_pf.html

13.April 13, Government Accountability Office — GAO−07−401: Title Insurance: Actions
Needed to Improve Oversight of the Title Industry and Better Protect Consumers
(Report). In a previous report and testimony, the Government Accountability Office (GAO)
identified issues related to title insurance markets, including questions about the extent to which
premium rates reflect underlying costs, oversight of title agent practices, and the implications of
recent state and federal investigations. This report addresses those issues by examining (1) the
characteristics of title insurance markets across states, (2) factors influencing competition and
prices within those markets, and (3) the current regulatory environment and planned regulatory
changes. To conduct this review, GAO analyzed available industry data and studies, and
interviewed industry and regulatory officials in a sample of six states selected on the basis of
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differences in size, industry practices, regulatory environments, and number of investigations.
GAO recommends that the Department of Housing and Urban Development (HUD) and state
insurance regulators take actions to improve consumers’ ability to comparison shop for title
insurance and strengthen the regulation and oversight of the title insurance market, including
the collection of data on title agents’ operations. Further, Congress may want to consider, as
part of its oversight of HUD, exploring the need for modifications to Real Estate Settlement
Procedures Act (RESPA), including increasing HUD’s enforcement authority. HUD generally
agreed with these recommendations.
Highlights: http://www.gao.gov/highlights/d07401high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−401

[Return to top]

Transportation and Border Security Sector

14.April 17, AKI — Morocco: Police fear suicide bombers to target Casablanca airport. Police
suspect a group of would−be suicide bombers are preparing to strike the area around
Casablanca's international Muhammad V airport or the airport itself and are heavily patrolling
the main road leading to it from the city center, London−based Arabic−language daily
al−Zaman reported Tuesday, April 17. The road goes through a number of poor neighborhoods
including Sidi Moumin, where on 10 March an accidental suicide bomb attack at an Internet
cafe led police to discover a terror cell, and al−Fida, the scene on April 11. of a police operation
in which four alleged terrorists died.
Source: http://www.adnki.com/index_2Level_English.php?cat=Terrorism&
loid=8.0.405593157&par=0

15.April 17, Government Technology — CBP nabs stowaway using high−tech scanning
equipment. A 30−year−old Honduran citizen was arrested attempting to illegally enter the
United States as a stowaway on a southbound freight train entering at Blaine, WA. U.S.
Customs and Border Protection (CBP) officers and CBP Border Patrol agents apprehended
Jorge Amaya Amaya, along with 34 pounds of marijuana, using Blaine's rail gamma−imaging
technology. CBP officers were performing inspections and scans of the Burlington Northern
Santa Fe freight train on April 5 when they discovered an anomaly. The train was stopped and
CBP personnel the officers and agents discovered Amaya Amaya inside a hopper car loaded
with canola meal. A large black duffle bag containing vacuum−sealed marijuana packages was
also extracted from the railcar. Estimated value of the marijuana is approximately $200,000.
When apprehended, Amaya Amaya carried no identification. Fingerprint checks at the Pacific
Highway crossing provided positive identification. CBP uses a variety of scanning technologies
at ports throughout the United States. In addition to the large−scale gamma ray and X−ray
imaging systems used in this seizure/arrest, CBP deploys personal radiation detectors, radiation
portal monitors and radiation isotope identifier devices to identify mass casualty weapons.
Source: http://www.govtech.net/magazine/channel_story.php/105016

16.April 17, Government Technology — Explosives detection testing starts at Staten Island
Ferry. The Transportation Security Administration (TSA), in partnership with the New York
City Department of Transportation, will begin testing advanced explosives detection technology
as part of the agency's Security Enhancement and Capabilities Augmentation Program
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(SEACAP). During the three−week pilot program, TSA will conduct explosives screening on
passengers boarding the Staten Island Ferry at the St. George Terminal in Staten Island using
passive millimeter wave screening equipment. The purpose of the project is to test the
performance of new technologies to detect explosives while maintaining efficient passenger
operations for high volume commuter ferries. The SEACAP pilot employs passive millimeter
wave technology to screen passengers for person−borne explosives before they board the ferry
to lower Manhattan. Because the technology does not use whole body imaging, privacy issues
will not be a concern. Testing will occur Monday through Friday during off−peak hours
Source: http://www.govtech.net/magazine/channel_story.php/105008

17.April 16, Federal Aviation Administration — FAA lowers safety rating for Indonesia. The
U.S. Department of Transportation’s Federal Aviation Administration (FAA) on Monday, April
16, announced that Indonesia does not comply with international safety standards set by the
International Civil Aviation Organization (ICAO), following a consultation with the Indonesian
civil aviation authority on March 6, 2007. The FAA had previously assessed Indonesia's civil
aviation authority in September 1997, and found it in compliance with ICAO standards.
However, after the latest consultation, the agency determined that Indonesia was no longer
overseeing the safety of its airlines in accordance with international standards. Indonesia’s
safety rating was lowered from Category 1 to Category 2. A Category 1 rating means the
country’s civil aviation authority complies with ICAO standards. A Category 2 rating means a
country either lacks laws or regulations necessary to oversee air carriers in accordance with
minimum international standards, or that its civil aviation authority is deficient in one or more
areas, such as technical expertise, trained personnel, record keeping or inspection procedures.
Countries with air carriers that fly to the United States must adhere to the safety standards of
ICAO, the United Nations’ technical agency for aviation that establishes international standards
and recommended practices for aircraft operations and maintenance.
Source: http://www.faa.gov/news/press_releases/news_story.cfm?newsId =8666

[Return to top]

Postal and Shipping Sector

18.April 17, Government Accountability Office — GAO−07−684T: U.S. Postal Service: Postal
Reform Law Provides Opportunities to Address Postal Challenges (Testimony). When the
Government Accountability Office (GAO) originally placed the U.S. Postal Service’s (the
Service) transformation efforts and long−term outlook on its high−risk list in early 2001, it was
to focus urgent attention on the Service’s deteriorating financial situation. Aggressive action
was needed, particularly in cutting costs, improving productivity, and enhancing financial
transparency. GAO testified several times since 2001 that comprehensive postal reform
legislation was needed to address the Service’s unsustainable business model, which assumed
that increasing mail volume would cover rising costs and mitigate rate increases. This outdated
model limited its flexibility and incentives needed to realize sufficient cost savings to offset
rising costs, declining First−Class Mail volumes, unfunded obligations, and an expanding
delivery network. This limitation threatened the Service’s ability to achieve its mission of
providing affordable, high−quality universal postal services on a self−financing basis. This
testimony will focus on (1) why GAO recently removed the Service’s transformation efforts
and outlook from GAO’s high−risk list, (2) the Service’s financial condition in fiscal year 2007,
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(3) the opportunities and challenges facing the Service, and (4) major issues and areas for
congressional oversight. This testimony is based on GAO’s past work, review of the postal
reform law, and updated information on the Service’s financial condition.
Highlights: http://www.gao.gov/highlights/d07684thigh.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−684T

[Return to top]

Agriculture Sector

19.April 16, Associated Press — U.S. Supreme Court declines to review seed case. The U.S.
Supreme Court on Monday, April 16, declined to hear from a Mississippi company that was
sued by Monsanto Co. for saving seeds from one harvest and planting them the following
season. A federal appeals court in Washington in August 2006 ruled that Mitchell Scruggs,
Eddie Scruggs, Scruggs Farm Supply Inc., Scruggs Farm Joint Venture, HES Farms Inc., MES
Farms Inc. and MHS Farms Inc. violated Monsanto's licensing requirements and its patent for
use of the company's seeds. Saving Monsanto's seeds, genetically engineered to kill bugs and
resist weed sprays, violates provisions of the company's contracts with farmers, the company
claimed. Over the past several years, Monsanto has filed legal actions across the country over
what farmers say is arguably the age−old farming practice of saving seeds. Monsanto has a
policy that prohibits farmers from saving or reusing the seeds once the crop is grown. Farmers
contend there is no patent on the seeds, which are products of nature.
Source: http://www.sunherald.com/306/story/32726.html

[Return to top]

Food Sector

20.April 17, National Defense Magazine — U.S. food supply chain among nation’s many
vulnerabilities. Among the dozens of potential targets terrorists can attack in the U.S.
homeland is the nation’s food supply chain. The demand for fresh produce, the quick and
efficient distribution networks and the short shelf lives of products “makes it a very good
delivery system for terrorists,” Frank Busta, director of the National Center for Food Protection
and Defense, said. Food products include ingredients from around the world that are derived
from a range of sources. Oversight and security in the supply chain are often lacking. A
food−borne biological or chemical weapon inserted into the nation’s just−in−time delivery
system could rapidly cause havoc, he said. The outbreak last year of e−coli bacteria found in
spinach points to the potential devastation of an intentional attack. That was a relatively low
concentration of contaminant, he noted. Because such products have short shelf lives, they are
taken home and consumed before authorities even realize that there is a problem. A full−scale
attack of an agent such as botulism would have a devastating effect, he said.
Source: http://www.nationaldefensemagazine.org/issues/2007/May/Secur ityBeat.htm#US

21.April 16, Associated Press — Imported food rarely inspected. Just 1.3 percent of imported
fish, vegetables, fruit and other foods are inspected −− yet those government inspections
regularly reveal food unfit for human consumption. Frozen catfish from China, beans from
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Belgium, jalapenos from Peru, blackberries from Guatemala, baked goods from Canada, India
and the Philippines −− the list of tainted food detained at the border by the U.S. Food and Drug
Administration stretches on. With only a minuscule percentage of shipments inspected, food
experts say the nation is vulnerable to harm from abroad, where rules and regulations governing
food production are often more lax than they are at home. Last month alone, FDA detained
nearly 850 shipments of grains, fish, vegetables, nuts, spice, oils and other imported foods for
issues ranging from filth to unsafe food coloring to contamination with pesticides to salmonella.
Each year, the average American eats about 260 pounds of imported foods, including
processed, ready−to−eat products and single ingredients. Imports account for about 13 percent
of the annual diet.
Source: http://www.usatoday.com/news/nation/2007−04−16−imported−food _N.htm?csp=34

22.April 16, U.S. Food and Drug Administration — Information on Natural Balance pet food.
The U.S. Food & Drug Administration (FDA) was informed Monday, April 16, 2007, that
Natural Balance Pet Foods has received consumer complaints regarding the Venison & Brown
Rice Dry Dog Food, and Venison & Green Pea Dry Cat Foods. The company does not know
the cause of the problems, but has received reports of animals vomiting and experiencing
kidney problems. Although the company is stating that the problems seem to be focused on one
particular lot, as a precautionary measure, the company is pulling all dates of Venison & Brown
Rice Dry Dog Food and Venison & Green Pea Dry Cat Food from the shelves. The FDA is
working closely with Natural Balance and is actively investigating this problem. There is no
indication at this time whether this is related to the ongoing pet food recalls.
Source: http://www.fda.gov/bbs/topics/NEWS/2007/NEW01610.html

[Return to top]

Water Sector

23.April 16, Associated Press — Orting residents not to drink water; possible contamination.
Residents in Orting, WA, are being advised not to drink or use the city's tap water until it can
be tested for possible contamination. The warning comes after it was discovered that someone
apparently broke into the city's Harman Spring water facility. There is no evidence of
contamination, but the precautionary warning was given so the water can be tested to rule out
that possibility.
Source: http://www.tdn.com/articles/2007/04/17/ap−state−wa/d8oi4ub00 .txt

[Return to top]

Public Health Sector

24.April 17, Reuters — China hoarding H5N1 samples. China has not shared any human H5N1
bird flu samples with World Health Organization (WHO) accredited laboratories for over a
year, sparking renewed fears that it may be frustrating efforts to track changes in the virus and
find ways to fight it. But Henk Bekedam, WHO's representative in China, said the Chinese had
shared their scientific analyses of virus samples taken from human victims in the past year, and
there was no evidence the H5N1 had mutated significantly in a dangerous way. "The whole
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notion about urgency (of sharing) is still there ... but at the same time, the virus is not changing
into something that is easily transmissible between humans," he said. China last shared human
H5N1 samples with WHO collaborating laboratories in April 2006 and the country has since
reported five more human infections. The WHO had asked a few times for samples of three of
these, Bekedam said, and he was confident they would be shipped soon. On animal H5N1
samples, Bekedam said WHO was trying to get Beijing to share viruses that were more recent.
Source: http://www.sciam.com/article.cfm?alias=china−hoarding−h5n1−s
ampl&chanId=sa003&modsrc=reuters

25.April 17, Yemen Observer — Polio campaign launched in Yemen. The Yemen Ministry of
Public Health and Population launched the supplementary immunization campaign against
polio on Monday, April 16, in the al−Tahrir Zone in Sana’a. Ali al−Modhwahi,
director−general of the Family Health Department said that the campaign would include eight
governorates: Sana’a, Sana’a Capital, Taiz, al−Baidha’a, al−Jawf, Sa’ada, Marib and Shabwa.
“The campaign will continue for three days and is aimed at vaccinating 1,369,500 children in
those eight governorates. The campaign is meant to complement the continuing efforts of
routine immunization,” he said. “The vaccination campaign covered up to 85 percent of the
target population in 2006. This will be carried out by the strategy of immunizing children from
house to house, and the goal of the campaign to strengthen vulnerable children in the eight
regions,” he said.
Global Polio Eradication Initiative: http://www.polioeradication.org/
Source: http://www.yobserver.com/article−12087.php

26.April 16, Agence France−Presse — Indonesia, U.S. team to tackle bird flu. U.S. and
Indonesian scientists have joined forces in a bid to halt the high number of bird flu deaths in the
archipelago nation, a U.S. official said Monday, April 16. U.S. deputy undersecretary of
agriculture Charles Lambert said the group would focus on stemming the spread of the virus in
Indonesia's poultry industry. Lambert opened an office Monday for the team, which consists of
four local scientists and one from the U.S., plus support staff. The group will conduct
workshops for Indonesian health and animal husbandry officials and veterinarians to detect the
virus and prevent its spread.
Source: http://news.yahoo.com/s/afp/20070416/hl_afp/healthfluindones
iaus_070416185130;_ylt=AtpmG59ZRQaygsF0HNbgX3WJOrgF

27.April 16, World Health Organization — New online database to help fight infectious
diseases. An international network of researchers announced Monday, April 16, the release of a
new Web−based resource designed to facilitate the development of medicines to fight
infectious diseases afflicting the developing world. "This is the first time that any group has
assembled such a comprehensive set of information pertinent to drug target discovery, for such
a diverse array of parasitic and bacterial diseases," says Wesley Van Voorhis from the
University of Washington in Seattle, who coordinates the Drug Target Prioritization Network,
established in 2005 by the Special Program for Research and Training in Tropical diseases of
WHO. The consortium includes a global team of academic laboratories, research centers and
industry scientists, focusing on the pathogens responsible for malaria, tuberculosis, African
sleeping sickness, leishmaniasis, Chagas disease and worm infections such as schistosomiasis
and filariasis −− all of which are in desperate need of new treatments. Together, these diseases
are responsible for billions of infections in the developing world and more than six million
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deaths per year.
Drug Target Prioritization Database: http://tdrtargets.org/
Source: http://www.who.int/mediacentre/news/releases/2007/pr14/en/

28.April 04, Emerging Infectious Diseases — Genome analysis linking recent European and
African influenza (H5N1) viruses. To better understand the ecology and epidemiology of the
highly pathogenic avian influenza virus in its transcontinental spread, researchers sequenced
and analyzed the complete genomes of 36 recent influenza A (H5N1) viruses collected from
birds in Europe, northern Africa, and southeastern Asia. These sequences, among the first
complete genomes of influenza (H5N1) viruses outside Asia, clearly depict the lineages now
infecting wild and domestic birds in Europe and Africa and show the relationships among these
isolates and other strains affecting both birds and humans. The isolates fall into three distinct
lineages, one of which contains all known non−Asian isolates. This new Euro−African lineage,
which was the cause of several recent (2006) fatal human infections in Egypt and Iraq, has been
introduced at least three times into the European−African region and has split into three
distinct, independently evolving sublineages. One isolate provides evidence that two of these
sublineages have recently reassorted.
Source: http://www.cdc.gov/eid/content/13/5/713.htm

[Return to top]

Government Sector

29.April 17, Dallas Morning News — Texas colleges reflect on emergency plans. As Monday's
fatal shootings at Virginia Tech in Blacksburg, VA, prove, no college campus −− just like no
high school or workplace −− can promise absolute safety. Colleges are so open they're almost
like small cities. The dorms might be locked, but the classrooms, student union and bookstore
are usually open to anyone. Roads run through campuses. While an unfamiliar adult is fairly
easy to spot on a high school campus, at a college it could be a professor, secretary or
unannounced visitor. When he first heard about the shootings at Virginia Tech, UT−Austin
Police Chief Robert Dahlstrom's first thought was, is UT prepared for something like that? Yes,
he decided. Until Monday, UT was the site of the deadliest campus rampage in history, with
sniper Charles Whitman killing 14 people on campus in 1966. UT police were planning to
distribute fliers over the next couple of weeks on how to respond to an armed intruder. But after
Monday's attack at Virginia Tech, they decided to start right away. Texas university officials
said they have several ways to reach students, staff members and others in an emergency. They
can send alerts by e−mail and telephone. They can post notices on the school's Website. Some
campuses have sirens or bullhorns.
Source: http://www.dallasnews.com/sharedcontent/dws/news/localnews/s
tories/041707dnmetntxsecurity.39ed5e4.html

30.April 17, Associated Press — Bomb scares close colleges in three states. Campus threats
forced lock−downs and evacuations at universities in Texas, Oklahoma, and Tennessee and two
public schools in Louisiana on Tuesday, April 17, a day after a Virginia Tech student's shooting
rampage killed 33 people. In Louisiana, parents picked up hundreds of students from
Bogalusa's high school and middle school amid reports that a man had been arrested Tuesday
morning for threatening a mass killing in a note that alluded to the murders at Virginia Tech.
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Schools Superintendent Jerry Payne said both schools were locked down and police arrested a
53−year−old man who allegedly made the threat in a note he gave to a student headed to the
private Bowling Green School in Franklinton. Both towns are in southeastern Louisiana. "The
note referred to what happened at Virginia Tech," Payne said. "It said something like, 'If you
think that was bad, then you haven't seen anything yet." In Austin, authorities evacuated
buildings at St. Edward's University after a threatening note was found, a school official said.
At the University of Tennessee at Chattanooga, officials ordered three campus administration
buildings evacuated for almost two hours Tuesday morning in response to a telephone bomb
threat. The city's bomb squad searched the buildings but found nothing, campus spokesperson
Chuck Cantrell said.
Source: http://www.usatoday.com/news/nation/2007−04−17−university−bo mb−threat_N.htm

31.April 17, Canadian Press — Virginia Tech shooting prompts review of security at
Canadian universities. Campus security and protocols to warn students of danger were top of
mind Tuesday, April 17, among Canadian politicians and university administrators following
the worst school shooting in North American history. As Canadian universities flew flags at
half staff in an act of solidarity, officials restlessly weighed the pressing issues brought to the
fore by the shooting deaths of 33 people, including a Canadian, at Virginia Tech in Blacksburg,
VA. Currently, Dalhousie University in Halifax currently relies on e−mail, but efforts are
underway to obtain permission to use instant messaging as a means of communicating with
students in an emergency, said spokesperson Jim Vibert. Still, the best defense is prevention
and the school has addressed that issue by beefing up psychiatric services for students, Vibert
added. In Ontario, the government vowed to contact all the province's post−secondary
institutions to discuss security, just as it did following the fatal shooting of a Dawson College
student in Montreal last year.
Source: http://www.news1130.com/news/national/article.jsp?content=n0 41760A

[Return to top]

Emergency Services Sector

32.April 16, WRAL−TV (NC) — North Carolina first responders get high−tech upgrade. Wake
County, NC, emergency dispatchers handle 851,000 calls a year. In almost every case, they
make split−second decisions on whom to send where. Monday, April 16, the county was
showing off a high−tech tool that will modernize the way emergency units are dispatched and
perhaps save lives. It’s obvious that the closest help is the best help to send to an emergency.
To do that, however, you have to know who’s closest. That's what Wake County's new
Automatic Vehicle Location system does. Ambulances, sheriff's cruisers, even crime−scene
investigators’ cars are now fitted with Global Positioning System (GPS) satellite transceivers.
With just a click of the computer mouse, 911 operators can pinpoint the location of emergency
vehicles. The nearest unit −− not the nearest fire or ambulance station −− gets the call.
Source: http://www.wral.com/news/local/story/1275366/

33.April 16, Associated Press — Emergency officials test Alabama’s hurricane preparedness.
In Alabama, state, federal, and local officials prepared Monday, April 16, for a
worst−case−scenario hurricane and found that their hurricane preparedness, while good, can
always use some improvement. After practicing for a Category 5 hurricane packing 160 mile
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per hour winds at landfall, Governor Bob Riley said Alabama's hurricane plan is "probably the
best plan in the United States." It involves using school buses to run their regular routes along
the Gulf Coast to pick up evacuees and transport them to shelters at two−year college campuses
throughout the state. Riley and Alabama Emergency Management Agency director Bruce
Baughman said areas they are working on improving include having an adequate fuel supply
for emergency workers and utility repair crews after a devastating hurricane and making sure
emergency radio frequencies are coordinated to prevent communication problems. They said
they are also working to make sure there are enough emergency generators to power hospitals
and water systems and to develop more coordination of volunteers. Riley said they're also
working with the state department of agriculture to set up shelters for pets.
Source: http://www.ledger−enquirer.com/mld/ledgerenquirer/news/local /17087405.htm

34.April 16, Associated Press — FEMA to miss deadline for emergency plan. A federal
government plan for responding to emergencies will not be ready in time for the approaching
hurricane season, officials have told Congress. The Federal Emergency Management Agency
(FEMA) sent an advisory to Congress last week acknowledging it will not meet its June 1
deadline for issuing a new national response plan. The advisory said development of the new
plan had been delayed by unexpected issues, and more time is needed to resolve them. No new
target date was set. In the meantime, a modified version of the plan in place during Katrina will
be followed. Since last fall, various working groups have been meeting to revise and update the
plan. Along with FEMA, representatives of other interested federal, state, local and tribal
authorities, private sector companies, and nongovernment emergency agencies are working on
the revisions.
Source: http://www.chron.com/disp/story.mpl/headline/nation/4719462. html

[Return to top]

Information Technology and Telecommunications Sector

35.April 17, ComputerWorld — Botworms exploit Windows DNS bug. Security researchers late
Monday, April 16, spotted botworms exploiting a zero−day bug in Microsoft Corp.'s Windows
DNS Server Service, confirming suspicions earlier in the day that hackers were sniffing out
vulnerable systems. McAfee Inc.'s Avert Labs was the first to report that a new Nirbot variant
−− the worm also goes by the name Rinbot −− was trying to exploit the DNS vulnerability in
the wild. In a blog entry Monday afternoon, virus research manager Craig Schmugar said the
botworm was an "Internet relay chat [IRC] controlled backdoor, which provides an attacker
with unauthorized remote access to the compromised computer." Later Monday, McAfee
announced it had found a second Nirbot/Rinbot variant exploiting the bug. According to
McAfee's analysis, the new Nirbot botworms scan for vulnerable servers, then use multiple
exploits −− including the unpatched DNS flaw −− in an attempt to hijack the machine. Earlier
Monday, Symantec Corp. warned of an extraordinary spike in scans for TCP and UDP Port
1025. Monday evening, Symantec confirmed that the source of the increased Port 1025 activity
was the Nirbot/Rinbot, and like McAfee, posted an initial analysis of the worm.
Source: http://www.computerworld.com/action/article.do?command=viewA
rticleBasic&articleId=9016820&intsrc=hm_list

36.
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April 17, VNUNet — Panic spreads over 'killer' mobile phone virus. Fears of a deadly virus
that can be transmitted by mobile phone have swept the Afghani capital of Kabul, prompting
the government to step in and reassure the public. Reports from inside the city suggest that
mobile phone users are fearful that a biological virus is spreading via mobile phone calls.
Rumors claim that several people have already died. The stories appear to have come from
Pakistan, where similar rumors began spreading last week.
Source: http://www.vnunet.com/vnunet/news/2187920/panic−killer−mobil e−phone−virus

37.April 16, eWeek — Researchers: Botnets getting more resilient. A select group of some 40
security researchers gathered on April 10 in the first Usenix event devoted to botnets. The
invitation−only event, called HotBots, was held in Cambridge, MA. At the event, researchers
warned that botnets −− which can contain tens or even hundreds of thousands of zombie PCs
that have been taken over for use in spamming and thievery of financial and identity−related
data −− are on the brink of a technological leap to more resilient architectures and more
sophisticated encryption that will make it that much harder to track, monitor and disable them.
Specifically, security researchers have spotted the early development stages of resilient botnets
that have included peer−to−peer (P2P) architectures. Botnets have traditionally been organized
in a hierarchical structure, with one central command−and−control location. This centralization
has been a blessing to researchers, as it gives them a single point of failure on which to focus.
With a P2P botnet, however, there is no centralized point for command and control.
Source: http://www.eweek.com/article2/0,1895,2114741,00.asp

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.
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Commercial Facilities/Real Estate, Monument &Icons Sector

38.April 16, ABC 7 News — Evacuees return to homes below West Virginia dam. Hundreds of
evacuees were allowed to return home Monday, April 16, after officials determined that an
unstable earthen dam was no longer in danger of bursting. Crews had worked to pump
thousands of gallons of water from the lake formed by the privately built dam. Authorities had
ordered about 1,000 people living downstream from Lee's Fishing Lake to leave their homes
late Sunday after heavy rainfall from the nor'easter that swept up the East Coast. Mayor Brian
Barrett had said that if the dam collapsed it could send millions of gallons of water into the
Lincoln County community. The dam is on Mahoney Creek, a tributary of the Mud River,
which flows through Hamlin, WV. The dam was built in 1963, according to the U.S. Army
Corps of Engineers' National Inventory of Dams, which said the 211−foot−long structure had a
high potential for hazard downstream.
Source: http://www.wjla.com/news/stories/0407/414771.html
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General Sector

Nothing to report.
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