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Daily Highlights

The Washington Times reports a defense contractor charged with failing to register as a Chinese
agent admitted passing data on U.S. Navy arms technology to China for 22 years, including
information on next−generation destroyers, an aircraft carrier catapult, and the Aegis weapons
system.  (See item 4)

• 

The Washington Post reports the U.S. government expects to stockpile nearly eight million doses
of an experimental vaccine against pandemic influenza by February, as a start toward building a
stockpile that eventually could reach tens of millions of doses.  (See item 20)

• 

Knight Ridder Newspapers reports three months after Hurricane Katrina raked the Gulf Coast, a
major health crisis is emerging with people afflicted with coughs, infections, rashes, and broken
limbs, as well as being jittery, tired, depressed, and prone to bizarre outbursts.  (See item 24)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. November 30, Los Angeles Times — Avoidable errors led to large outage. A September 12
power outage that affected half of Los Angeles, CA, was caused by multiple, preventable
mistakes −− from faulty design of an equipment replacement project to poor communication
among workers, according to a review by a private engineering firm. The review, ordered by
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Mayor Antonio Villaraigosa and released Tuesday, November 29, confirmed that the outage
occurred when workers cut live electrical wires with insulated tools after consulting erroneous
design drawings, but goes further in finding problems with the way the city upgrades and
operates its electrical system. The review found, for example, that four electrical generating
units shut down automatically even though their design should have allowed them to keep
operating. "It was not part of their design to trip off as they did," said Jim Dyer, senior
consultant for Electric Power Group, the firm that reviewed the incident. In all, the review
found 15 causal factors that contributed to the outage and its widespread nature. The blackout
left two million people without power for 90 minutes.
Final report on power outage: http://www.ladwp.com/ladwp/cms/ladwp007269.pdf
Source: http://www.latimes.com/news/local/la−me−outage30nov30,1,4669
174.story?coll=la−headlines−california

[Return to top]

Chemical Industry and Hazardous Materials Sector

2. November 30, Contra Costa Times (CA) — Diesel spill closes part of interstate in California.
California Department of Transportation (Caltrans) and Hazmat crews worked late into the
night Tuesday, November 29, to clean up gallons of diesel fuel that spilled out of a tanker on
Interstate 580 near Sunnyslope Avenue in Castro Valley, CA. Authorities said the tanker
somehow developed a hole from which the hazardous fuel was spilling. They estimated 100
gallons of diesel fuel doused the highway. Highway Patrol shut down three westbound lanes
while Caltrans crews and Alameda County, CA, Hazmat teams worked to clean up the spill.
Source: http://www.contracostatimes.com/mld/cctimes/news/transportat ion/13290932.htm

3. November 30, Herald−Dispatch (WV) — Plant fire in Ohio briefly closes U.S. 52. A minor
ductwork fire within southern Ohio's Dow Chemical plant in Hanging Rock, OH, closed U.S.
52 for less than 30 minutes Tuesday night, November 29. Carl Darling, site leader for the Dow
Chemical Co.'s Hanging Rock plant, said there was never any danger to the public. Darling said
the fire quickly contained to a warehouse's external ductwork. Flames were momentarily 20
feet in height. "The sprinkler system in the warehouse went off because of the heat, but it
doesn't appear there was any actual fire within the warehouse," he said. "It doesn't appear that
any product caught on fire whatsoever." The Ohio State Highway Patrol closed U.S. 52 for
about 20 minutes as a precaution. No injuries were reported, and the plant resumed normal
operations Wednesday morning, November 30.
Source: http://www.herald−dispatch.com/apps/pbcs.dll/article?AID=/20
051130/NEWS01/511300324/1001/NEWS

[Return to top]

Defense Industrial Base Sector

4. November 30, Washington Times — Defense contractor held in spy case. A defense
contractor charged with failing to register as a Chinese agent admitted passing data on U.S.
Navy arms technology to China for 22 years, including information on next−generation
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destroyers, an aircraft carrier catapult and the Aegis weapons system, according to new court
papers in the case. Two federal judges in Los Angeles on Monday, November 28, reversed
earlier rulings and ordered the contractor and his brother held without bond. Court papers
released Monday also identified the Chinese military intelligence handler who received the
information from defense contractor Chi Mak and his brother Tai Mak, who also is in the
Chinese military. According to the papers, Chi Mak, who was recently fired from his defense
contractor job at Power Paragon, initially traveled to Hong Kong and gave the stolen
information to his brother. Tai Mak then passed it to Pu Pei−Liang, identified by the FBI and
the Naval Criminal Investigative Service as a research fellow at the Center for Asia Pacific
Studies at Zhongshan University in Guangzhou, China. Later, Tai Mak served as the courier for
the data.
Source: http://www.washingtontimes.com/national/20051129−102531−9297 r.htm

[Return to top]

Banking and Finance Sector

5. December 01, The Age (Australia) — Tourists caught up in Chinese credit card scam. A
global scam targeting visitors to China is believed to affect Visa and MasterCard holders who
traveled to the country over the past nine months. Visa International confirmed on Wednesday,
November 30, that it had informed banks and other financial institutions of a possible security
breach. "The matter is under investigation by law enforcement agencies in China," a Visa
spokesperson said. Visa said the security breaches occurred in the capital Beijing and the
southern port city of Shenzhen.
Source: http://www.theage.com.au/news/national/australians−caught−up
−in−chinese−credit−card−scam/2005/11/30/1133311106664.html

6. November 30, Internal Revenue Service — IRS warns of e−mail scam about tax refunds. The
Internal Revenue Service on Wednesday, November 30, issued a consumer alert about an
Internet scam in which consumers receive an e−mail informing them of a tax refund. The
e−mail, which claims to be from the IRS, directs the consumer to a link that requests personal
information, such as Social Security number and credit card information. This scheme is an
attempt to trick the e−mail recipients into disclosing their personal and financial data. The
information fraudulently obtained is then used to steal the taxpayer’s identity and financial
assets. The fake e−mail, which claims to come from “tax refunds@irs.gov,” tells the recipient
that he or she is eligible to receive a tax refund for a given amount. It then says that, to access a
form for the tax refund, the recipient must use a link contained in the e−mail. The link then asks
for the personal and financial information. The IRS does not ask for personal identifying or
financial information via unsolicited e−mail. Additionally, taxpayers do not have to complete a
special form to obtain a refund.
Source: http://www.irs.gov/newsroom/article/0,,id=151065,00.html

[Return to top]

Transportation and Border Security Sector
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7. November 30, New York Times — National Transportation Safety Board proposes
measures after South Carolina train wreck. To prevent train wrecks like one in January that
killed nine people and forced thousands from their homes for days in Graniteville, SC, railroads
should equip tens of thousands of switches in the United States with devices that will
"compellingly capture the attention of employees," the National Transportation Safety Board
said Tuesday, November 29. In the Graniteville wreck, a crew put a train on a siding at the end
of the work day and left a switch aligned so that the next train through also went into the siding.
The tracks in the Graniteville area, near Aiken, SC, were "dark," meaning that they had no
electronic signals that would have allowed a dispatcher to realize that the first crew had
forgotten to reset the switch. While the Graniteville accident had particularly severe
consequences −− killing six people working the night shift in a factory by the tracks, a truck
driver asleep in his cab and a man asleep in his bed −− crashes caused by misaligned switches
are common. The board also recommended that railroads put tankers with materials that turn to
poison gas, including chlorine and anhydrous ammonia, toward the rear of the train, where they
would pose less danger, and reduce speeds through populated areas, to minimize impact forces.
Source: http://www.nytimes.com/2005/11/30/national/30chlorine.html

8. November 30, Government Technology — Idaho launches 511 travel information service.
Last week the Idaho Transportation Department launched a new statewide travel information
service that gives updates on winter road and weather conditions, emergency closures and
access to tourist information. By dialing 511 or visiting http://511.idaho.gov/ on the Web,
travelers will be updated as conditions change on Idaho's highways and provided more timely
and accurate information. The new system also includes more than 70 Web cameras located
across the state. Idaho is the 24th state to provide the 511 service, which is part of a national
effort that began in 2000, when the Federal Communications Commission assigned 511 for
nationwide access to travel information. When traveling in a state with 511 service, dialing the
number will connect travelers to that state’s system.
Source: http://www.govtech.net/news/news.php?id=97410

9. November 30, Government Accountability Office — GAO−06−21: Commercial Aviation:
Initial Small Community Air Service Development Projects Have Achieved Mixed Results
(Report). Over the last decade significant changes have occurred in the airline industry. Many
legacy carriers are facing challenging financial conditions and low cost carriers are attracting
passengers away from some small community airports. These changes, and others, have
challenged small communities to attract adequate commercial air service. To help small
communities improve air service, Congress established the Small Community Air Service
Development Program in 2000. This study reports on (1) how the Department of Transportation
(DOT) has implemented the program; and (2) what goals and strategies have been used and
what results have been obtained by the grants provided under the program. The Government
Accountability Office (GAO) recommends that DOT evaluate the Small Community Air
Service Development Program in advance of the program’s reauthorization in 2008. Also, to
improve the effectiveness of the Air Service Development Zones, GAO is recommending that
DOT clarify what support and services it will provide to the designated communities. DOT, in
commenting on a draft of this report, said it generally agreed with the report and would
consider the recommendations as they go forward with the program.
Highlights: http://www.gao.gov/highlights/d0621high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−06−21
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10.November 30, Government Accountability Office — GAO−06−101SP: Commercial Aviation:
Survey of Small Community Air Service Grantees and Applicants (Special Project). This
document presents the results of two Government Accountability Office (GAO) Web−based
surveys of airports. One survey was to airports that received grants under the Department of
Transportation’s (DOT) Small Community Air Service Development Program. The purpose of
this was to examine (1) how passenger traffic and air service have changed at the nation’s small
community airports, (2) how DOT has implemented the Small Community Air Service
Development Program, and (3) what strategies have been used and what results have been
obtained by the grants provided under the Small Community Air Service Development
Program. GAO sent this survey to the airport directors involved in the 116 grants DOT awarded
from 2002 through 2004. GAO also surveyed the airport directors involved in the six grants
DOT awarded in 2004 with funds reallocated from 2002 and 2003. A more detailed discussion
of the scope and methodology is contained in GAO report entitled "Commercial Aviation:
Initial Small Community Air Service Development Projects Have Achieved Mixed Results"
found at http://www.gao.gov/cgi−bin/getrpt?rptno=GAO−06−21
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−06−101SP

11.November 29, eWeek — High tech at the U.S. border. A Canadian citizen was recently turned
away after U.S. border guards "Googled" him and read through his blog to discover where he
lives. Hossein Derakhshan, born in Tehran, Iran, had been staying at a friend's apartment in
lower Manhattan for about a month when he decided to visit Toronto for a night. Upon
attempting to re−enter New York, the bus he was on was stopped at the Buffalo, NY, border
crossing. Derakhshan said that once the border guards realized he was going to the U.S. to
speak at a blog−related conference −− ConvergeSouth −− two guards began a search on the
Internet search engine Google for his name. The guards discovered through his blog that
Derakhshan claimed he was based out of New York, even though he was actually based out of
Toronto; Derakhshan says he thought New York sounded "sexier" than saying he was based out
of Toronto. But between his offhand blog comment and the fact that he was carrying a
magazine sent to him at a New York address, the guards found grounds to refuse his entry into
the U.S., for at least the next six months.
Source: http://www.eweek.com/article2/0,1895,1894227,00.asp

[Return to top]

Postal and Shipping Sector

Nothing to report.
[Return to top]

Agriculture Sector

12.November 30, Associated Press — Hog confinement fire in Iowa undetermined. Iowa state
fire investigators say the cause of fire that destroyed a hog confinement building in southwest
Iowa on Sunday, November 27, is undetermined. The Iowa Department of Natural Resources
believes more than one thousand sows and baby pigs were killed in the blaze at Natural Pork
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Production near Brayton in Audubon County, IA. The investigation continues, but the state fire
marshal's office says right now, they don't know what sparked it.
Source: http://www.whotv.com/Global/story.asp?S=4176610&nav=2HAB

13.November 30, Iowa Ag Connection — Iowa Department of Natural Resources to check deer
for chronic wasting disease. The Iowa Department of Natural Resources (DNR) plans to
collect 4,500 samples from wild Iowa deer to look for the presence of chronic wasting disease.
This is the fourth year for the program, and so far more than 13,000 deer samples have been
tested with no positive samples. The DNR plans to collect 3,500 of the deer in northeast Iowa
that borders Wisconsin and Illinois, and the remainder from the rest of the state. There will be a
few check stations in the high priority area, but most samples will be collected from meat
lockers.
Source: http://www.iowaagconnection.com/story−state.cfm?Id=1023&yr=2 005

14.November 30, Science Daily — New peptide antibiotic isolated from American oyster. North
Carolina Sea Grant researchers have isolated a new peptide antibiotic from the American oyster that
may have implications for managing many diseases in oysters. The new antimicrobial peptide
"American oyster defensin" (AOD) may protect against bacteria in Crassostrea virginica, a species that
is native to North Carolina and important economically to Atlantic and Gulf Coast fisheries. Says Ed
Noga, professor at the North Carolina State University College of Veterinary Medicine, "This peptide
may be helpful in selecting disease−resistant oysters for aquaculture and fisheries and may also allow
for the development of a test to monitor oyster health...In recent years, a number of pathogens,
especially bacteria and parasites, have devastated American oyster populations." Pathogens such as
dermo (Perkinsus marinus) have caused major decreases in oyster productivity. Bacterial pathogens
such as Vibrio vulnificus that can cause a food−borne illness are a human health concern, according to
Noga. This is the first time that researchers have isolated an antimicrobial peptide from any oyster
species, he says. According to Noga, "The results may be used to better understand the innate immune
system of American oysters and to enhance research to protect it from important microbial infections."
Study: http://www.sciencedirect.com/science?_ob=ArticleURL&_aset=V−
WA−A−W−AUUU−MsSAYZA−UUA−U−AABCECZVDA−AABBCBDWDA−CUEZACZAC−WB
UV−U&_rdoc=9&_fmt=full&_udi=B6WBK−4HHX29X−J&_coverDate=12%2F
30%2F2005&_cdi=6713&_orig=search&_st=13&_sort=d&view=c&_acct
=C000061828&_version=1&_urlVersion=0&_userid=3938616&md5=2bc
c0204c959c47541b443e66d8b3440
Source: http://www.sciencedaily.com/releases/2005/11/051130085854.ht m

[Return to top]

Food Sector

15.November 30, Associated Press — United States relaxes ban on British Columbian poultry.
The U.S. has relaxed a ban on poultry imports from British Columbia initially sparked by the
discovery of bird flu in a duck raised in the Canadian province. The strain of bird flu is now
known to be low pathogenic and poses no threat to human health, unlike the more virulent form
in Asia that has killed dozens of people, according to the Agriculture Department. U.S. officials
said they banned on Monday, November 21, all poultry imports from British Columbia until
their Canadian counterparts could identify the virus. In the days after the Friday, November 18
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discovery of the virus, Canadian officials killed nearly 58,000 ducks and geese on two farms
near Vancouver, said Brian Evans, Canada's chief veterinary officer. The Agriculture
Department said it would maintain the import ban on birds from within a three−mile radius of
the two British Columbia farms. Evans said the Canadian Food Inspection Agency is
maintaining a voluntary ban on exports from the quarantine area and is carrying out ongoing
testing of birds on the 78 farms within the area. The U.S. continues to ban bird imports from
nations where the high−pathogenic virus from Asia has been detected.
Source: http://www.helenair.com/articles/2005/11/30/national/c031130 05_01.txt

16.November 30, Agricultural Research Service — New method monitors insects ravaging
stored products. Agricultural Research Service (ARS) scientists have developed a method to
keep insects such as moths, beetles and their larvae from damaging and contaminating stored
products. ARS scientists at the Center for Medical, Agricultural and Veterinary Entomology
(CMAVE) in Gainesville, FL, developed a new monitoring method using a combination of
trapping and spatial analysis to locate infestations. After entering data into a computer about the
number of insects caught in traps from specific points, scientists use spatial analysis to
construct contour maps identifying the insect population centers that need treatment. These
graphic maps are used to document the number of pests and their movements, and to
communicate the effectiveness of control measures to maintenance, sanitation, and pest control
personnel. Most pest control operators typically focus on when and where they expect pests to
be found. This method gives them an additional tool to help zero in on infestations, often in
unexpected places, according to Richard Arbogast, an entomologist at CMAVE's Chemistry
Research Unit. Contour maps eliminate the need for routine preventive treatment. This reduces
the area that needs to be exposed to pesticides and facilitates non−chemical approaches. The
method has been tested in various commercial settings and found to be effective.
Source: http://www.ars.usda.gov/is/pr/2005/051130.htm

17.November 29, The San Diego Union−Tribune (CA) — Markets to pay $200,000 in illegal
Mexican cheese case. Seven California markets accused of selling illegal Mexican cheese
agreed to stop selling the unapproved product and to pay almost $200,000 in penalties and costs
in a settlement announced Tuesday, November 29, by San Diego District Attorney Bonnie
Dumanis. The owners of Rodeo Meat Markets also were required to ensure their stores had no
other health violations or unsanitary conditions and to improve their employees' health
practices. The business runs markets in Oceanside, Vista, San Marcos, National City, El Cajon,
and Chollas View, CA. The San Diego County of Environmental Health found that the Rodeo
markets were selling queso fresco cheese heavily contaminated with salmonella bacteria which
had been brought over the border from Mexico and was made from unpasteurized or raw milk.
The common cheese is also called "bathtub cheese" because it is frequently made at home in
bathtubs using unpasteurized or raw milk. Health officials issued warnings about buying
homemade queso fresco in February after eight people who had eaten it acquired food
poisoning. All the victims had bought the cheese from unlicensed vendors. Symptoms are
flu−like and include fever, stomach pains and diarrhea. The illness can be especially harmful to
the young, the elderly, and pregnant women.
Source: http://www.signonsandiego.com/news/metro/20051129−1300−bn29c heese.html

[Return to top]
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Water Sector

18.November 30, Associated Press — Another Chinese town shuts down water supply. Another
town on a poisoned Chinese river shut down its water system Wednesday, November 30, as a
toxic slick caused by a chemical plant explosion arrived, and the country's health minister
warned that the spill was still a major problem. Running water to about 26,000 people in
Dalianhe, on the Songhua River in China's northeast, was cut off said an employee of the
government office of Yilan County, where Dalianhe is located. “It will last three days,” said the
employee. The slick arrived a day after Harbin, a major city upstream, declared its tap water
safe to drink again. Its 3.8−million people had endured five days without running water as the
slick of benzene and other toxic chemicals passed. The toxins were spewed into the river by a
November 13 blast at a chemical plant in Jilin, a city further upriver from Harbin. The slick is
expected to reach the Russian city of Khabarovsk within two weeks. The Songhua flows into
the Heilong River, which becomes the Amur in Russia. Oleg Mitvol, deputy chief of Russia's
Federal Natural Resources Service, said Wednesday, November 30, that the slick could reach
the city of 600,000 in as soon as four days.
Source: http://www.theglobeandmail.com/servlet/story/RTGAM.20051130.
wchina30/BNStory/International/

19.November 30, Mobile Register (AL) — Sewer, water lines mixed. A line belonging to a private
sewer company was inadvertently hooked up to a water supply pipe −− likely sometime this
summer −− and has been contaminating drinking water in the Dogwood Dells subdivision in
Baldwin, AL, since. Employees of Fairhope Public Utilities, which operates the water line,
discovered the mistake Tuesday, November 29, after residents had complained of foul−smelling
tap water, said Dan McCrory, Fairhope's water and sewer superintendent. Those affected by the
incident will know, officials said, because their water won't work for the next few days. About
100 homes on the east bank of Fish River will be without running water for "between 48 and 72
hours minimum" as the lines are flushed, cleaned and tested for harmful bacteria, McCrory
said. Clarence Burke, owner of the sewer company, said he wasn't sure exactly when the
mistake occurred but would search his firm's records to find out.
Source: http://www.al.com/news/mobileregister/index.ssf?/base/news/1
13334571926980.xml&coll=3

[Return to top]

Public Health Sector

20.November 30, Washington Post — U.S. builds stockpile of vaccine for flu pandemic. The
U.S. government expects to stockpile nearly eight million doses of an experimental vaccine
against pandemic influenza by February, federal health experts said Tuesday, November 29.
Two manufacturers are already making doses of the experimental vaccine under contract, and
most of them will be delivered to government stockpiles by late December, according to
presentations made to an advisory panel of the Health and Human Services Department. The
immediate plan is a start toward building a stockpile that eventually could reach tens of millions
of doses. In the worst case, scientists said, the vaccine being manufactured now would
immunize only four million people, each of whom would need two shots a month apart. That
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means the vaccine would probably be restricted to critically needed personnel who would keep
the government and public−safety services running during a pandemic. About a quarter of the
vaccine is destined for a stockpile controlled by the Pentagon. Techniques to dilute the vaccine
while preserving a strong immune response are under study. In the most optimistic scenario, the
stockpile due by February might be diluted to cover 120 million people out of a U.S. population
of 298 million. How well the vaccine, diluted or not, would prevent influenza in a pandemic
remains uncertain.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2005/11
/29/AR2005112901849_pf.html

21.November 30, Reuters — Indonesia confirms bird flu fatality. A dead Indonesian woman has
tested positive for bird flu but there was no evidence two brothers were victims of the avian
influenza virus, the health ministry said on Wednesday, November 30. The World Health
Organization (WHO) expressed concern over the case of the two brothers who died this month
just days before their 16−year−old sibling was admitted to hospital infected with the H5N1 bird
flu virus. The WHO said it could not rule out human−to−human transmission but was
hampered by a lack of evidence. Endang Mamahit, a senior researcher at the health ministry,
said the 25−year−old woman who died on Tuesday, November 29, had been treated at Jakarta's
main hospital for bird flu patients. A WHO spokesperson, Maria Chang, said the two brothers
from Bandung, in West Java, had never been tested for the H5N1 bird flu virus, raising
questions over the cause of death. Both had been diagnosed with typhoid. Their 16−year−old
brother is in stable condition in Bandung.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2005/11
/30/AR2005113000309.html

22.November 30, Healthcare IT News — Health IT advisory group turns focus on
biosurveillance. A federal advisory body will explore ways to implement a nationwide public
health event−monitoring network that would help healthcare providers and public health
officials rapidly respond to outbreaks, bioterrorism threats or disease outbreaks. The American
Health Information Community (AHIC), a new 17−member group charged with advising the
federal government on standards to speed healthcare’s uptake of electronic health records, will
focus on the areas of biosurveillance and public health monitoring as one of its first projects.
Currently, most public healthcare reporting is done on paper and there is little coordination
between local, state, and the federal government for reporting key public health data in real
time, experts told AHIC during its meeting Tuesday, November 29. “The system we have is
simply not adequate,” Health and Human Services Secretary Michael Leavitt said of the
nation’s current public health data reporting capabilities. Specifically, AHIC during the next
year will help tackle a project to electronically transmit emergency department visit, utilization,
and lab result data in a standardized format. Other challenges include various
laboratory−reporting standards and a lack of incentives for healthcare providers to report public
health data.
Source: http://www.healthcareitnews.com/NewsArticleView.aspx?Content ID=4035

23.November 30, Agence France Presse — China arrests nine over fake bird flu vaccine. Nine
people have been arrested for selling fake bird flu vaccines that are suspected to have
contributed to an outbreak of the disease in northeastern China's Liaoning province. Police have
arrested officials of the Jinyu Group, a company based in Inner Mongolia that produces
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medicines, and of the Inner Mongolian Biological Medical Products Factory, the Liaoxi
Commercial Daily reported Wednesday, November 30. After a 20−day investigation covering
four provinces and regions, police found the two companies had manufactured and sold
200,000 vials of 12 different kinds of bird flu vaccine nationwide, the report said. With 30
outbreaks of the disease discovered so far this year, China is seeking to vaccinate its estimated
5.2 billion farm raised birds. Investigators found the fake vaccines were used on farms in
Liaoning's Jinzhou region, where an outbreak of bird flu occurred in mid−October, the report
said. Some 2.5 million farm raised birds were culled in the Jinzhou region following the
outbreak. The government warned this month that the use of fake vaccines in Liaoning could
have disastrous consequences for China.
Source: http://news.yahoo.com/s/afp/20051130/hl_afp/healthfluchinacr
ime_051130132905;_ylt=ArF4R7rWfxlvUDN7yqd9hU6JOrgF;_ylu=X3oD
MTBiMW04NW9mBHNlYwMlJVRPUCUl

24.November 29, Knight Ridder Newspapers — Health problems abound months after
Hurricane Katrina. Three months after Hurricane Katrina raked the Gulf Coast, a major health
crisis is emerging. Across Mississippi and Louisiana, people are afflicted with coughs,
infections, rashes, and broken limbs and they are jittery, tired, depressed, and prone to bizarre
outbursts, health professionals said. Burning storm debris, mold, and fumes from glue and
plywood in new trailers are irritating people's lungs. Residents trying to clean up are falling off
roofs and cutting themselves with chainsaws. A subtle health problem has developed, said
Howard Frumkin, director of the National Center for Environmental Health, a division of the
U.S. Centers for Disease Control and Prevention. Frumkin listed several irritants and
carcinogens emitted from burning Katrina's flotsam and from traffic emissions, including
acrolein and formaldehyde. Those two chemicals trigger coughs and bad congestion in the short
term and are linked to cancer after prolonged exposure. Recent measurements from Mississippi
air monitors show that spikes in the chemicals are much higher than what federal standards
allow. In October, acrolein levels measured 155 times higher than federal standards and
formaldehyde levels were seven times higher than allowed. Frumkin also mentioned such
emissions as polycyclic aromatic hydrocarbons, which cause cancer, and deadly carbon
monoxide. Mold is nearly everywhere, and cleanup−related injuries are often overlooked, he
said.
Source: http://www.sunherald.com/mld/sunherald/13285938.htm

25.November 28, Australian Broadcasting Corporation — Drug company to stop Q fever
vaccine production. The only company in the world producing the Q fever vaccine says it will
halt production because it would cost more than $10 million to upgrade facilities.
Bio−pharmeceutical company CSL Limited will stop producing the vaccine in March 2007. Q
Fever is a zoonotic disease caused by Coxiella burnetii, a species of bacteria that is distributed
globally. Q fever could be developed for use in biological warfare, and is considered a potential
terrorist threat by the U.S. Centers for Disease Control and Prevention.
Q Fever information: http://www.cdc.gov/ncidod/diseases/submenus/sub_q_fever.htm
Source: http://www.abc.net.au/rural/content/2005/s1518257.htm
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Nothing to report.
[Return to top]

Emergency Services Sector

26.December 01, Stars and Stripes — U.S.−Japan talks set rules for response duties, agree to
joint disaster drills. U.S. and Japanese officials agreed Tuesday, November 29, to hold joint
disaster drills on Okinawa, Japan, at least once a year to better coordinate their response to
accidents involving military aircraft outside the bases. The drills are part of a plan to “minimize
the damage to the local area and to regain the quietness of the community,” said Koki Kirihara,
director for Crisis Management in Okinawa, following the closed−door meeting. Tuesday
marked the first gathering of the Okinawa Crisis Management committee, comprised of 39
representatives from all U.S. services as well as Japan and Okinawa agencies. Kirihara said
participants agreed to share information about any hazardous materials that might be involved
in an accident and hinder rescue and firefighting operations. He said both sides also
acknowledged that they must assure all personnel responding to such accidents are
well−acquainted with the guidelines.
Source: http://www.estripes.com/article.asp?section=104&article=3335 6

27.November 30, Reno Gazette−Journal (NV) — Nearly 400 responders receive training during
mock terror attack. A large−scale terror drill, known as Noble Responder, was conducted
Tuesday, November 29, at the Sparks Outlet Mall in Sparks, NV. The scenario commenced
when one shopper left the mall in a panic and drove into a diesel fuel truck, after two terrorists
in the mall set off a mock nerve gas bomb. It was the start of a full day of training for about 400
firefighters, police officers, ambulance workers and local government administrators as well
Nevada National Guard's special bioterrorism unit, which was flown in −− lab and all −− from
Las Vegas. "This is new ground for us," said Sparks Police Sgt. Franz John. "We never had an
opportunity to work in this environment before. We had not practiced putting the [Hazmat]
suits on before. It does take time." Aaron Kenneston, Washoe County, NV, emergency
manager, will get an assessment from reviewers at the scene on all aspects of the operation by
mid−December. Then based on that review, he said plans will be drawn up for training
exercises next year.
Source: http://news.rgj.com/apps/pbcs.dll/article?AID=/20051130/NEWS
10/511300355/1016/NEWS

28.November 29, Korea Times — Korea unveils expanded emergency response manual. The
Korean government Tuesday, November 29, unveiled an instruction manual for different
ministries and other government offices to follow in case of emergency situations such as
natural calamities, terrorist attacks or nuclear−related incidents. Comprising a total of 272
different kinds of crisis situations, the practical manual completes the vast government project
to set up a comprehensive national response plan. The manual is divided into four categories:
security, disaster, core national basis and others, which even include such contingency
situations as may be caused by North Korea's nuclear problems or rightwing Japanese activists'
scheme to land on the Dokdo islets. Commenting on the effectiveness of Korea's emergency
response manual, Ryu Hee−in, chief of the Crisis Management Center, said, "Consider the case
of Hurricane Katrina. You may remember that it was the rapid response team from our country,
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which was the first to arrive on the calamity site from abroad...This is an effect of our manual.
The new manual will help the government tackle crisis situations in an effective and
coordinated way both at home and abroad." National security advisor Kwon Jin−ho said the
accomplishment would bring Korea's crisis management system up to the level of an advanced
country's.
Source: http://times.hankooki.com/lpage/nation/200511/kt200511291844 2211990.htm

29.November 29, Associated Press — South Carolina State Guard sets up new unit to assist
during disaster or crisis. Taking a lesson from Hurricane Katrina, South Carolina's
all−volunteer State Guard has formed a new unit to help communities work with government
and law enforcement agencies in the event of a natural disaster or security crisis, its leaders said
Tuesday, November 29. "This new unit will help improve emergency response by forging good
working relationships before a disaster even occurs," said State Guard Commander, Maj. Gen.
Eli Wishart. Wishart, who introduced the three−member "special liaison unit" at the Guard's
headquarters, said they will begin work immediately and concentrate on telling officials in
communities large and small across the state what the 1,500 volunteers in their organization can
do. "We need to find out what the communities need in the event of a crisis and inform them"
of what the State Guard is capable of doing, Wishart said. The experiences of cities that had to
deal with catastrophes like Katrina have shown that there is "a great need to be proactive with
local, county and state governments," said Scott Malyerck, member of the new State Guard
unit. "We hope to create an awareness of what our team can do."
Source: http://www.myrtlebeachonline.com/mld/myrtlebeachonline/news/ local/13285633.htm

[Return to top]

Information Technology and Telecommunications Sector

30.November 30, Associated Press — Hurricane−ravaged New Orleans gets Wi−Fi.
Hurricane−stricken New Orleans is largely destroyed and abandoned, but city officials said on
Tuesday, November 29, it will soon have universal wireless Internet service. A free,
municipally run Wi−Fi system has begun operation in the French Quarter and central business
district and should cover the entire city within a year, Mayor Ray Nagin said. "We are among
the first cities to feature a citywide wireless network and that's especially important to the
recovery of our community," he said. Much of the equipment for the system has been donated
by private companies.
Source: http://news.yahoo.com/s/nm/20051130/wr_nm/hurricanes_wifi_dc
;_ylt=Ave0Wgcuh0iCd_qtk2hgWVIjtBAF;_ylu=X3oDMTA5aHJvMDdwBHNl
YwN5bmNhdA−−

31.November 30, New York Times — Security flaw allows wiretaps to be evaded, study finds.
The technology used for decades by law enforcement agents to wiretap telephones has a
security flaw that allows the person being wiretapped to stop the recorder remotely, according
to research by computer security experts who studied the system. It is also possible to falsify
the numbers dialed, they said. Someone being wiretapped can easily employ these
countermeasures with off−the−shelf equipment, said the lead researcher, Matt Blaze, an
associate professor of computer and information science at the University of Pennsylvania.
"This has implications not only for the accuracy of the intelligence that can be obtained from
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these taps, but also for the acceptability and weight of legal evidence derived from it," Blaze
and his colleagues wrote in a paper that was published Wednesday, November 30, in Security
& Privacy, a journal of the Institute of Electrical and Electronics Engineers. To defeat
wiretapping systems, the target need only send the same "idle signal" that the tapping
equipment sends to the recorder when the telephone is not in use. The target could continue to
have a conversation while sending the forged signal. Despite this, the FBI says the vulnerability
exists in only about 10 percent of state and federal wiretaps today.
"Signaling Vulnerabilities in Wiretapping Systems" by Blaze, et al:
http://www.crypto.com/papers/wiretapping/
Source: http://www.nytimes.com/2005/11/30/national/30tap.html

32.November 29, FrSIRT — Cisco IOS HTTP server HTML injection and cross site scripting
issue. A vulnerability has been identified in Cisco IOS, which could be exploited by attackers
to inject malicious HTML code. This issue is due to an input validation error in the "dump"
option (/level/15/exec/−/buffers/assigned/dump) of the HTTP Server that does not properly
validate certain data before being displayed in the Web interface, which may be exploited by
remote attackers to cause arbitrary HTML code to be executed by the user's browser in the
security context of an affected server (e.g. change the "ENABLE" password by injecting
HTML code via the "/level/15/configure/−/enable/secret/" link).
Source: http://www.frsirt.com/english/advisories/2005/2657

33.November 29, FrSIRT — Cisco Security Agent local privilege escalation vulnerability. A
vulnerability has been identified in Cisco Security Agent (CSA), which could be exploited by
local attackers to obtain elevated privileges. This is due to a design error where software
executed locally can bypass systems protections and run with elevated privileges, which could
be exploited by malicious users to execute arbitrary commands with SYSTEM privileges and
gain full control of the system, including the disabling of the CSA agent.
Source: http://www.frsirt.com/english/advisories/2005/2655

34.November 29, Secunia — Cisco IOS HTTP server script insertion vulnerability. A
vulnerability in Cisco IOS, which can be exploited by malicious people to conduct script
insertion attacks. The vulnerability is caused due to the memory dump feature of the HTTP
server not properly sanitizing the data in received packets before displaying them to the user in
a HTML formatted page when the user views the "/level/15/exec/−/buffers/assigned/dump"
link. This can be exploited to execute arbitrary script code in a user's browser session when the
user views a memory dump containing malicious Javascript/HTML code from a received
packet. Successful exploitation may allow the attacker to perform certain actions that are
accessible by the logon administrator. E.g. changing the "enable" password by injecting HTML
code that requests for the "/level/15/configure/−/enable/secret/" link. Solution: Disable active
scripting when viewing memory dumps.
Source: http://secunia.com/advisories/17780/

35.November 29, InfoWorld — Security expert: More sophisticated attacks likely. The cyber
attacks of recent years have been relatively unsophisticated and inexpensive compared to the
potential of organized attacks, a cybersecurity expert said Tuesday, November 29. Organized
attacks by teams of hackers that have members with expertise in business functions and
processes −− as well the rudimentary access and coding expertise that many current attackers
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have −− could have a huge impact on a nation's economy, said Scott Borg, director of the U.S.
Cyber Consequences Unit, an agency supported by the U.S. Department of Homeland Security.
"We will probably see terrorist groups, criminal organizations putting together combinations of
talent," Borg said at the E−Gov Institute's Security Conference in Washington, DC. While past
cyber attacks have done relatively small amounts of damage, coordinated attacks on important
targets such as the U.S. electrical grid, the banking and finance industry, or the
telecommunications and Internet industries could potentially cause many billions of dollars in
damage, he said. Most viruses and worms knock out company networks for two or three days at
most, but costs would multiply quickly for any coordinated attack on a critical U.S. industry
that knocked out service for more than three days, said Borg, an economist.
Source: http://www.infoworld.com/article/05/11/29/HNmoreattacks_1.ht ml

36.November 29, eWeek — Trend Micro: Really Simple Syndication is worm bot's next target.
Security researchers at Trend Micro Inc. have pinpointed Really Simple Syndication (RSS)
technology as a lucrative target for future bot worm attacks. David Sancho, senior anti−virus
research engineer at Trend Micro, warned that RSS feed hijacking will become commonplace
when Microsoft Corp. ships Internet Explorer 7 (IE7), a browser refresh that will feature
built−in RSS support. In a white paper titled "The Future of Bot Worms," Sancho said the IE7
release "will open some interesting possibilities to worm creators." "The easy way of taking
advantage of the popularity [of RSS] is to hijack the existing configured feed clients to
automatically download new copies of worms and other threats to the infected computers. This
is accomplished by pointing the already−configured client to different and malicious Web
content," Sancho wrote. "The way this would work is checking if the system has any automatic
feed download configured. If it does, it would just add or change an existing one to point to the
malicious Website," he added. Sancho predicts that RSS feed hijacking attacks will serve as a
passive download point that could easily bypass personal firewalls and other security barriers.
David Sancho's white paper: http://www.trendmicro.com.au/global/products/collaterals/whi
te_papers/BotsWP.pdf
Source: http://www.eweek.com/article2/0,1895,1894232,00.asp

37.November 29, InfoWorld — Sony, Panasonic, others set radio frequency identification
consortium. Several major Japanese electronics makers have formed a consortium to study and
coordinate the introduction of radio frequency identification (RFID) tags for distribution
channel inventory management purposes, they said Tuesday, November 29. The Home
Appliance Electronic Tag Consortium was founded in late October by Sony Corp., Toshiba
Corp., Hitachi Ltd. and Matsushita Electric Industrial Co. Ltd. (Panasonic) the four companies
said this week. Group members include Sanyo Electric Co. Ltd., Sharp Corp., Victor Co. of
Japan Ltd. and Mitsubishi Electric Corp; the group's coordinator is the Mizuho Information &
Research Institute Inc. It will work for a year on guidelines covering the use of RFID tags for
distribution channel purposes such as interoperability, common data formats and compatibility
with standards being drawn up overseas.
Source: http://www.infoworld.com/article/05/11/29/HNrfidconsortium_1 .html
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DHS/US−CERT Watch Synopsis

Over the preceding 24 hours, there has been no cyber activity which constitutes
an unusual and significant threat to Homeland Security, National Security, the
Internet, or the Nation's critical infrastructures.

US−CERT Operations Center Synopsis: US−CERT is aware of a publicly reported
vulnerability in the way Cisco PIX firewalls process legitimate TCP connection
attempts. A remote attacker may be able to send spoofed, malformed TCP packets
with incorrect checksum values through affected PIX firewalls. Legitimate network
traffic to the destination, PIX protected hosts may be blocked until the invalid PIX
connection attempt entry times out around two minutes by default. Until a patch or
more information becomes available,

US−CERT recommends that system administrators who may be affected consider
reconfiguring certain connection timers on Cisco PIX systems.Public exploit code for
this reported vulnerability may be useful for automating a sustained attack.

For more information please review the following US−CERT Vulnerability Note
(VU#853540):
Cisco PIX TCP checksum verification failure report
http://www.kb.cert.org/vuls/id/853540

Current Port Attacks

Top 10
Target
Ports

1026 (win−rpc), 6881 (bittorrent), 445 (microsoft−ds), 27015 (halflife),
80 (www), 135 (epmap), 139 (netbios−ssn), 25 (smtp), 6588
(AnalogX), 52525 (−−−)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.
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Commercial Facilities/Real Estate, Monument &Icons Sector

Nothing to report.
[Return to top]

General Sector

Nothing to report.
[Return to top]
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DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is
a daily [Monday through Friday] summary of open−source published information concerning
significant critical infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived
for ten days on the Department of Homeland Security Website: http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS Daily
Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS Daily
Report Team at (703) 983−3644 for more information.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure Coordinating
Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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