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Good afternoon Mr. Chairman and members of the Committee.                  

I would like to begin by thanking you for inviting me to participate in this important hearing.  

From those terrible moments on September 11th, the security of the United States and its interests has become our nation’s highest priority. Some twenty-two months later, our country’s most urgent objective remains the prevention of another devastating terror attack. In meeting this immense responsibility, we must immediately recognize that the extraordinary security challenges we face in large part can best be met by implementing an effective and workable intergovernmental approach. We must realign the walls separating federal intelligence agencies and state and local law enforcement. We must redefine the appropriate roles for authorities at all levels of government and in so doing, give state and local law enforcement the tools they need - timely and relevant counter-terrorism information - to partner in the national effort to protect our country and citizens; we must find ways to empower state and local police and others to identify indications and warnings of potential terrorist activity.

My remarks today will concentrate on the significantly enhanced function state and local law enforcement must assume in matters related to homeland security. In addition, I will outline the need to expeditiously build a bridge over the information-sharing gap that exists between the federal and state and local governments. I will share several positive and innovative steps New York State has already taken to close that gap. But because the states cannot do this alone, I will ask your support to enable a unified and workable plan for the prevention of terrorism in our country, states, cities and neighborhoods.

Although many challenges lie ahead, much has been accomplished since September 11th. Within weeks of the attacks, Governor Pataki created one of the nation’s first state homeland security offices, the New York State Office of Public Security. He asked me to become the Office’s first Director and tasked us with developing a comprehensive statewide strategy to prevent, deter and respond to terrorist threats and events. He asked us to do everything we could do as a state to, in his words, “Never let this happen again.”

Our first order of business was to more fully engage the state’s 75,000 sworn law enforcement officers, our eyes and ears in our neighborhoods and communities, in the war on terrorism. To do this, we divided our state into 16 Counter-Terrorism Zones. Within each zone, law enforcement agencies now operate in a coordinated manner to best share resources, information, training and best practices relevant to counter-terrorism. In addition, we developed and deployed the New York State Counter-Terrorism Network throughout these zones.  This Network has effectively linked all of our state’s police and sheriffs in a secure, stand-alone counter terrorism information-only communications system.

In a little over a year and a half, more than 350 dedicated Counter-Terrorism Network computer terminals have been installed in virtually every corner of the state.  The Counter-Terrorism Network has become a national model for counter-terrorism information sharing among state and local law enforcement authorities.  To date, almost 200 terrorism-related advisories and alerts have been disseminated to local law enforcement and related health, education, fire and first responder and private sector communities.

In August, New York State will open its Counter-Terrorism Center.   The creation of this Center is part of an integrated program that will provide for the routine and coordinated exchange of information and intelligence between federal, state and local law enforcement.  The Center will serve as a central state clearinghouse for information sharing and in particular counter-terrorism information.

As we recognized in our state, the inclusion of the country’s 700,000 sworn state and local police officers and sheriffs in a systematic information-sharing loop is critical for us to succeed in the national war on terrorism.  By “in the loop,” it is not necessary that all police officers receive access to everything, including classified documents, within secure federal databases.  Rather, the federal government must provide the police officer on patrol with the ability, under controlled and auditable circumstances, to request a comprehensive search of federal databases, including outstanding warrants and intelligence indices (including terrorist watch lists) in order to receive a “green light - yellow light - red light” indication regarding a subject of interest’s possible link to terrorist activity.  By means of connectivity with a central clearinghouse like the New York State Counter-Terrorism Center, the cop on the street could receive focused and vetted guidance as to the immediate action he or she should take with respect to the individual in question.  This can be done without providing the details of sensitive compartmented information or the methods and sources of collection.  Better decisions can and will be made on the street in real time. 

We advocate the creation of a “green light - yellow light - red light” system that would make lawful use of the information currently maintained by relevant federal agencies coupled with state information and thus provide local law enforcement with the timely answer to a very basic question - “Does this individual have a known or suspected relationship to terrorism and if so, what are my next steps?” With guidance and information already maintained by the government and provided through contact with such a center, a state or local police officer could then be guided to take appropriate action.

The September 11th hijackers lived among us before they perpetrated their lethal attacks.  Several of those hijackers, including Mohammed Atta, Hani Hanjour, and Ziad Jarrah had interaction with state and local law enforcement officers during traffic stops.  If the officers involved in those incidents were fully aware of the patterns and indications of the terrorist threat to the United States and had appropriate and timely access to the federal government's various databases and watch lists, the September 11th attacks just might have been uncovered.  We will never know this for sure, but one lesson learned is that local and state law enforcement officers in the field must have access to a "one stop shopping" resource where in real time they can query an individual's name or identity(s) against all terrorism-related databases.  We are well aware that this system must be appropriately tailored to be used only in connection with counter terrorism efforts, comply with existing law and be subject to audit and review.

At the Federal level it is essential that various agencies that constitute the intelligence community create one central repository for terrorist-related information or a method to rapidly check these repositories.  The post September 11th investigation has exposed examples where critical information was “stovepiped” in the hands of one agency failing to get to appropriate people in another agency. The most telling example of such a case is information collected on September 11th hijackers Khalid al-Midhar and Nawaf Alhazmi Midhar. Sectors of the federal intelligence community had determined the two men were al Qaeda operatives.  One carried a U.S. multiple-entry visa and there were indications the two might attempt travel to the United States.  However, other relevant federal agencies were not fully enlisted in the effort to track these individuals.  In hindsight, it is evident that agencies like the FAA and INS might have been able to thwart entry of the hijackers into this country if there had been broader knowledge and access to just a portion of this information.

I must stress that the FBI-Joint Terrorism Task Forces have been at the forefront and instrumental in handling terrorism-related investigations on a nationwide basis and have successfully apprehended individuals with a nexus to terrorism or organized terror groups on many, many occasions. I can speak from personal experience that these Task Forces are vital in the war against terrorism. However, we have found important information obtained from these national investigations does not reach the officers responsible for patrolling the cities, towns, highways, villages and neighborhoods of our country.  State and local police officers comprise far less than one percent of these Task Forces; their scope and breadth of mission and their ability to learn what they now do not know mandates the use of state and local police as eyes and ears in their support. To use a military metaphor, state and local police can be effective listening posts and forward observers for the Task Forces.  Our concern is not what the Task Forces cannot do; it is what we, as a state and local community, have not been empowered to do to assist these Task Forces. With means readily and routinely at our disposal they will know more and be better positioned to protect our country. 

The Department of Homeland Security is now the cabinet-level agency responsible for coordinating the protection of America’s citizens and infrastructure from the threat of terrorist attacks.  Charged also with coordinating state and local government efforts for that purpose, it is logical that the DHS take the initiative in accomplishing this mission.    Under whose auspices the system would fall should not be the crucial issue - the quick creation of such a system and the capacity to render it fully functional must be our ultimate goal.

The Intelligence Authorization Act for Fiscal Year 2004 (H.R. 2417), which recently passed the House by an overwhelming margin, moves toward the goal of greater information sharing between the federal, state and local governments.  Section 336 of the bill would amend the Homeland Security Act of 2002 to authorize the DHS Undersecretary for Information Analysis and Infrastructure Protection (IAIP) to conduct 3 year pilot projects in several cities to encourage state and local governments, and representatives of various industries with critical infrastructure in the project areas, to collect and pass on counter-terrorism information to the federal government.  As part of the proposed pilot projects, DHS would be allowed to share with state and local governments intelligence information in its possession through the use of tear-line reports.  The bill would also allow the Director of Central Intelligence to establish an orientation and training program for certain state and local officials.  The Director of the Terrorist Threat Integration Center would be mandated to establish two advisory councils, one of which would have as its primary focus privacy and civil liberties and the other would focus on the information needs of state and local governments.  While this bill and its companion, S.1025, will need further strengthening, it provides a suitable template for airing the concerns of the intelligence communities of both state and local governments and would greatly facilitate the exchange of information between the different levels of government.

Almost one year ago, the ten northeastern states from Delaware to Maine, including New York, formed the Northeast Regional Homeland Security Agreement as a consortium to combine the homeland security efforts of our states.  The Northeast Regional Agreement has focused on developing, among other things, regional information and intelligence-sharing strategies. We have worked diligently with the Department of Homeland Security on these concerns and strongly believe the Northeast Regional Agreement would make an excellent starting point for a pilot project envisioned by this bill.  At the state level, intelligence centers like the New York State Counter-Terrorism Center can be created, either within each state or as appropriate, on a “regionalized” basis.  A staff of cleared personnel assigned to the center, while maintaining a direct, secure line of communication with a federal coordination center, would interact both with state police and all local police departments.  Partnering with the federal government, effective counter-terrorism information sharing could be almost immediately accomplished on a regional basis.

In preparation for effective and meaningful sharing of sensitive information, New York State agencies have been working with the Department of Homeland Security to obtain varying levels of security clearances to appropriate personnel.  It is imperative that selected and cleared individuals on a state level receive tear line intelligence reports relevant to terrorist activity so they can prepare appropriate response action plans and overlay them with the “fabric of their community.” Working in tandem with select local officials awarded the same security clearance will help coordinate counterterrorism efforts from the federal level down to police officers on the street.  Currently, a top-secret clearance issued by the Department of Defense may not be recognized or deemed comparable by the Federal Bureau of Investigation, thus halting the flow of vital and often timely intelligence.  Therefore, New York State supports federal efforts to streamline and standardize security clearances among all Federal agencies.

Just as the federal government relies on state and local communities to be the primary first responders to a scene, we must continue to work toward the empowerment of state and local police to play a necessary role in assisting the Task Forces in the prevention of future acts of terrorism.  Simply stated, we must have the ability to share what we gather on the streets and thereby materially bolster JTTF counter-terror investigations.  As the Department of Homeland Security becomes increasingly operational, we must continue to connect the counter-terrorism pipes to enable interagency and both international and national information and intelligence sharing on a regular basis.

America’s state and local police officers are our country’s first line of defense against another terrorist attack.  They are our forward observers, and our “boots on the ground” in this extraordinary and historic effort.  They must be fully empowered and given the necessary tools to wage the great fight of our times.  We look forward to continuing to work with you to meet this challenge.
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