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Chairman Cox, members of the committee, thank you for the opportunity to testify before you today on behalf of the Orange County Sheriff’s Department, and our Sheriff, Mike Carona.  This is the second opportunity within a short timeframe that our agency has been invited to testify before the Select Committee, and I would like to acknowledge extra gratitude for the hard work and due diligence of Chairman Cox and all of the Committee members.

It was the request of Chairman Cox that my remarks today focus on the inter-jurisdictional intelligence sharing efforts and working relationship that has been put in place between Orange County and our neighbors to the north, Los Angeles County. 

 

First, I would like to provide you with some background on Orange County, which is the second most populous county in California with 3 million residents and over 38 million visitors annually.  Orange County is the 31st largest economy in the world.  The County includes 34 incorporated cities, 42 miles of coastline, 3 harbors, numerous internationally known tourist attractions, technical/manufacturing locations, shopping malls including the third largest shopping mall in the nation, John Wayne Airport, various venues hosting national and international entertainment and sporting events, and large convention centers.  Over 16,500 private and commercial yachts valued over $2 billion are moored within the three harbors of Orange County.

 

The Orange County Sheriff’s Department has taken a primary role in preparedness for acts of terrorism within our communities.  With over 9,000 emergency responders in Orange County from law, fire, and health disciplines, the response capabilities of these dedicated men and women are, in my opinion, unsurpassed.  Over 160 participants from local agencies respond to the County Emergency Operations Center when activated for the San Onofre Nuclear Generating Station annual graded exercise.  Several tabletop and full-scale exercises are conducted each year to prepare our emergency responders for natural disasters and acts of terrorism.  Utilizing Unified Command and Standardized Emergency Management principals, the County of Orange is on the leading edge in disaster preparedness and mitigation.  This concept is also used in the fight against terrorism.  Several terrorism specific exercises have been conducted and more are planned, to combat terrorism and its threat.

 
Prior to September 11th, 2001 the Orange County Sheriff’s Department saw the need to establish a county wide multidisciplinary unit to enhance communication and interoperability efforts within the 114 local government entities of Orange County.  The Terrorism Early Warning Group (TEWG) was formed to bring law enforcement, fire, health, special districts, public utilities, and private sector businesses together to share and disseminate information and intelligence.  This TEWG monitors trends and potentials to prevent and mitigate any possible terrorist threat to the Orange County Operational Area.  Open source data and information received by Terrorism Liaison Officers from local agencies is collected, verified, and disseminated to local, State, and Federal agencies.  The TEWG interlinks with their TEWG counterparts in Los Angeles County and other adjacent counties to provide a synthetic analysis of local intelligence in the quest to deter terrorists.  The TEWG has developed relationships with literally hundreds of these agencies including private businesses throughout the nation.  This communication link is vital during crisis management of an actual event and during ongoing public awareness and prevention efforts.  TEWG maintains liaison officers within the FBI though our Joint Terrorism Task Force and the State through the California Anti Terrorism Information Center where all information is shared.    

 

The TEWG manages a list of sites critical to the county infrastructure and maintains response plans based on the threat assessment and current terrorist trends.  With over 85% of Orange County’s infrastructure owned by private business, the Private Sector Terrorism Response Group plays an essential role in the fight against terrorism.  Business leaders and security personnel meet on a bimonthly basis to discuss current trends and potentials.  These companies, many in the Fortune 500, are potential targets or have assets available during consequence management in a terrorist attack.

 

This year the TEWG received 77 terrorism related incidents in Orange County.  Of these, 50 advisories have been disseminated to agencies both inside and outside of Orange County.  The TEWG has provided presentations to hotel and hospital security directors, created dispatch advisory cards, and liaisons with the Homeland Security Advisory Counsel.   

 

The Orange County Operational Area is utilizing standardized 800 mhz

radio communication equipment for interoperability between agencies.  Every agency in the Operational Area has access to this system.  Additionally, the Orange County Sheriff’s Department and Los Angeles County Sheriff’s Office are working to provide interoperability in communications for deputies working in bordering cities with these two counties.

 

The Orange County Operational Area has established training and equipment committees to research and recommend standardized Personal Protective Equipment for emergency responders.  These items were also compared with Los Angeles County Sheriff’s Office for compatibility as these two counties are in the same Mutual Aid response region.  

 

An Emergency Responder Preparations Plan was developed by emergency responders from all public safety agencies to address equipment, training, planning, and exercise needs for the Operational Area.  We have been able to utilize funds received through both fiscal year 2002 Office for Domestic Preparedness Grants and fiscal year 2003 Homeland Security Grants to assist us in meeting the goals set out in this plan.  

California is divided into Mutual Aid Response Regions.  Region One includes Orange and Los Angeles County.  Our two counties, particularly law, fire, and health agencies, have participated in several full scale training scenarios and tabletop exercises to establish a rapport and test equipment, training and communication compatibility.  The Sheriff’s agencies share a particular bond with Emergency Management.  The Mutual Aid Response Plans and methods of operation are similar where deputies responding across county lines are familiar with general training and tactics.

 

The Terrorism Early Warning Groups in Orange and Los Angeles Counties are nearly identical in concept and design.  These units converse on a daily basis sharing information and intelligence.  Members of these teams regularly attend training seminars, exercises, and conventions together.  As a result of the efforts of the effectiveness of the Terrorism Early Warning Group, agencies from California, Washington, Nevada, New York, Oklahoma, and Nebraska have formed TEWG’s.  The information sharing and dissemination at a local level continues to grow.  Monthly conference calls have been established with several southland agencies where information is shared regarding terrorism issues.  

 

Orange and Los Angeles County’s have developed a Homeland Security Advisory Council.  These key leaders within the business community from Orange and Los Angeles County meet on a bimonthly basis.  The goal is to provide direct interaction among senior executives from industry and the community with law enforcement and public safety services in support of Homeland Security, civil protection, and critical infrastructure protection.  This creates a bridge for the business community to have a direct contact with subject matter experts for counsel and advice in support of planning, training, and activation.

The Orange County Sheriff’s Department is the local agency charged with the protection of our county’s harbors and interacts diligently with local lifeguards, State Fish and Game, United States Coast Guard, and Seal Beach Naval Weapons Station staff towards this goal. The high visibility approach by the Harbor Patrol has hardened the protection against acts of terrorism within our harbors and along the coastline of Orange County. 

 

With the close proximity to the Long Beach and Los Angeles Harbors, the Orange County Sheriff’s Harbor Patrol trains closely with and works alongside Los Angeles County, State and Federal agencies assigned to protect their ports.    

 

The challenge before all of us in local law enforcement is a daunting one.  The heightened level of vigilance and preparedness has created a need to prioritize and reorganize, and to focus and redeploy tremendous amount of personnel and resources towards the important task of Homeland Security.

 

I can tell you that we have been, and continue to do everything within our means to make Orange County as safe as possible from the threat of terrorism.  Additionally, we are doing everything in our power to ensure that should something occur with our county, we are prepared to quickly respond and deal with that crisis.  We stand ready to assist our neighboring jurisdictions, including Los Angeles County, should the need arise.

Orange County has been awarded nearly $12 million in grant funding, although as of today we have only received $875,000 of these funds.  This grant funding has been for equipment, planning, training and exercises for the 9,000 first responders, 35 law, fire and health agencies representing this large county.  Los Angeles County has been awarded over $35 million with an additional $45 million to the City of Los Angeles.   Taken together, both counties comprise over 40% of California’s emergency responders, and over 36% of California’s population.

Some recommendations that I would make to the Select Committee, relative to grant funding, are as follows.  First, I would re-examine the process that is being used to fund these grants, and move federal dollars out to the states, and to the local government level charged with combating terrorism.  I cannot emphasize enough how the lengthy process is creating difficulties for those of us who are First Responders to purchase equipment, and to give optimal training and exercises to our personnel.  

Equally as important, the grant process should be altered to factor in threat assessment, and should be based more on local needs.  There should also be more flexibility on how local agencies spend grant dollars.  Each jurisdiction is unique, and the grant process should recognize that fact.

Another suggestion that I would make, relative to grant funding, is to allow for some grant monies to be used towards personnel costs.  In order to plan and provide training and conduct exercises, and to conduct local intelligence gathering and work with federal agencies on an operational basis, it requires additional personnel.  Currently, grant funding may not be used to fund additional personnel – and I believe that decision should be re-evaluated.

Grant funds should also be focused on the local jurisdiction that is charged with the primary responsibility for fighting terrorism.  For example, if a county, under grant-distribution guidelines, is required to disburse funds to dozens of smaller cities, it becomes a significant challenge for the county to retain enough funds for major expenditures that benefit the entire Operational Area.  

Finally, I would like to suggest that while we have come a long way, more work must be done to ensure the sharing of intelligence data between federal and local agencies.  While establishing join task forces is a great concept, information sharing only works if those representing local agencies are given access to information, which they can bring back to their agencies.

In closing, I would like to once again take a moment to thank the Congress, and specifically the members of the Homeland Security Committee for their diligent and tireless work as we all do everything in our power to ensure that the United States is as safe as possible from all enemies, foreign and domestic.

 

Thank you.
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