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EXHIBIT 2 TO TAB A TO APPENDIX 3 TO ANNEX C TO CFC OPLAN (KOREA) 9518X-XX 

INTELLIGENCE 

1.  Mission. When directed, CINCKorea conducts military deception operations to deter DPRK leadership from taking actions contrary to US objectives and to elicit actions and decisions by South Korean government that supports the deployment of CFC forces.
2.  Situation


a.  Enemy



(1)  Target Description.  DPRK central leadership and high-ranking military field Army commanders.



(2)  Target Biases and Predispositions.  See Tab A (Military Deception).



(3)  Adversary Intelligence Organizations.  The DPRK is experienced in military, political and economic espionage.  They have a sophisticated networks throughout the country, in South Korea and contacts in the United States.  Their capabilities are described below.




(a)  Surveillance





1.  HUMINT.  The extensive human intelligence network exists to provide information on South Korean military and police operations that may impact DPRK subversive intent.  Through infiltration of the South Korean infrastructures they will become aware of US deployments as they occur.  Although less effective out of the country, they can be assumed to have contacts in Japan on US military installations such as Kadena Air Force Base and Guam.  Overt US military activity must be covered by a deception story or the DPRK will guess US intentions.  When deployment is underway HUMINT will provide hostile forces with some knowledge of troop strength and composition; however, security of mission and final destination should be maintained.





2.  COMINT.  Forces should assume they will be subject to COMINT throughout the planning and deployment phases of this operation.  While the DPRK’s capabilities in the COMINT arena are unsophisticated it can be assumed that they have off-the-shelf or friendly (to them) intelligence service communications monitoring equipment.  It is imperative that normal communication traffic is maintained and that operational communications between authorized persons is passed either on secure communications or by face-to-face contact.





3.  ELINT.  ELINT will not be a problem until in-country deployment, at which time emissions from non-communications emitters could be intercepted by hostile  forces or agents of countries unfriendly to the US.  It can be assumed that third parties will attempt to collect US and South Korea electronic traffic and offer it to the DPRK for free or for a price.





4.  IMINT.  IMINT is not a problem until deployment into the JOA, when DPRK or friendly agents will use extensive photography to identify friendly forces and probe friendly intentions.





5.  Visual.  Visual surveillance can be expected during all phases of deployment, especially during troop movement phases.  This must be combated by deception during training, deployment, and while in-country.





6.  Area Patrols/Barriers.  Active devices may be used by DPRK military forces to determine US forces locations and size during deployment and post-deployment.  US forces can expect constant patrolling by enemy forces.




(b)  Reconnaissance





1.  Space.  DPRK military forces have no space assets, but have access to space information provided on the open market.  The information system can provide both real-time, high resolution, aerial photos and communications intercept capabilities.  It will require a high level of technical assistance, the provision for which is uncertain.





2.  Aircraft.  Concurrent with its military operations the DPRK has a medium size air force  of 335 fighter air crafts.  The 300 Mig 17/19/21 models that make up most of North Korea’s combat aircraft inventory are obsolescent.  Sixty Mig 23/29 fighters are more modern, but the amalgam seems no more likely to gain and maintain air superiority than the Iraqi Air Force did during Desert Storm.  North Korean ground attack air craft, which likewise feature antiquated Mig 17/19s, lack the payload capacities and range needed to support swift, deep-penetrating offensive.  Fuel shortages that curtail air crew training and maintenance problems that limit aircraft availability further restrict DPRK air combat capabilities.  It can use these platforms to deploy air-delivered intrusion detection (ADSID) sensors.  If initial friendly operations are less than successful, they may receive intervention from other nations, as they did in 1950.





3.  Ships.  As with aircraft, the DPRK possesses a few water craft for SOF insertion operations.  They can be used for intelligence collection and exploitation.  Nations unfriendly to the US may also help.




(c)  Tactical   DPRK and ROK both emphasize ground forces.  North Korea is quantitatively superior in most respects:  twice as many active uniformed personnel; a comparable number of divisions, but 58 more independent brigades; more than twice as many main battle tanks (3,700 vs. 1,800), plus 500 light tanks designed for river crossing; almost one-third more artillery, with a much larger share of self-propelled tubes (4,600 vs. 900); sixteen times as many multiple rocket launchers; five times as many surface-to-surface missiles, and air defense suites that dwarf South Korean analogues.

                                       (d)  Exploitation





1.  Translation and monitoring capabilities, including translation of captured documents is not a problem, since English is read and spoken by many in the DPRK’s upper echelons.





2.  Prisoner interrogation Capabilities are assumed to be very good considering a thorough understanding of the English language.  Interrogations can also be expected to use torture techniques.





3. Technical interpretation of captured or intercepted material may present some problems that could cause minimal delays in interpretation.





4.  Intelligence and Staff Estimating Capabilities.  DPRK  forces may experience some delay; however, lengthy delays in analysis are not expected.



(4)  Adversary Counterintelligence Organizations.  Espionage activities can be carried out in support of the DPRK by their agents through their US and South Korea based intelligence network.  The same conditions apply for the use of sabotage or terrorism against the US government and military forces.



(5)  Adversary Intelligence Sharing with Other Countries




(a)  DPRK  forces have access to an international  ideologically based intelligence collection network.  Their capabilities to obtain and assess information, with the assistance of their extensive intelligence network in the US and other countries, should not be underestimated.  The loss of numerous HUMINT informants over the years should be sufficient testament to that fact.  Their capability  during the pre-deployment and deployment phase (Phases I and II, respectfully), when the need for secrecy is greatest, should be minimized if we do not raise their suspicions.  The element of surprise must be maintained to the maximum extent possible.




(b)  In the United States, decision  makers and influencing factors will be concentrated in unfriendly nations’ diplomatic missions.

                                       (c)  Intelligence gathering operations could be coordinated with unfriendly nations’ intelligence services.  These services provide intelligence vice unprocessed information.



(6)  Other Sources and Related Matters




(a)  International news and communications media must be considered as an open source for l intelligence collection; one that can be manipulated by subversive forces for propaganda purposes inside the US and across Asia and the Pacific.  It must be assumed this will be an ongoing problem.  Adversary forces have often used information gathered and published by the media to confirm or to pique interest in certain aspects of society or aspects of military importance for intelligence or counterintelligence purposes.  It is expected that the DPRK will utilize these sources.  Technical publications and budgetary documents, although accessible, are of little importance during this operation.




(b)  Within the DPRK.  Not much is known about the intelligence operations internal to the higher levels of the DPRK.




(c)  DPRK use of symphatic leaning academic organizations in the US can be assumed.



(7)  Deception and Denial Activities.  U.S. military operations by nature are secretive and the DPRK  is adept at infiltration of information, people, equipment, supplies and material into and out of South Korea and other countries.  They are very good at denial of information about these activities and can be assumed to use counter-deception against friendly forces.



(8)  Target Reaction.  If the deception is successful and JTF Korea executes pre-emptive strikes, efficiently evacuates non-combatants and gains lodgments to protect key installations, the DPRK  headquarters can be expected to go underground, while the militarY try to exploit weaknesses in friendly capabilities.  The DPRK military will stand toe-to-toe with US combat forces, rather, they can be expected to execute SOF and terrorist tactics in an attempt to disrupt OPTEMPO.  



(9)  Third Party Reaction.  Other Asia nations  will applaud friendly efforts to stop out right aggression, but segments of South Korean and other rogue nations will brand US actions as imperialistic and demand withdrawal.  The South Eastern Asia Treaty Organization (SEATO) can be expected to endorse the effort.  No rogue nation will actively take the field against US-led operations to assist DPRK military forces.


b.  Friendly.  On-going military operations and deployments, in the region and around the globe will enhance deception operations by drawing attention away from the JOA as the center of US military operations.

3.  US Intelligence Requirements


a.  Essential Elements of Information



(1)  Will US forces deploy to South Korea?  If so, what will be their size, composition, purpose, and areas of operation?



(2)  Who will command?  Who are the major subordinate commanders?



(3)  How active a roll will US forces play in the South Korean government’s defense of their nation against attacks from military forces of the DPRK?


b.  Feedback.  With aggressive monitoring by US national, regional and tactical systems, as well as assistance by the South Korean government, CFC will have the ability to determine the success or failure of deception efforts.  The extent of success in Phases I and II will determine how long deception operations are continued in Phase III.


c.  Assignment of Intelligence Tasks.  (Omitted)
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