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TAB A TO APPENDIX 3 TO ANNEX C TO CFC OPLAN (KOREA) 9518X-XX 
MILITARY DECEPTION 

REFERENCES:  Basic plan.

1.  Situation


a.  General.  A favorable information environment in the CFC Joint Operational Area (JOA) provides ample opportunity to attack the DPRK and its military forces use of the electronic spectrum for command and control, and intelligence collection, as well as public media to influence the public perception of the DPRK and friendly operations.


b.  Enemy



(1) General Capabilities

(a) DPRK military forces do not possess a level of sophistication to match that of CFC or JTF South Korea, but is larger than the ROK Army does.  They have twice as many active uniformed personnel and main battle tanks, five times as many self-propelled artillery pieces, air defenses suites that dwarf South Korean analogues, plus many more submarines, torpedo boats, and antiship missile craft




(b) Specific enemy vulnerabilities include: difficulties communicating rapidly over long distances, interference with their messenger system by host nation internal defense forces, and their reliance on international media – GNN, GNN International, BBC World Service, New China News Agency – to provide information on their enemies and world-wide perceptions of their own forces.  Deception efforts will target these vulnerabilities.



(2) Deception Targets.  DPRK leadership at two levels: the higher ranking tactical leaders in the field and the senior leadership at DPRK headquarters.



(3) Target Biases and Predisposition.  DPRK senior leaders and high-ranking tactical leaders are predisposed to see any US support of South Korean military operations as aggression against the DPRK.  They view South Korea as different from Grenada in 1983, Panama in 1989, or Desert Shield, Desert Storm where massive US military intervention was able to overwhelm opposition military and political forces and achieve US military-political objectives.  Their perception is that South Korea is too big, would require too many troops to subdue, and would look like “another Vietnam” to the American public.



(4) Probable Enemy Course of Action.  Basic plan and Annex B (Intelligence).


c.  Friendly.  South Korea has a moderately large standing Army with strength of 633,000, divided into 22 divisions, which are again divided into 65 brigades.  The army is currently over extended protecting key installations and facilities from DPRK SOF attacks.  The Republic of Korea government remains supportive of the international community and US interests in eliminating the threat of attack by DPRK military forces, but South Korea is unable to adequately protect itself from attack by DPRK military forces.


d.  Assumptions.  See Basic Plan.

2.  Mission


a.  Operational Mission.  When directed, CINCKorea/CFC in coordination with the Government of South Korea conducts military operations to protect US interests and assist the South Korean government.


b.  Deception Mission.  When directed, CINCKorea/CFC conducts military deception operations to deter DPRK leadership from taking actions contrary to US objectives and to elicit actions and decisions by the South Korea government that supports the deployment of CFC forces.



(1) Deception Goal.  The intent of the deception is to portray JTF deployment to Japan and South Korea as if it is part of a previously planned no-notice US exercise in Japan and South Korea (D-23 through D-1), and that increased US activity for the first twenty-four hours (H-Hour through H+24, D-Day through D+1), in South Korea, is related to operational deployment training.



(2) Deception Objectives




(a) Influence DPRK leadership perceptions of US national strategic and CFC operational intentions.




(b) Cause DPRK leadership to conclude that deployments to Japan and South Korea are exercise related.




(c) Persuade DPRK leadership to form incorrect conclusions concerning the mission; composition; and scope of air land, and naval forces committed to CFC operations in the JOA.




(d) Slow the response time and color the accuracy of reporting of US military activities inside South Korea by higher level military tactical leaders.



(3) Desired Enemy Perceptions.  DPRK leadership must believe that CFC continues to operate in a routine, day-to-day manner and that US deployment training operations are the reason for increased movement between Japan and South Korea.



(4) Deception Story.  Deployments to Kadena Air Base and other bases in Japan are part of a no-notice Emergency Deployment Readiness Exercise (EDRE) of selected units in support of Joint  Task Force – Korea (JTF-K).  As a Participating Nation in the SEATO agreement,  Japan and South Korea can be expected to assist in the exercises to include permitting over-flights and touch-and-go landings by US military fixed wing and rotary wing aircraft.

3.  Execution


a.  Concept of Operations



(1)  General.  Deception activities will begin before Phase I (Pre-hostilities: Alert and Staging), and continue in Phase II, (Establish Intermediate Staging Bases), and Phase III (Decisive Combat).  Unless monitoring activities indicate a level of success to warrant a need to continue, the initial deception operation will end on D+1.  Deception activities may be extended. CINCKorea/CFC is the termination authority.

(a)  Deception will begin as part of a media campaign describing the proposed deployment.  Pre-approved information, cleared with the National Command Authorities (NCA), will be released to the national and international press and placed on both the CFC and US Forces Korea (USFK) home pages a month before the initial deployment.  Specific questions about the exercise will be addressed to CFC and JTF-Korea.




(b)  Information concerning this plan will be disseminated on a need-to-know basis.  Only those individuals involved in planning, approving, or executing deception activities will have knowledge of the plan.  Distribution of deception plan details will be limited only to the major commands involved with execution.

                                         (c)  Detailed information on the training objectives, deployment dates, units deploying from CONUS, and strength, composition, and exact destination will not be released until after the intermediate staging bases (ISB) have been established.



(2)  Other Capabilities or Activities.  Movement of troops and supplies from CONUS bases to the ISBs will be assisted by previously scheduled deployments within the USAPACOM AOR to Guam, Kadena AB, and to Yokota AB, and by a deployment to Kuwait as a part of Operation Desert Thunder.  Close coordination with US Central Command on the Mid East deployment will enhance the deception.



(3)  Feedback and Monitoring.  Monitoring DPRK leadership activities to determine their degree of reaction to this deception plan is essential to plan success.  Primary monitoring will be the responsibility of the South Korea military and their HUMINT contacts within the DPRK.  At the tactical level in the field, both physical monitoring of military forces movements and electronic eavesdropping on DPRK’s C3 systems will enable deployed forces to determine the level of success.  US national systems, including satellite monitoring of DPRK  military troop movement will inform CFC leadership on the level of success.  In the absence of active monitoring, US forces and other agencies stationed in South Korea, will provide feedback on the pressure being placed on US facilities by subversive sleeper agents and SOF DPRK forces.



(4)  Means. CFC has the lead in the deception operation, but its endeavor will be supported at national, regional and JOA level.  The deception effort will be support at the national level by NSA, DIA, CIA, DEA, DOS, and US Space Command (USSPACECOM).  Pertinent information will be provided to USFK/CFC through the National Military Command Center.  Within the USPACOM AOR USSPACECOM, USTRANSCOM, USSTRACCOM, USAID, and DOS  will support the deception by providing intelligence on the DPRK  and information on deception success.  Once JTF Korea has deployed and is engaged in Phase III activities, CFC  will focus support.



(5)  Tasks

(a)  CFC CJG3

1.  In coordination with the CJG2, and COMJTF Korea is responsible for the planning, support, execution, and monitoring of the deception plan. 





2.  Publish a deception implementation schedule and coordinate execution.

3.  In coordination with JTF-Korea, establish a home page entry and press releases on upcoming deployment exercises.



(b)  JTF Korea

1.  Plan, execute, and assess deception at the tactical level.  Provide copy of deception implementation concept to CFC, CJG3 by D-28.

2.  Exchange liaison teams with higher and lower headquarters.




(c) USAPACOM

1.  Coordinate with CFC CJG3 and J4 for reception, staging, onward movement and integration (RSOI) of JTF Korea forces at the ISBs.

2.  In coordination with CFC CJG2, J3 and PA, establish a home page entry and press releases on upcoming deployment exercises.



(6)  Risks.  Overall risk of this operation is moderate.




(a)  Deception is Successful.  Successful deception efforts will enable JTF Korea to encounter low risk.  The DPRK will delay its response to friendly actions so that there will be little dispersion of assets so that they can be effectively attacked in the preemptive strikes on D-Day, little hostile attacks on key US installations in South Korea, and no interference with NEO operations.




(b)  Deception Fails.  Less successful deception efforts will expose friendly forces deploying into South Korea and those already stationed there to moderate to high risk.  A transparent deception operation will permit coordinated DPRK SOF attacks on US installations, increased political and economic pressure on South Korea authorities to cease support for US military, and increase the likelihood of terrorist assaults on US civilians resulting in hostages situations and possible casualties.




(c)  Deception is Compromised to Allies or Adversaries.  As with a failed deception effort, a compromise will expose US interests to moderate to high risks.


b.  Coordinating Instructions



(1)  D-Day, H-Hour will be disseminated by electronic message when determined.



(2)  All major subordinate commands will support the CFC deception effort and develop independent deception plans to enhance the execution of the operation and permit the flexible application of combat power.



(3)  Approval authority for subordinate and supporting deception plans is CFC or two levels up from the originator.  Major subordinate commands provide deception plans and implementation schedules to CFC, CJG3 Plans by D-28.



(4)  All command staff elements review the deception plan for suitability, feasibility and applicability.



(5)  All coalition forces report implementation of deception schedule activities to CJG3 Plans.



(6)  Report indications that the deception plan has been discovered by the enemy, or that the enemy is reacting, or not reacting, to the deception effort in periodic reports.



(7)  Deception operations will continue until terminated by CINCKorea.

4.  Administration and Logistics.  Procedures for the deception will mirror paragraph 4 of the basic plan.

5.  Command, Control and Communications


a.  Command Relationships. All command and control relationships remain the same.



(1)  Approval.  Approval and termination authority for this deception plan is CINCKorea.  The plan will begin on order.



(2)  Authority.  Commander, JTF  Korea is the supported commander.



(3)  Oversight.
  CFC, CJG3 has oversight responsibility for the deception plan.  All coalition forces appoint an oversight individual and report the information to this headquarters.



(4)  Coordination.  CFC, CJG3 has coordination responsibility for deception operations, especially with national support organizations and agencies and with organizations and agency representatives within South Korea and with the South Korean government.


b.  Communications.  COMJTF Korea  will be informed on all matters concerning this deception plan.

6.  Security



(1)  General.  Deception planning will be dealt with as a classified, compartmented operation.  Access to planning activities and distribution of the resulting products and schedules will be strictly limited.  The cover story that deployments to Japan and South Korea are a routine operation will be maintained.



(2)  Specific.  Special access to this plan is restricted to the deception planning staffs of JTF Korea , USPACOM, and CFC, CJG2, CJG3, CFC,POLAD, and the CFC, PAO for planning.  The CJG3 has the authority to grant access to this appendix or other related materials as required for the operation.

Exhibits:

  1 - Task Organization (Omitted)

  2 - Intelligence 

  3 - Operations (Omitted)

  4 - Administration and Logistics (Omitted)

  5 - Command Relationships (Omitted)

  6 - Execution Schedule (TBP)

  7 - Distribution (Omitted)
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