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APPENDIX 3 TO ANNEX C TO CFC OPLAN (KOREA) 9518X-XX 
INFORMATION OPERATIONS 

1.  Situation.  CFC  must deny the DPRK leadership, its military forces, and its political supporters within South Korea the ability to effectively command and control their forces by attacking their command, control and communications (C3) systems and facilities.  While not as sophisticated as South Korea and CFC capabilities, the DPRK provides $10 million a month to support sleeper agents and can marshal an extensive network of human intelligence operatives supported with sufficient off-the-shelf electronic eavesdropping and jamming devices to interfere with friendly operations throughout the Joint Operations Area (JOA).  Use of both offensive and defensive information operations (IO) capabilities integrated into intelligence, operations and support activities will ensure success.


a.  Enemy.  Annex B, Intelligence.

(1)  The DPRK is a totalitarian, isolated, xenophobic, belligerent, and backward, and tactically unpredictable with strong political ties to certain elements within the South Korean government.  It has thoroughly infiltrated all spheres of South Korea political, economic and military life. The national police chief estimates that 20% of the university students are influenced by DPRK agents.  They exists to create upheaval through student demonstrations, but supports its efforts with an anti-establishment message aimed at the poorer segments of society.  Should its political message fail, it will resort to terror  and military operations to achieve its ends.

                           (2)  DPRK leadership and the intelligence apparatus of its military forces conduct extensive reconnaissance, surveillance, and target acquisition (RSTA) operations of South Korea military, installations and other potential high payoff targets.  They are known to have detailed information on the disposition and movement of US elements in the country, including representatives of Department of State, Agency for International Development, Special Operations Command, US military aviation elements, Central Intelligence Agency, Drug Enforcement Administration, Department of Agriculture and Federal Bureau of Investigation.  The reliance on covert informal human intelligence (HUMINT) networks makes DPRK RSTA operations difficult to completely eliminate, but does make them vulnerable to false information and deception.

(3) The DPRK supports its informal HUMINT networks with military special forces who 

use a populous ideology and the threat of terror to control, collect, and monitor intelligence operations, to disseminate information favorable to their side and detrimental to the South Korean government. 



 (4)  The DPRK and its military forces have organized area communications cells that use messengers, local telephone and telegraph systems, and long-range radios to communicate.  Where available, the DPRK military uses computer networks for international and national communication.  These systems are vulnerable to location through direction finding (DF), monitoring, jamming, and exploitation.



(5)  During field operations the  DPRK military forces use messengers, frequency-modulated (FM) and amplitude-modulated (AM) radios for tactical communications.  These systems are vulnerable to monitoring, jamming and exploitation.


c.  Friendly.  Annex A, Task Organization.



(1)  Central Intelligence Agency (CIA).  Provides out-of-area intelligence concerning and information on nations likely to support the DPRK or disapprove of US involvement.  Information on other nations, and supportative South Korean non-governmental organizations likely to support the DPRK can be expected.



(2)  Defense Intelligence Agency (DIA).  Manages human intelligence (HUMINT) resources in North Korea  and provides intelligence on  DPRK military forces.



(3)  National Security Agency (NSA).  Provides signals intelligence (SIGINT) and information security (INFOSEC) to support operations in the JOA.



(4)   Drug Enforcement Administration (DEA).  Has an extensive network of contact in South Korea, including many with radical student affiliation.



(5)  Joint Command and Control Warfare Center (JC2WC).  Provides direct support to assist with integration of C2W capabilities into the operation.


d.  Assumptions.  Base plan.

2.  Mission.  When directed, Combined Forces Command conducts information operations to gain, maintain and exploit information dominance in the Joint Operational Area to defeat the DPRK military forces, protect US interests and assist the Government of South Korea.

3.  Execution


a.  Concept of Operations



(1)  General.  CFC IO support JTF Korea throughout the range of its operations to execute pre-emptive strikes on selected hostile targets, conduct non-combatant evacuation operations (NEO), and secure key installations.  The IO effort will sustain deception efforts, gain and maintain operational surprise, inhibit the reaction time of  DPRK leadership, and assist in influencing the South Korean population to support their government and US military operations.  The desired end state is the isolation of the DPRK’s leadership from its field commanders within the JOA through disruption of its C3 means and denial of critical information they need to make both tactical and operational decisions.



(2)  Phasing.  The operation will be conducted in five phases, each with its specific IO task and purpose.  The phases may overlap.




(a)  Phase I (Prehostilities: Alert and Staging, D-Day through D+24).

1.  IO activities in this phase are primarily defensive, to integrate and coordinate policies and procedures to protect information and defend friendly information systems.

2.  The main IO effort for this phase is the CFC deception plan, supported by psychological operations (PSYOP) and operations security (OPSEC).  The task is to hide preparations from enemy observation in CONUS, the USAPACOM area of responsibility (AOR), Japan and South Korea so that the force achieves operational surprise and establishes intermediate staging bases in Japan and lodgments in South Korea under as much secrecy as possible.  Deception operation success depends on DPRK operatives seeing business-as-usual at CFC headquarters and the headquarters of its subordinate commands so that they do not take extraordinary precautions to protect their key installations or take preemptive action against US interests.  Any deployment will be dismissed by friendly forces as a previously scheduled exercise.  C3 protection measures throughout this and subsequent phases will include strict adherence to OPSEC standing operating procedures (SOP), targeting DPRK electronic warfare assets for surveillance and later destruction and conducting aggressive internal and external information programs to misinform our adversary while informing friendly forces.

(b)  Phase II (Establish Intermediate Staging Bases, D+40 through D+60).

1.  IO activities in this phase, while still defensive, begin to transition to offensive measures, those activities supported by intelligence that affect DPRK decision-makers and retard their reaction to friendly actions.

2.  As deception efforts continue to convince the enemy that any movement of large-scale forces to Japan and South Korea is for a previously scheduled no-notice deployment exercise, OPSEC will withhold information from the DPRK and  news media, and PSYOP will convince the enemy that any US military activities with regard to South Korea are in support of normal deployment training operations tied to upcoming US congressional elections.  While defensive IO activities strive to deny the enemy information about friendly intentions, selected offensive IO measures will begin.  An information campaign will portray business-as-usual with respect to US operations in South Korea, EW efforts will mark and collect against DPRK and its military information systems, and key C3 nodes will be targeted for preemptive strikes in subsequent phases.  In close coordination with South Korea military forces, the physical security at key US installation will increase, especially at those locations identified as forward support bases (FSB) in-country.  Deception operations will continue throughout this phase.

(c)  Phase III (Decisive Combat, D+60 through D+100).





1.  In this phase the IO effort shifts from defensive to offensive operations.  The IO main effort is destruction and EW to support the establishment of air and naval exclusion zones and the preemptive strikes against  DPRK headquarters complexes, C3 nodes and training camps.





2.   IO will attempt to continue the deception operation for as long as possible in this phase to delay the retaliation of  DPRK, special forces and guerilla forces against US facilities and citizens awaiting NEO.  Command, control and communications warfare (C3W) efforts will target and destroy signal and electronic emitters while protecting South Korean infrastructure and population.  IO will support the tactical operations of NEO and key installation protection by frequency surveillance, collection, and jamming.  IO activities will be coordinated with host nation military and police efforts to reassure the population of eventual friendly success and the defeat of the DPRK, especially its  sizeable military forces.  The information campaign will stress the temporary nature of the evacuation of US and other eligible nationals from South Korea.




(d)  Phase IV (Lodgment and Follow-Through, D+100 through D+180).





1.  This phase sustains defensive IO measures while focusing on those offensive IO tasks that will further isolate the DPRK leadership from its remaining field commanders and separate the DPRK from its base of support among the general population.





2.  Physical security becomes the main IO effort, supported by OPSEC, PSYOP and destruction of remaining enemy information system assets.  A Counter-propaganda campaign orchestrated in conjunction with the South Korean governments will aim to reduce civilian support and further isolate DPRK leadership from the people.  As continued operations increase the level of situational awareness, DPRK leadership will be targeted for capture.




(e)  Phase V (Posthostilities and Redeployment, D+180 through D+240).  In this phase IO transitions from offensive to defensive measures.  As US forces turn  over responsibility for national security to South Korean authorities or a follow-on force from the United Nations (UN), IO measures will stress OPSEC, PSYOP and physical security.


b.  Tasks



(1)  Military Deception.  Tab A.  Knowledge of the CFC deception plan and deception operations at all levels in on a strict need-to-know basis. 



(2)  Electronic Warfare.  Tab B.  Emphasis will be on identifying, exploiting and neutralizing hostile intelligence collectors.

(3)  Operations Security.  Tab C.  All units will emphasize physical, signal, information, and automated information systems security.  Command approved virus and intrusion detection software will be used on all automated systems.  Units will make every effort to use radio silence, couriers, LNOs, emulators and cover and concealment. 

(4)  Psychological Operations.  Tab D.  CFC internal and external information programs will aggressively counter DPRK – and those friendly to the DPRK – propaganda efforts.  Especially in Phases II, III and IV, the combination of PSYOP, public affairs (PA) and civil affairs (CA) will reassure the DPRK leadership and the South Korean people of eventual government success.  

(5)  Destruction.  Tab E.  Destruction will work closely with EW efforts to identify and disrupt enemy signals intelligence (SIGINT) systems, surveillance radars, and critical communications links between forward or engaged elements and command nodes.  Destruction beyond the tactical level will only occur when approved by Commander, JTF Korea (COMJTF South Korea) or Commander in Chief, US Forces Korea (CINCKorea).

(6)  Defensive IO.  Tab F.  C3 protection measures will be aggressively implemented with passive OPSEC, computer security (COMPUSEC), and electronic protection activities to prevent the destruction, disruption, malicious intrusion, and exploitation of friendly systems and decision support systems by the DPRK.  This will include monitoring friendly systems for lapses in protection measures.


c.  Coordinating Instructions



(1)  Integration.  Planning, execution and assessment of IO remain a CFC responsibility during all phases of the operation.  However, once JTF South Korea is deployed and in control of operations within South Korea, they will assume responsibility for implementation of IO measures in concert with the CFC plan.  IO will be integrated into all operations and closely coordinated with the J2, J3 and J4.



(2)  Monitoring.
Commanders at all echelons will monitor the success of deception, OPSEC and PSYOP activities to the overall IO effort.  Measures of success will be established and reported to higher level commanders throughout the operation.  Intelligence will assess enemy awareness and understanding of friendly plans and intentions.

(3)   Reports.  IAW CFC TACSOP.

4.  Administration and Logistics


a.  Personnel.  See Annex E, Personnel.


b.  Supply.  See Annex D, Logistics.

5.  Command and Control.  See Annexes J, Command Relationships, and K, Command, Control and Communications Systems.

TABS:

  A - Military Deception (special handling, limited distribution)

  B - Electronic Warfare

  C - Operations Security

  D - Psychological Operations

  E - Destruction
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