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CHAPTER 2
THE INTELLIGENCE AND ELECTRONIC WARFARE

MISSION AND SYSTEM
This chapter describes the IEW mission, the outlines the intelligence cycle, order of battle (OB)

intelligence system of systems, the IEW team, and the factors, analysis, and some of the assets available in a
six IEW tasks that support the commander. It also LIC environment.

THE INTELLIGENCE AND ELECTRONIC WARFARE MISSION
The IEW mission is to provide timely, relevant, and reduces uncertainty and risk to US Forces and permits

accurate support to tactical, operational, and strategic effective application of combat power.
commanders across the scope of military operations. It

THE INTELLIGENCE SYSTEM OF SYSTEMS
As the IEW mission states, all intelligence efforts The intelligence system is a seamless system flowing

are designed to support commanders. Army intelligence from the national level down to and including the
assets are integrated with other national and theater individual soldier in the field. This system is extremely
intelligence assets to operate as a system of systems. flexible and can support theater, corps, or discrete units
The system of systems provides responsive, tailored, from brigade TFs to joint task force (JTF) levels. The
balanced, all-source intelligence to support the mission entire system focuses on the force commander and
planning and execution needs of theater, operational, pushes intelligence to the echelons that need it, while
and tactical commanders across the scope of military retaining the capability to respond to specific
operations. intelligence requirements in a pull mode.

THE INTELLIGENCE AND ELECTRONIC WARFARE TEAM
At each echelon, the force commander is the IEW

team leader. He directs the intelligence process through
his intelligence battlefield operating system (BOS). The
IEW BOS consists of the basic intelligence tasks with
the addition of EW and CI. By understanding the
intelligence BOS capabilities and limitations, the
commander can synchronize it to support his concept of
the mission. Under his direction, the intelligence BOS
becomes a significant combat multiplier.

Before the operations begin, the force commander
focuses his intelligence effort by establishing priority
intelligence requirements (PIR). When these initial
PIR are answered, the commander uses the resulting
information and intelligence to-

• Seize the initiative.

• Eliminate or reduce the risk of surprise.

• Begin to shape the battlefield.

As current PIR are answered, the commander
continues to direct his intelligence BOS by developing
new PIR, based on current and projected METT-T

factors. In this way, the commander ensures the system
remains tightly focused on providing the intelligence
and targets he needs throughout the operation.

The G3 and S3 work closely with the G2 and S2 to
make sure they thoroughly understand the commander’s
mission objectives and possible COAs. Based on this
knowledge, the senior intelligence officer (S10)
develops predictive intelligence that is synchronized
with the commander’s scheme of maneuver. The S10
then advises his commander on ways to focus and
leverage combat power during the battle.

At brigade, the intelligence and electronic warfare
support officer (IEWSO) serves as liaison between the
MI units and the G2 or S2 and G3 or S3. Appendix A
contains information on MI Brigade (EAC). The
IEWSO also can request information from special
intelligence channels.

MI commanders lead, train, fight, and sustain their
IEW units. They provide MI assets to support the
effort. MI commanders provide direct support (DS) and
general support (GS) assets, as well as combat
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information and intelligence from other sources, to the S2’s or G2’s intelligence taskings. The MI unit
support their ongoing organic collection efforts. commander must answer each tasking no later than the
Regardless of rank, the MI unit commanders respond to suspense set by the S2 or G2.

THE INTELLIGENCE AND ELECTRONIC WARFARE TASKS
There are six IEW tasks, which are discussed below.

These tasks are interdependent, concurrent, and
synergistic and support the IEW mission.

All echelons from maneuver brigade to the Army
component have the basic capability to do these tasks,
but in varying levels of detail depending upon the
echelon, situation, and operational environment. When
necessary, the force commander prioritizes these
functions.

INDICATIONS AND WARNING (l&W)
I&W gives the commander as much early warning of

hostilities as possible. It is used to develop and refine
indicator lists of threat activities and possible
intentions. It is derived from any source that detects
and reports time-sensitive threat information.

At operational and tactical levels, I&W is a product
of the situation development and force protection
functions. It concentrates on avoiding surprise and in
detecting enemy actions that prove or run counter to
planning assumptions. Proper use of I&Whelps the
S10 select and put in place the right combination of
collection and analysis support assets before the battle
begins.

INTELLIGENCE PREPARATION OF THE
BATTLEFIELD (IPB)

IPB applies across the scope of military operations.
At the strategic and operational levels, IPB is used to
focus the intelligence effort and, at theater, build a basic
intelligence data base. IPB also is used to focus the
intelligence effort in theater, as well as support strategic
and campaign planning, and build a data base. At the
operational and tactical levels, IPB is the key to focusing
and integrating the intelligence effort within a
commander’s specific area of operation (AO) and area
of interest (AI).

IPB integrates the environment with the enemy’s
fighting doctrine. It reveals his capabilities and
vulnerabilities and allows the commander to
systematically predict enemy actions. It also helps the
commander to understand the battlefield and
synchronize the BOS for maximum effect.

The S10 (G2 or S2) coordinates the IPB process for
the commander, but IPB involves all staff elements
because it supports the commander’s decision-making
process. IPB products are integrated into situation
development and support current situation and
predictive intelligence requirements.

In LIC, as in other combat environments, IPB is
continuous. The standard IPB process will work when
applied to a LIC operation, but requires some
alteration, primarily in focus and thought processes.
For example, in LIC, demographic information and
analysis must be added into the IPB process.

Demographic information is simply information
about the population. Analysis is the process used to
determine the significance of raw data, relative to
information and intelligence already known, and to
draw deductions about the meaning of the evaluated
information (see Chapter 3).

IPB draws upon intelligence efforts at all levels, but
the best tactical intelligence is often built bottom up
from subordinate units. Information flow and reports
from below are vital to developing detailed intelligence
pictures. Even events that do not happen and an enemy
who is absent can serve as valuable indicators for the
commander.

In the end, these details must be integrated into a
clear picture on which the commander can base his
decisions. Using overlays, graphic displays, and
templating techniques, the IPB process increases the
accuracy and timeliness of intelligence by making it
easier to synchronize intelligence support.

SITUATION DEVELOPMENT
Situation development is a dynamic process. It is

the basic overarching and continuous process used to
develop intelligence. It folds in all the information and
intelligence produced or derived from the other five
tasks as well as from the intelligence BOS and other
combat, combat support (CS), and combat service
support (CSS) sources.

Situation development confirms or denies enemy
COAS predicted in IPB. This enables the commander to

2-2



FM 34-7

make timely decisions. It provides the commander and
his staff with concise, successive, and objective snapshots
of the situation within his AO.

During military operations, situation development
takes the place of tactical and operational level I&W
functions. The situation development process (guided
by the IPB process, the intelligence estimate, and
current intelligence reporting) allows the S10 to project
threat intentions and the effects of political, economic,
and social factors, as well as weather and terrain. This
gives the commander the time to plan in detail. The
process also supports strategic and national I&W.

At the conclusion of, or a halt in, miIitary
operations, the tactical and operational level situation
development and I&W functions concentrate on helping
the commander avoid surprise, protect the force, and
support follow-on operations.

TARGETING AND TARGET DEVELOPMENT
INCLUDING SUPPORT TO ELECTRONIC

WARFARE (EW)
Targeting and target development identify

high-value targets (HVTs) and high-payoff targets
(HPTs) that support the commander’s concept of the
operation. Then they detect and locate those targets
with sufficient accuracy for attack by fire, maneuver,
psychological, and electronic means. This task is
integrated with situation development to provide the
commander with accurate, timely locations of threat
activities, locations, and weapon systems.

Because the commander’s intent may be satisfied by
delaying, disrupting, destroying, or dissuading an enemy
target, targeting data must be accurate and timely
enough to support an effective attack by maneuver, fire,
or electronic means.

Target acquisition priorities are established before
the operation begins. These priorities are firmly based
on the commander’s concept, a thorough understanding
of the enemy, and how the enemy is most likely to
present his forces on the battlefield.

In LIC, MI units directly support dynamic target
development and target acquisition by precisely locating
and nearly simultaneously disseminating the
information needed to strike targets effectively. A high
priority in LIC (as well as other conflict environments)
is to identify critical enemy vulnerabilities that can be
exploited. Weaknesses that can be turned into
exploitable vulnerabilities also have a high priority.

As in all military operations, LIC target priorities
may change dynamically, based on the progress and
success of the operation. Continuous interactive
situation and target development throughout the
operation support this target acquisition requirement.

EW supports targeting and target develo ment by
disrupting, exploiting, and deceiving enemy C2 systems
while protecting friendly use of communications and
noncommunications systems. EW is both offensive and
defensive in nature. Proper application of its three
primary cornponents—electronic warfare support (ES),
electronic combat (EC), and electronic protection
(EP)—represents a significant contribution to
command, control, and communications
countermeasures (C3CM). The three EW components
(formerly known as ESM, ECM, and ECCM) are
discussed in Appendix B.

BATTLE DAMAGE ASSESSMENT (BDA)
INCLUDING POST STRIKE ASSESSMENT (PSA)

BDA is a timely and accurate all-source analysis
product developed as part of the collection management
and analysis production process. It is developed at
strategic, operational, and tactical levels—from national
level agencies down to division. (See the glossary for
definitions of each level of BDA.)

In large or joint operations, the bulk of BDA
generally is developed and disseminated at the
operational level as a joint intelligence product.
However, in LIC operations, BDA will generally be
produced by the division G2.

In LIC, the G2 or S2 uses BDA to confirm or deny
changes to enemy transportation methods or patterns of
activity that directly affect friendly operations. This
makes BDA a predictive tool, as well as a measurement
tool for evaluating the degree of success of a military
operation, engagement, or battle.

The S10 also uses BDA to evaluate the results of a
military operation or battle in terms of the damage done
to the enemy and as a baseline to estimate the enemy’s
remaining combat effectiveness, capabilities, and intent.

The commander uses BDA to reduce risk and
uncertainty. BDA gives the commander a continual
assessment of enemy strength and the effect of friendly
operations on the enemy. It is a means to measure
progress, to determine if restrike is necessary, and to
determine how close the commander is to
accomplishing his targeting goals, strategy, and plan.
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This makes BDA a force multiplier, as well as a
measurement tool.

PSA is a subset of BDA APSA is a running tally of
enemy weapons systems and units destroyed or rendered
ineffective. All S10s at all echelons and levels perform
PSA. Initial PSAS are integrated into BDAs. They are
also used to support BDA post-mission assessments and
after-action reports (AARs).

FORCE PROTECTION INCLUDING
COUNTERINTELLIGENCE AND SUPPORT TO

OPERATIONS SECURITY
Force protection identifies the elements of your

force most important to the threat and those elements
most vulnerable to detection and attack. It denies the
threat the opportunity to engage friendly forces, and lets
the commander achieve maximum surprise on the
battlefield.

Force protection is a difficult task in LIC. That is
why in LIC the essence of counterintelligence (CI) is
force protection. CI operations counteract insurgent,

foreign intelligence, and terrorist threats to the friendly
force.

CI operations include identiying multidiscipline
intelligence collection and terrorist threats, determining
friendly vulnerability to those threats, and
recommending and evaluating appropriate operations
security (OPSEC) countermeasures. Multidiscipline
counterintelligence (MDCI) operations collect on and
neutralize foreign intelligence and security services
(FISs) and support friendly OPSEC, deception, and rear
area operations. CI agents must be language qualified
so they can conduct low-level source operations (LLSO)
and HN liaison activities.

Generally, CI units at EAC have area, regional, or
subject matter responsibilities. CI units at corps and
below are part of the tactical force and have a clearly
defined primary responsibility to their parent unit. They
may be called upon to support EAC elements in their
operations or to participate in EAC CI operations.
Appendix C provides details of MDCI support and
MDCI analysis in LIC.

THE INTELLIGENCE CYCLE
Intelligence operations at all echelons and levels of

war generally follow a four-step process known as the
intelligence cycle. This cycle includes directing,
collecting, processing, and disseminating intelligence.

Although the cycle involves sequential steps, it is a
continuous process and functions often occur at the
same time. For example, while available information is
processed, collection assets can be tasked for more
information. At the same time, finished intelligence,
combat information, and target acquisition data are
disseminated as they become available.

To maximize the effectiveness of the intelligence
cycle, the commander must select two or three PIR that
focus on his most critical needs. Properly designating
PIR and target acquisition priorities substantially
contribute to the quality and timeliness of intelligence
products and targets.

Although no commander can know everything he
would like to know, he can count on the intelligence
system to meet his most critical needs if he focuses his
limited intelligence assets on them sequentially.

The S10 at each echelon develops an intelligence
synchronization matrix to ensure the intelligence effort
fully supports the commander’s concept of the operations

by providing relevant intelligence to the commander
when he needs it and in the desired format. (See
Figure D-10 for a sample synchronization matrix)

STEP 1. DIRECTING
The commander, through his S2 or G2, directs the

intelligence effort. The S2, G2, or collection manager
performs collection management planning before the
operation begins. He also guides the effective
employment of collection assets during the operation.

The intelligence section develops and maintains
graphic data bases through research and IPB. IPB,
coupled with available data bases, provides a foundation
for situation and target development. This gives the G2
or S2 a way to project events or activities in the
operational area and to predict threat COAs.
Comparing these projections with actual events
provides commanders with timely, complete, and
accurate intelligence.

Intelligence agencies from national level down
constantly develop and maintain intelligence data bases.
G2s and S2s can access these data bases to prepare
initial intelligence estimates and to analyze the AO.
G2s and S2s must ensure their analysis is based on
mission requirements and the commander’s PIR.
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The resulting product is an intelligence estimate. It
is integrated with other staff estimates and presented to
the commander. He then decides what must be done to
accomplish his mission. The S2 or G2 determines what
IEW assets, out of those available, will be tasked to
satisfy the commander’s requirements. The S2 or G2
bases his selection on the initial intelligence estimate,
his commander’s intent, and PIR.

G2s and S2s develop a set of information
requirements (IR) to support the commander’s concept
of operations. These IR are based on the HN,
demographics, threat, AO, and mission. The
commander approves PIR; the S2 or G2 approves IR.

PIR represent critical information the commander
needs to accomplish the mission. IR represent specific
information needs required to answer PIR. PIR and IR
focus the collection and production effort, and they
must be integrated into your collection plan.

The S2 or G2 focuses efforts on answering the
commander’s PIR. To do this, he must—

• Access data bases..

• Task assets.

• Direct, process, and disseminate intelligence and
combat information. A tool for tracking changing
requirements and directing the continuing
collection process is a synchronization matrix.

• Forecast threat intent, COAs, and vulnerabilities.

You will develop new PIR and IR based on—

• Changing mission requirements.

• Meeting old requirements.

• Establishing new requirements.

Appendix D contains sample collection plan
formats and instructions. Appendix E contains
requirements for LIC operations and a listing of
sources. For more information on collection
management and dissemination (CM&D), see FM 34-2.

STEP 2. COLLECTING
Collecting is the process of gathering information

from all sources. Your collection plan is driven by PIR
and IR. You focus your effort on named areas of
interest (NAIs) and target areas of interest (TAIs).
NAIs are points or areas where activity confirms or
denies a COA. TAIs are engagement points or areas

where the interdiction of a threat will reduce or deprive
that element of certain capabilities.

Your threat will not always be related to a hostile
force. If you are involved in a disaster relief mission,
your threat may be mud slides from a hurricane. Your
TAI maybe hillsides prone to mud slides near LOC.
These hillsides may need manmade support to prevent
major LOC from being closed.

As in all operations, collection in a LIC begins
when the mission is identified. You must use all assets
available to you—strategic, operational, and tactical.
Do not limit yourself to the IEW community. Other
sources such as US Agency for International
Development (USAID) or the Drug Enforcement
Administration (DEA) can provide valuable
information<

Your information request will follow your standing
operating procedure (SOP). Because the range of
request processes is too great to be identified here, refer
to FM 34-2 for specifics on requesting and receiving
information.

STEP 3. PROCESSING
This is the step of the intelligence cycle where

information and raw data become intelligence. It
consists of recording, evaluating, and analyzing. (See
Chapter 4 for a discussion on analysis.) FM 34-3,
Chapter 2, describes information processing.

Recording
Local variations in recording and displaying

intelligence affect the use of annotated overlays and
working files. The incident map or overlay provides
historical information on trends and patterns. The
entries will help determine—

The nature and location of threat targets.

Intensity level of threat activity in an area.

Degree of threat control over, or support from, the
population.

Potential areas of threat operations.

Evaluating
Evaluating determines—

•  The pertinence of information to the operation.

• Reliability of the source.

• Accuracy of the information.
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Your knowledge and judgment play a critical role in
evaluation. When you determine the validity of
information, do not be misled because it has never been
received before, or that previously it was deemed
impossible. Confirm reports with other information
when possible. As your data base expands, you will be
able to confirm new data with greater ease. This assists
you in recognizing threat trends and patterns.

Analyzing
The processing of information continues with

analysis, which consists of three steps: Assessing,
integrating, and interpreting. It is during this phase of
the intelligence cycle that information becomes
intelligence.

Assessing. Assessment is the sifting and sorting of
evaluated information to update significant elements on
mission and operations of the unit.

Integrating. Assessed information is integrated
with other information and interpreted to determine its
significance. This involves combining selected data to
form patterns and establishing a basis for interpretation

Interpreting. Interpretation is making deductions
as to the probable meaning of new information and
determining its relevance to future activities. The
meaning of the information is determined relative to the
current situation and the threat’s probable COAs.

STEP 4. DISSEMINATING
One critical aspect of intelligence is the need for

rapid dissemination of information to the users. Each
information report is scanned quickly to see if it is of
immediate concern. If so, it needs to be foxwarded to
interested parties without delay.

Successful intelligence reporting communicates the
results of analysis (and combat information) to the right
people, at the right time, and in the right format. It
provides commanders with the information and
intelligence needed to reduce risk and uncertainty.

Some LIC missions will require dissemination to
both US and HN military and civilian agencies. For
example, during any outside continental United States
(OCONUS) counter-drug operation, dissemination will
be made to the US country team. Then the country
team makes dissemination to supporting US agencies
and their HN counterparts.

Including nonmilitary topics is vital to accurate
reporting in LIC. Appendix F shows LIC mission report
formats. They emphasize the need to report
demographic information as well as the different types
of threat and levels of hostilities.

When disseminating intelligence information, be
sensitive to the lack of maps available to local
operational field elements. Grid coordinate locations
also should be reported in reference to local landmarks
to facilitate use in the field.

INTELLIGENCE AND ELECTRONIC WARFARE ARCHITECTURE
IN LOW-INTENSITY CONFLICT

The IEW architecture in LIC will be as diverse as The IEW system connects strategic and tactical
the mission. Here we discuss— intelligence activities and supports combat forces at all

US assets (strategic, operational, and tactical). echelons. There are three primary agencies: Defense
Intelligence Agency (DIA), National Security Agency

Non-DOD assets. (NSA), and Central Intelligence Agency (CIA). Each of

HN assets. these provides—

US sources within HN. • Analytical services.

US ASSETS • Finished intelligence products.

US assets are strategic, operational, and tactical. • Extensive data bases.
Their use is subject to limitations. The S2 or G2 is your
first point of contact.

• Other services required by deployed units.

Do not think that these agencies are out of reach.
Strategic Assets Your collection manager can access each agency and

Strategic intelligence is produced by national request necessary assistance. Too often a product or
intelligence agencies and sent to operational forces.
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report has been completed by one of these agencies, and
analysts in the field are unaware of its existence.

Operational Assets
EAC IEW organizational and operational

capabilities are tailored regionally and functionally to fit
the specific needs of the theaters involved. When a
theater command is established in a given AO, it will
have an organic MI brigade (EAC) available for IEW
support. This brigade may be augmented with a military
intelligence battalion, low intensity (MIBLI).

The MI brigade (EAC) is organized to provide
support in each of the following disciplines:

•  Human intelligence (HUMINT).

•  Imagery Intelligence (IMINT).

• Signals intelligence (SIGINT).

It also provides intelligence support in the form of
technical intelligence (TECHINT) and measurement
and signature intelligence (MASINT). The MI brigade
(EAC) employs CI assets to support the overall
command effort in the area of force protection
(see Appendix A).

Tactical Assets
Due to the diversity of LIC missions, MI assets are

task organized. Typically, MI LIC missions are
HUMINT intensive. This is due to heavy involvement
with the HN populace. Linguists and interrogators may
be in high demand and short supply.

Document exploitation is also useful, especially in
counterinsurgency and PCO. CI assets conduct MDCI
operations to support force protection, deception, and
OPSEC.

At the tactical level, SIGINT assets are
characterized by low-level voice intercept (LLVI) teams.
They are employed primarily for early warning when the
threat possesses a measurable capability to
communicate. You can use 98Gs or language qualified
98CS when the mission allows or requires the
augmentation of interrogation teams or document
exploitation cells. They can also assist PSYOP and CA
teams in evaluating the effectiveness of their programs.

In LIC missions, finished IMINT products flow
down from the operational level for tactical
exploitation. These IMINT products support data base
development, mission planning and, in some instances,
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BDA. Additionally, we use IMINT to assess damage
resulting from manmade and natural catastrophes.

IMINT has great value in collecting information
significant to political, economic, or social events. An
example of this would be imagery analysis of a
topographic feature near an earthquake fault line. By
fusing IMINT data with that from seismology, analysts
can alert local authorities to potential catastrophes. In
turn, lives may be saved, embattled governments receive
popular support, and economic aid delivered.

NON-DOD ASSETS
Virtually any LIC mission will demand information

and assistance from a number of non-DOD agencies.
Some missions, nation building or disaster relief, will be
in DS of one of these agencies. For example, during the
counter-drug mission Operation BLAST FURNACE,
assistance was provided to the DEA.

The following agencies may be of assistance to you:

• Department of Justice (DOJ).

- DEA

— Federal Bureau of Investigation (FBI).
— US Marshals Service.
— Immigration and Naturalization Service (INS).
— US Border Patrol.

• Department of Treasury.

—.

—

—

Internal Revenue Service (IRS).

US Customs Service.

Bureau of Alcohol, Tobacco, and Firearms
( A T F ) .

•   Department of Transportation (DOT).

— US Coast Guard.

— Federal Aviation Administration (FAA).

•   Department of the Interior.

—

—

—

—

National Park Service.

Bureau of Indian Affairs.

Bureau of Land Management.

US Fish and Wildlife Semite.

•  Department of Agriculture. (US Forest Service).

•  Department of State (DOS).
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– USAID.

– US Information Agency. .
– Bureau of International Narcotics Matters.

– Bureau of Intelligence and Research.

• Department of Commerce (DOC).

• Foreign Broadcast Information Service.

As with national intelligence agencies, use the
collection management officer (CMO) to contact these
agencies for assistance. Remind the commander, G3,
and S3 that these agencies are available. They are great
assets in your planning phase as well as during the
operation.

HN ASSETS
Various HN agencies maybe available to assist you.

Typically, each nation has agencies similar to those in
the US. For access to these agencies, work through your
collection manager to the US embassy or consulate
located in the HN. They will assist you in establishing
liaison with the appropriate agency. As for military
resources, a member of the HN military should be
attached to the G2 or S2. If not, request that one be
attached.

US SOURCES WITHIN HN
Some missions may require you to rely on support

from DOD and non-DOD elements stationed within the

HN. You will also want to consider assistance from
agencies of the HN.

DOD security assistance elements within the HN
typically fall under the control of the SAO. These
elements (not to be confused with embassy guards,
attaches, and staff represent an array of specialties such
as combat arms, engineers, logistics, intelligence, or
medical services. As a result of these missions, they
possess valuable information for the planner and you.

Consider the prospect of your unit’s moving to a
country needing assistance folIowing an earthquake.
Critical to the HN populace will be the basic needs of
life. Paramount to your mission will be medical and
engineer support. Check with the SAO before
deployment. Most likely it will be your point of contact.

In addition to the SAO, there may also be other
DOD elements located in the HN, such as national
intelligence centers (NICs), regional intelligence centers
(RICs), and tactical analysis teams (TATs). All are
formed and established in the HN at the request of the
HN leader. A NIC or RIC provides advice, assistance,
and finished intelligence support to the HN. ATAT
provides analytical advice and assistance to a specific
tactical mission.

Non-DOD agencies will be represented at each
embassy or consulate. They, too, possess a wealth of
information and will most likely represent the lead
agency that you support.


