IRAQI POLICE NATIONAL CRIMINAL INTELLIGENCE SERVICE            7
STATEMENT OF WORK (SOW)


1.0 Scope and Purpose
The Ministry of Interior operating under the direction of the Coalition Provisional Authority (CPA) is in the process of developing a National Police Criminal Intelligence Service for the Iraqi Ministry of Interior and the Iraqi Police Service.

As part of the ongoing development of this service the CPA wish to provide fully functioning criminal intelligence offices at the National and Governorate level, including the computer infrastructure and a commercial off the shelf (COTS) criminal intelligence database software package.  This project will be conducted in phases.

The work covered by this statement of work consists of the project management and implementation including installation of computer networks and software applications, maintenance and upgrades the training of personnel, equipping of offices and supply of operatives’ equipment, for the Iraqi Police Criminal Intelligence Service in Baghdad City, the remaining 17 Governorates and the National Criminal Intelligence Office.

2.0 Phase 1
Phase I – It is intended that phase one (1) will consist of the equipping and training of two criminal intelligence offices for Baghdad.  The first office may be situated within the offices of an existing police building within the city of Baghdad and will form the basis of the Baghdad Criminal Intelligence Service.  The second office will be situated within the Iraqi Ministry of Interior.  This will be the CPA Temporary Coordinating Body for the Iraqi National Criminal Intelligence Service. This office could then integrate into the Iraqi National Criminal Intelligence Service.

The contractor shall provide a COTS fully functional criminal intelligence database providing a comprehensive and highly integrated suite of software tools designed for Governorate and Nationwide intelligence.  The application shall have a dual language capability in Arabic and English and have the ability to integrate present database information.  The solution shall offer a wide range of advanced functionality and features including:

· Shall have the ability to interface with the AFRN data construct

· Efficiently laid out Human Computer Interface (HCI) elements

· All communication devices must be interoperable with AFRN systems

· Ability to support hundreds of users

· Ability to configure user groups and security levels

· Multiple windows and tabbed views

· Access control for individual records based on a sophisticated user matrix (role and domain based access)

· Enhanced visualisation tools such as link charts, mapping facilities and graphical representation of search results

· Free text retrieval

· Wild card retrieval

· User defined reports

· Analytical tools

· Data mining capabilities

· Simultaneous connections to multiple databases

· Data encryption and security

· Inclusion of video clips, audio, photographs and other files

· Rapid production of detailed reports and allocation of actions

· Full audit trails including date and time of all actions

· Complete administrative management of all documents

The software shall contain an analytical link chart system that offers the user the ability to portray automatically different kinds of link using different styles and colors based on a set of user defined rules. 

The software shall be based on database technologies such as but not limited to Oracle, DB2, SQL server.

The software will have the ability to integrate with other intelligence software applications that shall interface with other AFRN data network.

The software shall contain a Geographical Information System (GIS) for all of Iraq, which by portraying data graphically has the ability to enhance the identification of trends, plan logistics, and visualise problem areas.

The contractor will make provision for each installed computer to have an internet connection and be supplied with media scanning software.

The software must consist of at least five core functions that enable details of persons (nominal), addresses, organisations, vehicles and communications to be rapidly recorded, linked and searched.  

The five core functions shall contain at least the following fields:

Person

· Name – surname/family, middle, first, AKA, alias, nickname, Iraqi cult name, fathers/mothers/grandfathers/grandmothers name 

· D.O.B. & P.O.B.

· Address and previous address if applicable

· Marital status

· Race

· Nationality

· Ethnic origin

· Religion

· Sex

· Fingerprint records

· Description – unlimited photographs or other multimedia records - height, weight, build (large, medium, small, slender, heavy, muscular, proportionate), facial hair (moustache, goatee, sideburns clean shaven, stubble), hair (bald, receding, parting, length, color), eye color (spectacles/contact lenses/unaided vision), body piercing/ tattoos/scars/marks (with location), complexion, voice (accent, dialect, soft clothing worn, handed (left/right/ambidextrous), with ability to be connected with face recognition

· Historical descriptions

· ID’s – employee card, passport, driving license, Iraqi citizenship card, Iraqi social security card, ration card, birth certificate, immigration/visa cards – to be fully searchable

· Education establishments attended and grades achieved

· Flag to indicate person is of particular interest

· Criminal record  – bail, conviction/non conviction, arrest record, cautions, fines, community service, prison sentences (awarded & served), conditions and combinations of above

· Known associates

· Unlimited links to other core functions

Addresses

· Address to include location, municipality, sector, street number and house number. Tab for rural/less structured addresses for additional information. Ability to store all current and previous addresses.  Address caution/hazard tracking – user notification of address cautions in search results – effective/expire/review dates.

· Unlimited links to other core functions

Organizations

· General (business, institution, etc.)
· Criminal (gang, organized crime)
· Judicial (police, court, prison, etc.)
· Unlimited links to other core functions
Vehicles

Vehicle types – land vehicle, watercraft and aircraft

Details to include (where appropriate)

· Registration mark

· VIN

· Chassis number

· Body style

· Number of seats

· Number of doors

· Left/right hand drive

· Manual/automatic

· Engine size

· Fuel type

· Present owner

· Registered keeper

· Color(s)

· Number of axles

· Boats – weight, displacement, length, width, manufacture sail configuration, etc.

· Unlimited links to other core functions 

Communications

· Types of Communication Devices, cell phones, land lines, fax, message pagers etc

· Enquiries

· Checks

· Unlimited links to other core functions

The software must incorporate intelligence reports, and have the ability of free text searching as well as wild card searching.  The intelligence report system shall have the following functionality:

· All intelligence reports input to the system are graded according to a recognised grading of source evaluation, intelligence evaluation and handling codes. 

· Visibility of intelligence and source shall be restricted by security access 

· The ability to attach multiple reports to one header

· Each report to have unlimited links to all ‘core nominal’ and photographs

· System to have the ability to automatically create links to nominal featured in reports

· Authorized intelligence may only be amended by persons with the appropriate security access rights.

The contractor shall provide for data conversion and data input of existing records.

The contractor shall provide for the Baghdad Criminal Intelligence Office which will require the above software solution to be available for 100 users, using a server supporting a network of 20 desktop computers of a capability to support the software solution, with 5 printers and 2 scanners. The server will be capable of connectivity to the office of the CPA Temporary Coordination Body of the Iraqi National Criminal Intelligence Service.  The contractor shall provide 5 laptop computers. The contractor shall provide 10 digital cameras. The contractor shall provide one (1) facsimile machine and two (2) photocopiers.  The contractor shall provide office furniture to support 20 workstations, and supporting telephone communications on each workstation for voice and data connectivity in a local area network.  The contractor will provide two (2) security four (4) drawer filing cabinets with mortise or combination locking systems. Provision will be made by the contractor for air conditioning units for the office accommodation.  The contractor will provide vehicles (incl. armoured vehicles), radios, cell phones, for the intelligence operatives at a ratio of two users per piece of equipment.  The contractor will provide one (1) television video recorder system.

(All equipment should be supplied with 3 pin 220 volt power leads.)
The contractor will provide the office of the CPA Temporary Coordination Body of the Iraqi National Criminal Intelligence Bureau, which will require the above software solution, to be available for 100 users, using a server supporting a network of 20 desktop computers, with five (5) printers and two (2) scanners.  This office will in time integrate to become the Ministry of Interior National Criminal Intelligence Bureau, and will house the main database and servers to maintain the provided software solution to all Governorate Police Criminal Intelligence Offices.  All Governorate Police Criminal Intelligence Offices will connect to the main database and will be provided with a fully functioning national networked solution for criminal intelligence.  The contractor shall provide for five (5) laptop computers.  The contractor shall provide one (1) facsimile machine and two (2) photocopiers. The contractor shall provide office furniture to support 20 workstations, and supporting telephone communications on each workstation for voice and data connectivity in a local area network.  The contractor shall provide 10 digital cameras. The contractor will provide two (2) security four (4) drawer filing cabinets with mortise or combination locking systems.  Provision will be made by the contractor for air conditioning units for the office accommodation.  The contractor will provide vehicles, radios, cell phones, for the intelligence operatives at a ratio of two (2) users per piece of equipment.  The contractor will provide (1) television video recorder systems, and will provide for secure communication links for telephone and data connectivity to the military side (CJTF-7). 

(All equipment should be supplied with 3 pin 220 volt power leads.)
The contractor shall provide data connectivity between the Baghdad Criminal Intelligence Office and the CPA Temporary Coordination Body of the Iraqi National Criminal Intelligence Bureau. 
Phase one (1) must be completed by July 31th 2004.

2.0 Phase 2

Phase 2 will consist of the same requirement as Phase 1, but only to equip and train one (1) Police Criminal Intelligence Office in each of the remaining 17 Governorates to the same standard as the Baghdad office, within the size parameters that follow.  There will be no requirement for a CPA Temporary Coordination body in any other Governorate.

The Criminal Intelligence Office in the Governorate of Basrah will be established in the city of Basrah, and in the Governorate of Ninewah it will be established in the city of Mosul.  In these two (2) Governorates the Police Criminal Intelligence Office will be the same in size as that of Baghdad, to support 100 officers with the same equipment and functionality.

In the remaining 15 Governorates the Police Criminal Intelligence Offices will be established in the cities as per the table below.  All of these offices will be equipped to support:

50 users

Server and network of 10 desktop computers

Two (2) printers

Two (2) Photocopiers (one (1) LaserJet color; one (1) LaserJet black & white)
One (1) scanner

One (1) facsimile machine

Two (2) laptop computers

Ten (10) workstations supporting telephone communications on each workstation for voice and data connectivity in a local area network

Office furniture to support 10 workstations

Two (2) security four (4) drawer filing cabinets with mortise or combination locking systems

Air conditioning units for each office

One (1) Television/Video system

Five (5) Digital cameras

Vehicles, radios and cell phones for the intelligence operatives at a ratio of two users per piece of equipment.

(All equipment should be supplied with 3 pin 220 volt power leads.)
UPS for all servers and database repository system

Redundant capability or back-up required for all database deemed critical by the lead user agency

Provide all necessary system/network documentation

Table of remaining Governorates and cities:

	Governorate
	City

	Dohuk
	Dohuk

	Arbil
	Arbil

	Ta Amim
	Kirkuk

	As Sulaymaniyah
	Sulaymaniyah

	Diyala
	Baqubah

	Salah Al Din
	Tikrit

	Anbar
	Ar Ramadi

	Karbala
	Karbala

	Babil
	Al Hillah

	Najaf
	Najaf

	Wasit
	Al Kut

	Misan
	Al Amarah

	Al Qadisiyah
	Ad Diwaniyah

	Thi Qar
	An Nasiriyah

	Al Muthanna
	Al Samawah


Each of these Governorate Police Criminal Intelligence Offices shall be provided with data and voice connectivity to the main database in CPA Temporary Coordination Body of the Iraqi National Criminal Intelligence Service and to the Ministry of Interior National Criminal Intelligence Service, when its office is established.

Phase 2 will commence its scoping study of full operational requirements during Phase 1.  Phase 2 will be completed by December 31st 2004.
Vehicle Specifications (Minimum)









Number required

	Armored Vehicle Specification
4X4 SUV, Min 5 persons, 210 BHP min, Full size spare wheel, first aid kit. Varying inconspicuous colors.
	Phase 1 -
 4  armored vehicles

Phase 2 -
40 armored vehicles


	Vehicle Specification

Saloon, Min 5 persons, 190 BHP min, first aid kit, varying inconspicuous colors.
	Phase 1 -
86 vehicles

Phase 2 -
400 vehicles

	SUV, min 5 persons, 210 BHP min, first aid kit, varying inconspicuous colors.
	Phase 1 -
10 vehicles

Phase 2 -
75 vehicles


Hardware Specifications (Minimum)










Number Required

	Server Specification

	Ability for 100 users, supporting a network of 20 desktop computers with the capability to support the software solution,  5 printers and 2 scanners and to link in with other servers from governate and national levels and to operate from the existing communications  infrastructure and frequency licences. Back up facility for the servers is also required.
	Phase 1 – 2

Phase 2 - 17

	Work Station Specification


	Microsoft Windows XP Professional

Intel Pentium 4 Processor 2.80GHz

512MB DDR RAM

17” Flat panel Monitor (Phase1 – 30)

(Phase2 – 145)

19” Flat Panel Monitor (Phase1 – 10)

(Phase2 – 45)

80GB Hard Drive

8x DVD-ROM/24x CDRW Combo Drive

Internal 128 mb Graphic Card

Internal 56k Modem

Firewire Controller Card

UPS System

4 x USB 2.0 Ports

Internal Soundcard

Internal Ethernet LAN Card

3 pin 220 volt power leads
	Phase 1 - 40

Phase 2 - 190

	Laptop Specification


	Microsoft Windows XP Professional

Intel Pentium 4 Processor 2.80GHz

512MB DDR RAM

14.1" XGA TFT (1024x768) Screen

30GB Hard Drive

Integrated 8x DVD-ROM/24x CDRW Combo Drive

Internal 32 mb Graphic Card

Internal 56k Modem
Integrated Wireless LAN

2 x USB 2.0 ports

3 pin 220 volt power leads
	Phase 1 – 10

Phase 2 - 34

	Cell Phone Specification


	Tri-band phones. (Current mobile technology may be subject to change in the near future).
	Phase 1 - 100

Phase 2 - 475

	Scanner Specification


	Min 2500 dpi, Flatbed Scanner, USB 2.0, 

OCR Capability

3 pin 220 volt power leads.
	Phase 1 – 4

Phase 2 - 19

	Printer Specifications


	LaserJet quality, 1200 x 600 dpi, min 20 ppm. Windows compatible. Color and Black & White. 

3 pin 220 volt power leads
	Phase 1 – 10 (8 B&W, 2 Color)

Phase 2 -  40 (23 B&W, 17 Color)

	Photocopier Specifications


	30 ppm color, 40 ppm B&W, A3 & A4 capability, Stacking, Sorting, Stapling capability.

3 pin 220 volt power leads
	Phase 1 – 4 (2 B&W, 2 Color)

Phase 2 - 34(17 B&W, 17 Color)

	Digital Camera Specification


	A minimum of 4.0 Mega pixels, 10x Optical Zoom, Standard Point and Shoot, 1.5 in. LCD Panel
	Phase 1 - 20

Phase 2 - 95

	Facsimile Specification


	Laser Technology, 3 sec/page, 2 MB RAM, Stores up to 120 pages in memory.
	Phase 1 – 2

Phase 2 - 17

	Television/Video system


	32” widescreen, scart x3, Universal remote, DVD/Video combo, on a mobile stand. 

3 pin 220 volt power leads
	Phase 1 – 2

Phase 2 - 17

	Radios
	Encrypted 2 way communication system with a wireless receiver earpiece for covert operations with body worn carrying harnesses. Operating from existing frequency licenses.
	Phase 1 – 100

Phase 2 - 475


Furniture Specifications

	Workstation Furniture
	5ft workstation table with lockable mobile drawers and standard office chair with back support and arms.
	Phase 1 – 40

Phase 2 - 190


	Telephones
	Telephone handsets to link into the existing telephone system
	Phase 1 – 40

Phase 2 - 190

	Air Conditioning Units
	Cooling Only Window/Wall Air Conditioning Unit
	Specify Unit price as scoping study of offices incomplete and not known.

	4 Drawer Filing Cabinets
	4 drawer metal cabinet, heavy dual security locks, flush fronted steel, fire proof, Anti-tilt. Include proper fitting suspension files 
	Phase 1 – 4

Phase 2 - 34


Training Needs Requirements

The training needs requirements will be developed and delivered with consultation and agreement with the Ministry of Interior and the Civilian Police Advisory Training Team (CPATT).

Field Intelligence officer

Aims

The intelligence officer will be able to exploit available information to assist with the progression and targeting of criminals at local and national levels of crime.

The aims of the training needs will be to provide training in the following:-

Objectives
· The officer will have a full understanding of  up to date Criminal  Investigation techniques

· The officer will have understanding as to what Covert Human Intelligence Source (CHIS) Handling is and all the principles that accompany this task.

· Intelligence gathering and evaluation (sources of data etc.)

· Awareness of techniques enabling the officer to carry out operational covert and overt operations.

· Knowledge of legislation, policy and procedures

· Knowledge of Surveillance equipment and an understanding of the range of surveillance equipment available and its use.

· Basic computer competency including power point and spread sheets.

· Basic leadership and presentation skills

Data Input Clerk

Aims

To provide the officer with a complete understanding of Data Inputting.

To provide the officer with a full working knowledge of the computer software.

To enable the officer to have full keyboard skills. 

To provide the officer with all information regarding office management.

Objectives

· Data inputting

· To give officers a full understanding of the importance of correct data entry

· To provide officers with basic computer skills in ‘Windows & Excel’

· To enable complete comprehension of the computer software that will be used for the Iraqi Police Intelligence Database. 

· To enable full use of the keyboard and typing skills to a recognised standard

· The officer will have full understanding of a recognised filing system

· The officer will have full understanding of a clear desk policy, documentation handling and classification

· The officer will be security aware

· The officer will have a full understanding of policy and procedure with regard to information management.

Researcher

Aims

To provide the officer with the knowledge to research all public information sources and present the information gathered in a clear concise format.

Objectives
· To provide officers with basic computer skills in ‘Windows & Excel’

· To improve Communication and presentation Skills, enabling the officer to brief all ranks within the police service, and any other agency, with regard to Intelligence matters.

· Ensuring the officer has a full working knowledge of  legislation, department policy and procedures

· To ensure the officer has an understanding of the current media structure within Iraq.

· The officer will have full understanding of document handling and classification policy.

· The officer will be security aware

Criminal Intelligence Analyst

Aims

The analyst will be able to exploit available information to assist with the progression and targeting of criminals at local and national levels of crime.

Objectives
· The officer will be able to exploit available information to assist with the progression and targeting of investigations

· Enable the officer to carry out Strategic assessments to identify and predict longer term concerns

· The officer will be able to carry out Tactical assessments (Activity and possible outcomes in the short term)

· The officer will be able to carry out crime pattern analysis, identify crime series, patterns and map hot spots.

· The officer will understand network analysis (who is involved and how they interact)

· The officer will have an understanding of market profiles to include: an overview of the supply and demand for a crime and key players, criminal networks involved, identifying where to target operations to achieve disruption.

· The officer will be able to carry out Demographic analysis to include what dynamics in the wider environment may impact upon the community (social trends etc)

· The officer will be able to carry out Risk Analysis identifying likely impacts and consequences helping to assist with prioritisation of work

· The officer will be able to complete activity flow charts looking at exact occurrences and the dates they occurred and representing this on activity flow charts.

· The officer will be able to analyse textual data particularly looking for weaknesses, possible avenues of abuse in the contract. Also analysis of crime reports, intelligence reports open source data.

· The officer will be able to undertake complex researching which will involve looking at working practices, regulations or the background to a case to assist with targeting analysis.

· The officer will be able to undertake Intelligence analysis involving Bulk data, and data mining. Looking for patterns and helping to identify any criminality.

· The officer will be able to provide the best use of limited amount of both data and resources.

· The officer will be able to identify problematic areas

· The officer will be able to make recommendations based on findings

· The officer will have full understanding of document handling and classification policy.

3.0 Phase 3
The contractor shall provide integration between the National Criminal Intelligence Database and the National Police Records Management system which is subject to a separate request for proposal.  The functionality of the police records management system is listed in a request for information reference number DABV01-04-RFI-002.

4.0 Software Demonstration
The bidding contractors will be required to demonstrate the software solutions before a final decision is made in the bidding process.
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